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Comparing TigerGraph Editions

This document compares what is included in the Enterprise Edition vs. Developer Edition

of the TigerGraph platform.

To see what has been added or changed in different releases (versions) of TigerGraph, see

the Change Log.

Overview

OVERVIEW

Licensing

Includes

Support

How to Get It

Developer Edition

Free for non-production,
research, or educational use

"TigerGraph For One"
single user, single graph,
single machine

Community forum 2

www.tigergraph.com/develop
er A2

Database Features

DATABASE FEATURES
Native MPP Graph

Real-Time Deep Link
Analytics

Ultra-Fast Loading and
Updates

Developer Edition

Enterprise Edition

Free 30-day trial

All TigerGraph Database and
Enterprise features, including
+ Distributed Graph

+ MultiGraph

+ Security

+ User Management

www.tigergraph.com/free-trial
7

Enterprise Edition


https://groups.google.com/a/opengsql.org/forum/#!forum/gsql-users
https://groups.google.com/a/opengsql.org/forum/#!forum/gsql-users
http://www.tigergraph.com/developer
http://www.tigergraph.com/developer
http://www.tigergraph.com/developer
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GSQL Query and Loading
Language

SQL-like syntax and built-in
parallelism

Graph Size

Compressed Data Store

Optimized In-Memory
Processing;
ACID Transactions

GraphStudio Visual SDK and
ul

Design, Load, Explore, Query,
Visualize

MultiGraph

Distributed, Auto-Partitioned
Graph

LIA Danliaatian

* = optional

TigerGraph Documentation

500 billion edges or

Enterprise Features

ENTERPRISE FEATURES
Backup and Restore
Dynamic Schema Change

Multiple Users and
Role-Based Access Control

Enterprise User Management
LDAP and SSO

Data Encryption
At Rest and In Motion

) Unlimited
what fits in memory
*
No *
No
N~ (/]
Developer Edition Enterprise Edition
No
No
No (Single User)
No
No
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GSQL Graph Algorithm Library

Updated Sep 14, 2019

Graph algorithms are functions for measuring characteristics of graphs, vertices, or
relationships. Graph algorithms can provide insights into the role or relevance of individual
entities in a graph. For example: How centrally located is this vertex? How much influence
does this vertex exert over the others?

Some graph algorithms measure or identify global characteristics: What are the natural
community groupings in the graph? What is the density of connections?

Using the GSQL Graph Algorithm Library

The GSQL Graph Algorithm Library is a collection of expertly written GSQL queries, each of
which implements a standard graph algorithm. Each algorithm is ready to be installed and
used, either as a stand-alone query or as a building block of a larger analytics application.

GSAQL running on the TigerGraph platform is particularly well-suited for graph algorithms
for the several reasons:

e Turing-complete with full support for imperative and procedural programming, ideal
for algorithmic computation.

e Parallel and Distributed Processing, enabling computations on larger graphs.

e User-Extensible. Because the algorithms are written in standard GSQL and compiled
by the user, they are easy to modify and customize.

e Open-Source. Users can study the GSQL implementations to learn by example, and
they can develop and submit additions to the library.

Library Structure

You can download the library from github:
https://github.com/tigergraph/gsql-graph-algorithms 7
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The library contains two main sections: algorithms and tests. The algorithms folder
contains template algorithms and scripts to help you customize and install them. The
tests folder contains small sample graphs that you can use to experiment with the
algorithms. In this document, we use the test graphs to show you the expected result for
each algorithm. The graphs are small enough that you can manually calculate and
sometimes intuitively see what the answers should be.

Installing an Algorithm

Remember that GSQL graph algorithms are simply GSQL queries. However, since we do
not know what vertices or edges you want to analyze, or how you want to receive output,
the algorithms are in a template format. You need to run a script to personalize your
algorithm and then to install it.

(i) Make sure that the install.sh is owned by the tigergraph user.

1. Within the Algorithms folder is a script install.sh. When you run the script, it will first
ask you which graph schema you wish to work on. (The TigerGraph platform supports
multiple concurrent graphs.)

2. It then asks you to choose from a menu of available algorithms.

3. After knowing your graph schema and your algorithm, the installer will ask you some
questions for that particular algorithm:

a. the installer will guide you in selecting appropriate vertex types and edges types.

Note this does not have to be all the vertex or edge types in your graph. For
example, you may have a social graph with three categories of persons and five
types of relationships. You might decide to compute PageRank using Member and
Guest vertices and Recommended edges.

b. Some algorithms use edge weights as input information (such as Shortest Path
where each edge has a weight meaning the "length" of that edge. The installer will
ask for the name of that edge attribute.

4. Single Node Mode or Distributed Mode? Queries which will analyze the entire graph
(such PageRank and Community Detection) will run better in Distributed Mode, if you
have a cluster of machines.



5/13/25,1:39 PM TigerGraph Documentation

5. It will then ask you what type of output you would like. It will proceed to create up to
three versions of your algorithm, based on the three ways of receiving the algorithm's
output:

a. Stream the output in JSON format, the default behavior for most GSQL queries.

b. Save the output value(s) in CSV format to a file. For some algorithms, this option
will add an input parameter to the query, to let the user specify how many total
values to output.

c. Store the results as vertex or edge attribute values. The attributes must already
exist in the graph schema, and the installer will ask you which attributes to use.

6. After creating queries for one algorithm, the installer will loop back to let you choose
another algorithm (returning to step 2 above).

7. If you choose to exit, the installer makes a last request: Do you want to install your
queries? Installation is when the code is compiled and bound into the query engine. It
takes a few minutes, so it is best to create all your personalized queries at once and
then install them as a group.

Example:
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$ bash install.sh
**xx GSQL Graph Algorithm Installer *#%x*
Available graphs:
- Graph social(Person:v, Friend:e, Also_Friend:e, Coworker:e)
Graph name? social

Please enter the number of the algorithm to install:
1) EXIT
2) Closeness Centrality
3) Connected Components
4) Label Propagation
5) Community detection: Louvain
6) PageRank
7) Shortest Path, Single-Source, Any Weight
8) Triangle Counting(minimal memozry)
9) Triangle Counting(fast, more memory)
#? 6
pageRank() works on directed edges

Available vertex and edge types:

VERTEX Person(PRIMARY_ID id STRING, name STRING, score FLOAT, tag STRI
DIRECTED EDGE Friend(FROM Person, TO Person, weight FLOAT, tag STRING)
DIRECTED EDGE Also_Friend(FROM Person, TO Person, weight FLOAT, tag SI
UNDIRECTED EDGE Coworker (FROM Person, TO Person, weight FLOAT, tag STF

Please enter the vertex type(s) and edge type(s) for running PageRank.
Use commas to separate multiple types [ex: typel, type2]
Leaving this blank will select all available types

Similarity algorithms only take single vertex type

Vertex types: Person

Edge types: Friend

The query pageRank is dropped.

The query pageRank_file is dropped.
The query pageRank_attr is dropped.

Please choose query mode:
1) Single Node Mode

2) Distributed Mode

#? 1

Please choose a way to show result:

1) Show JSON result 3) Save to Attribute/Insert Edge
2) Write to File 4) All of the above
i#? 4

gsql -g social ./templates/pageRank.gsql
The query pageRank has been added!

10
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gsql -g social ./templates/pageRank_file.gsql
The query pageRank_file has been added!

If your graph schema has appropriate vertex or edge attributes,
you can update the graph with your results.

Do you want to update the graph [yn]? vy

Vertex attribute to store FLOAT result (e.g. pageRank): score

gsql -g social ./templates/pageRank_attr.gsql

The query pageRank_attr has been added!

Created the following algorithms:
- pageRank(float maxChange, int maxIter, float damping, bool display, ir
- pageRank_attr(float maxChange, int maxIter, float damping, bool disple
- pageRank_file(float maxChange, int maxIter, float damping, bool disple

Please enter the number of the algorithm to install:

1) EXIT

2) Closeness Centrality

3) Connected Components

4) Label Propagation

5) Community detection: Louvain

6) PageRank

7) Shortest Path, Single-Source, Any Weight

8) Triangle Counting(minimal memory)

9) Triangle Counting(fast, more memozry)

#? 1

Exiting

Algorithm files have been created. Do want to install them now [yn]? y
Start installing queries, about 1 minute ...

c

pageRank query: curl -X GET 'http://127.0.0.1:9000/query/social/pageRank?n
pageRank_file query: curl -X GET 'http://127.0.0.1:9000/query/social/pageF
pageRank_attr query: curl -X GET 'http://127.0.0.1:9000/query/social/pageF

After the algorithms are installed, you will see them listed among the rest of your GSQL
queries.

11
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GSQL > 1s

Queries:

cc_subquery(vertex v, int numVert, int maxHops) (installed v2)
closeness_cent(bool display, int outputLimit) (installed v2)
closeness_cent_attr(bool display) (installed v2)
closeness_cent_file(bool display, file f) (installed v2)

conn_comp() (installed v2)

conn_comp_attr() (installed v2)

conn_comp_file(file f) (installed v2)

label_prop(int maxIter) (installed v2)

label_prop_attr(int maxIter) (installed v2)

label_prop_file(int maxIter, file f) (installed v2)

louvain() (installed v2)

louvain_attr() (installed v2)

louvain_file(file f) (installed v2)

pageRank(float maxChange, int maxIter, float damping, bool display, ir
pageRank_attr(float maxChange, int maxIter, float damping, bool disple
pageRank_file(float maxChange, int maxIter, float damping, bool disple
tri count() (installed v2)

tri count_fast() (installed v2)

(3) We will soon update the library so that most of schema choices can be made when running

the algorithm, rather than when installing the algorithm.

Running an Algorithm

Running an algorithm is the same as running a GSQL query. For example, if you selected

the JSON option for pageRank, you could run it from GSQL as below:

GSQL > RUN QUERY pageRank(0.001, 25, 0.85, 10)

Installing a query also creates a REST endpoint. The same query could be run thus:

curl -X GET 'http://127.0.0.1:9000/query/alg_graph/pageRank?maxChange=0.0¢

GSAQL lets you run queries from within other queries. This means you can use a library

algorithm as a building block for more complex analytics.

12
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Library Overview

The following algorithms are currently available. The algorithms are grouped into five
classes:

e Path

e Centrality
e Community
e Similarity

e Classification (NEW)

Moreover, each algorithm may or may be be currently available for a graph with Undirected
Edges, Directed Edges, and Weighted Edges.

e Coming soon means that TigerGraph plans to release this variant of the algorithm
soon.

* n/a means that this variant of the algorithm is typically not used

Undirected Directed Weighted
Algorithm Class
Edges Edges Edges
Single-S
ingie-souree Path Yes Yes Yes
Shortest Path
All Pai
ars Path Yes Yes Yes
Shortest Path
Mini
'”'m?"“ Path Yes n/a Yes
Spanning Tree
Cycle Detection Path no Yes n/a
PageRank Centrality n/a Yes Coming soon
Personalized . .
Centrality n/a Yes Coming soon
PageRank
Closeness . ;
. Centrality Yes n/a Coming soon
Centrality

13
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Betweenness

. Centralit Coming soon n/a Coming soon
Centrality y g g

Weakly
Connected Community Yes n/a n/a
Components

Strongly
Connected Community n/a Coming soon n/a
Components

Label

) Community Yes n/a n/a
Propagation

Louvain

Communit Yes n/a n/a
Modularity unity / /

Triangle

Counting Community Yes n/a n/a

Cosine

Similarity of

Neighborhoods Similarity Yes Yes Yes
(single-source

and all-pairs)

Jaccard

Similarity of

Neighborhoods Similarity Yes Yes No
(single-source

and all-pairs)

K-Nearest
Neighbors (with
cosine similarity
for "nearness")

Classification Yes Yes Yes

Computational Complexity

Computational Complexity is a formal mathematical term, referring to how an algorithm's
time requirements scale according to the size of the data or other key parameters. For
graphs, there are two key data parameters:

e V (or sometimes n), the number of vertices

14
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e E (or sometimes m), the number of edges

The notation O(V*2) (read "big O V squared") means that when V is large, the
computational time is proportional to V*2.

Path Algorithms

These algorithms help find the shortest path or evaluate the availability and quality of
routes.

Single-Source Shortest Path, Unweighted

@ The algorithm we are discussing here finds an unweighted shortest path from one source
vertex to each possible destination vertex in the graph. That is, it finds n paths.

If you just want to know the shortest path between two particular vertices, S and T in a graph
with unweighted edges, we have described that query in detail in our tutorial document GSQL
Demo Examples 7.

If your graph has weighted edges, see the next algorithm.

Description and Uses

If a graph has unweighted edges, then finding the shortest path from one vertex to another
is the same as finding the path with the fewest hops. Think of Six Degrees of Separation
and Friend of a Friend. Unweighted Shortest Path answers the question "How are you two
related?" The two entities do not have to be persons. Shortest Path is useful in a host of
applications, from estimating influences or knowledge transfer, to criminal investigation.

When the graph is unweighted, we can use a "greedy" approach to find the shortest path.
In computer science, a greedy algorithm makes intermediate choices based on the data
being considered at the moment, and then does not revisit those choices later on. In this
case, once the algorithm finds any path to a vertex T, it is certain that that is a shortest
path.

15
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shortest_ss_no_wt(VERTEX v, BOOL display)
shortest_ss_no_wt_file(VERTEX v, BOOL display, STRING filepath)
shortest_ss_no_wt_attr(VERTEX v, BOOL display)

Characteristic

Result

Input Parameters

Result Size

Computational Complexity

Graph Types

Example

Value

Computes a shortest distance (INT) and
shortest path (STRING) from vertex v to each
other vertex T. The result is available in 3 forms:

streamed out in JSON format

e written to a file in tabular format, or

e stored as two vertex attribute values.

e v:id of the source vertex

e display: If true, include the graph's edges in
the JSON output, so that the full graph can
be displayed.

o filepath (for file output only): the path to
the output file

V = number of vertices
O(E), E = number of edges

Directed or Undirected edges, Unweighted
edges

In the below graph, we do not consider the weight on edge. Using vertex A as the source

vertex, the algorithm discovers that the shortest path from A to B is A-B, and the shortest

path from A to Cis A-D-C, etc.

16
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generic graph with shortest_pos5 choice, not considering weight

17
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"ResultSet": [
)
"v_id": "B",
"v_type": "Node",
"attributes": %
"ResultSet.@dis":
"ResultSet.@path":
AN
ngn

"V_id“: IIAII,
"v_type": "Node",
"attributes": %
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1,

"ResultSet.@dis": 0,

"ResultSet.@path":
IIAII

"v_id": "C",
"v_type": "Node",
"attributes": {
"ResultSet.@dis":
"ResultSet.@path":
An
"pr
nen

"v_id": "E",
"v_type": "Node",
"attributes": %
"ResultSet.@dis":
"ResultSet.@path":
AN
"pr
ngn

[

2,

[

2,

[

19
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"v_id": "D",
"v_type": "Node",
"attributes": %
"ResultSet.@dis": 1,
"ResultSet.@path": [
AN
npn

Single-Source Shortest Path, Weighted

Description and Uses

Finding shortest paths in a graph with weighted edges is algorithmically harder than in an
unweighted graph because just because you find a path to a vertex T, you cannot be
certain that it is a shortest path. If edge weights are always positive, then you must keep
trying until you have considered every in-edge to T. If edge weights can be negative, then
it's even harder. You must consider all possible paths.

A classic application for weighted shortest path is finding the shortest travel route to get
from A to B. (Think of route planning "GPS" apps.) In general, any application where you
are looking for the cheapest route is a possible fit.

Specifications

The shortest path algorithm can be optimized if we know all the weights are nonnegative.
If there can be negative weights, then sometimes a longer path will have a lower
cumulative weight. Therefore, we have two versions of this algorithm

shortest_path_pos_wt(VERTEX v, BOOL display)
shortest_path_pos_wt_file(VERTEX v, BOOL display, STRING filepath)
shortest_path_pos_wt_attr(VERTEX v, BOOL display)

20
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shortest_path_neg_wt(VERTEX v, BOOL display)
shortest_path_neg_wt_file(VERTEX v, BOOL display, STRING filepath)
shortest_path_neg_wt_attr(VERTEX v, BOOL display)

Characteristic

Result

Input Parameters

Result Size

Computational Complexity

Graph Types

Value

Computes a shortest distance (INT) and
shortest path (STRING) from vertex v to each
other vertex T. The result is available in 3 forms:

e streamed out in JSON format
e written to a file in tabular format, or

e stored as two vertex attribute values.

e v:id of the source vertex

e display: If true, include the graph's edges in
the JSON output, so that the full graph can
be displayed.

o filepath (for file output only): the path to
the output file

V = number of vertices

O(V*E), V = number of vertices, E = number of
edges

Directed or Undirected edges, Weighted edges

(@) The shortest_path_neg_wt library query is an implementation of the Bellman-Ford algorithm.
If there is more than one path with the same total weight, the algorithm returns one of them.

Example

The graph below has only positive edge weights. Using vertex A as the source vertex, the

algorithm discovers that the shortest weighted path from A to B is A-D-B, with distance 8.
The shortest weighted path from A to C is A-D-B-C with distance 9.

21
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_ Type: LinkTo
weight: 7

=]
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E
g
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o) qur] : ediy

Type : LinkTo
welght : 1

generic graph with shortest_pos5 choice
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"ResultSet": [
1
"v_id": "B",
"v_type": "Node",
"attributes": %
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"ResultSet.@dis": 8,

"ResultSet.@path":
IIDII ,
IIBII

"V_id“: IIAII,
"v_type": "Node",
"attributes": %

[

"ResultSet.@dis": 0,

"ResultSet.@path":
§

"v_id": "Cc",
"v_type": "Node",
"attributes": %
"ResultSet.@dis":
"ResultSet.@path":
"pr
g
nen

"v_id": "E",
"v_type": "Node",
"attributes": %
"ResultSet.@dis":
"ResultSet.@path":
"
ngn

"V_id“: IIDII,
"v_type": "Node",

[]

9,

[

7,

[

24
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"attributes": 3%
"ResultSet.@dis": 5,
"ResultSet.@path": [

IIDII

The graph below has both positive and negative edge weights. Using vertex A as the
source vertex, the algorithm discovers that the shortest weighted path from A to E is A-D-
C-B-E, with a cumulative score of 7-3 -2-4=-2.

[ -

——weight : 5 ——

_G—weight:-2 ——

il N -

Vertex:B  ~ Vertex:C

o score: 2 NNy / score:4

X tag : "A-D-C-B" N / tag:'A-DL’
i

%5
%

score : 0 ‘f’é,‘
tag : A’ ;

Vertex: E
scora ;-2

tag : "A-D-C-B-E"
Vertex: D

score ;7
tag : "A-D"

shortest_path_wt(A, -1, true, "json") on shortest_neg5 graph

Single-Pair Shortest Path

The Single-Pair Shortest Path task seeks the shortest path between a source vertex S and
a target vertex T. If the edges are unweighted, then use the query in our tutorial document

25
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GSQL Demo Examples 7.

If the edges are weighted, then use the Single-Source Shortest Path algorithm. In the
worst case, it takes the same computational effort to find the shortest path for one pair as
to find the shortest paths for all pairs from the same source S. The reason is that you
cannot know whether you have found the shortest (least weight) path until you have
explored the full graph. If the weights are always positive, however, then a more efficient
algorithm is possible. You can stop searching when you have found paths that use each of
the in-edgesto T.

All-Pairs Shortest Path

The All-Pairs Shortest Path algorithm is costly for large graphs, because the computation
time is O(VA3) and the output size is O(V*2). Be cautious about running this on very large
graphs.

The All-Pairs Shortest Path (APSP) task seeks to find shortest paths between every pair of
vertices in the entire graph. In principle, this task can be handled by running the Single-
Source Shortest Path (SSSP) algorithm for each input vertex, e.g.,

CREATE QUERY all_pairs_shortest(INT maxDepth, BOOL display, STRING fileBas

)
Start = {Node.x}%;
Result = SELECT s FROM Start:s
POST-ACCUM
shortest_ss_any_wt_file(s, maxDepth, display, fileBase+s);

This example highlights one of the strengths of GSQL.: treating queries as stored
procedures which can be called from within other queries.

For large graphs (with millions of vertices or more), however, this is an enormous task.
While the massively parallel processing of the TigerGraph platform can speed up the
computation by 10x or 100x, consider what it takes just to store or report the results. If
there are 1 million vertices, then there are nearly 1 trillion output values.

26
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There are more efficient methods than calling the single-source shortest path algorithm n
times, such as the Floyd-Warshall algorithm, which computes APSP in O(V*3) time.

Our recommendation:

¢ If you have a smaller graph (perhaps thousands or tens of thousands of vertices), the
APSP task may be tractable.

e If you have a large graph, avoid using APSP.

Minimum Spanning Tree (MST)

Description and Uses

Given an undirected and connected graph, a minimum spanning tree is a set of edges
which can connect all the vertices in the graph with the minimal sum of edge weight. A
parallel version of the PRIM algorithm is implemented in the library:

1. Start with a set A ={ an arbitrary vertex r}

2. For all vertices in A, find another vertex y in the graph not A and y is connected to a
vertex x in A such that the weight on the edge e(x,y) is the smallest among all such
edges from a vertex in A to a vertex not in A. Add y to A, and add the edge (x,y) to MST

3. Repeat 2 until A has all vertices in the graph.

Specifications

mst (VERTEX source)
mst_file (VERTEX source, FILE f)
mst_attr (VERTEX source)

Characteristic Value
Computes a MST. The result is available in 3
forms:

e streamed out in JSON format
Result

e written to a file in tabular format, or

27
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Input Parameters

Result Size
Computational Complexity

Graph Types

Example
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e stored as an edge attribute value.
e source: id of the source vertex

o filepath (for file output only): the path to
the output file

V -1 = number of vertices - 1

Undirected edges and connected

In social10 graph, we consider only the undirected Coworker edges.

Type : Coworker
weight: 7

Type ;: Coworker
weight : 20

Justin

social10 graph with Coworker edges

This graph has 3 components. Minimum Spanning Tree finds a tree for one component, so

which component it will work on depends on what vertex we give as the starting point. If

28
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we select Fiona, George, Howard, or Ivy as the start vertex, then it work on the 4-vertex
component on the left. You can start from any vertex in the component and get the same
or an equivalent MST result.

The figure below shows the result of mst(("lvy", "Person")). Note that the value for the one

vertex is ("lvy",'Person"). In GSQL, this 2-tuple format which explicitly gives the vertex type
is used when the query is written to accept a vertex of any type.

Howard

mst(("Ivy",'Person")) on social10 graph, with Coworker edges

File output:

From,To,Weight
Ivy,Fiona,6
Ivy,Howard,4
Ivy,George,4
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The attribute version requires a boolean attribute on the edge, and it will assign the
attribute to "true" if that edge is selected in the MST:

mst_attr(("lvy",'Person")) on social10 graph, with Coworker edges & edge attribute "flag"

Cycle Detection

Description and Uses
The Cycle Detection problem seeks to find all the cycles (loops) in a graph. We apply the

usual restriction that the cycles must be "simple cycles", that is, they are paths that start

and end at the same vertex but otherwise never visit any vertex twice.
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There are two versions of the task: for directed graphs and undirected graphs. The GSQL
algorithm library currently supports only directed cycle detection. The Rocha-Thatte
algorithm ~ is an efficient distributed algorithm, which detects all the cycles in a directed
graph. The algorithm will self-terminate, but it is also possible to stop at k iterations, which
finds all the cycles having lengths up to k edges.

The basic idea of the algorithm is to (potentially) traverse every edge in parallel, again and
again, forming all possible paths. At each step, if a path forms a cycle, it records it and
stops extending it. More specifically:

Initialization:
For each vertex, record one path consisting of its own id. Mark the vertex as Active.

Iteration steps:
Fo each Active vertex v:

1. Send its list of paths to each of its out-neighbors.
2. Inspect each path P in the list of the paths received:
e Ifthefirstidin Pis also id(v), a cycle has been found:
o Remove P from its list.

o Ifid(v) is the least id of any id in P, then add P to the Cycle List.
(The purpose is to count each cycle only once.)

* Else, if id(v) is somewhere else in the path, then remove P from the path list
(because this cycle must have been counted already).

* Else, append id(v) to the end of each of the remaining paths in its list.

Specifications

cycle_detection (INT depth)
cycle_detection_file (INT depth, FILE f)

The algorithm traverses all edges. A user could modify the GSQL algorithm so that it
traverse only edges of a certain type.

Characteristic Value
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Computes a list of vertex id lists, each of which
is a cycle. The result is available in 2 forms:

Result e streamed out in JSON format

e written to a file in tabular format

e depth: the maximum cycle length to search

for = maximum number of iterations

Input Parameters
o filepath (for file output only): the path to

the output file

Number of cycles * average cycle length

Result Size Both of these measures are not known in
advance.

O(E *k), E = number of edges.
Computational Complexity
k = min(max. cycle length, depth paramteter)

(Granh Tvnec Nirerted

Example

In the social10 graph, there are 5 cycles, all with the Fiona-George-Howard-Ivy cluster.
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Friend

cycle_detection(10) on social10 graph
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[
)
"@@cycles": [

[
"Fiona",
"Tyy®

1,

[
"George",
"Tyy®

iE

[
"Fiona",
"George",
"Tyy®

g

[
"George",
"Howard",
"Tyy"

e

[
"Fiona",
"George",
"Howard",
"Tyy"

]

]
$
]

Centrality Algorithms

Centrality algorithms determine the importance of each vertex within a network. Typical
applications:

PageRank is designed for directed edges. The classic interpretation is to find the most
"important” web pages, based on hyperlink referrals, but it can be used for another
network where entities make positive referrals of one another.

Closeness Centrality and Betweenness Centrality both deal with the idea of "centrally
located.”

34



5/13/25,1:39 PM TigerGraph Documentation

PageRank

Description and Uses

The PageRank algorithm measures the influence of each vertex on every other vertex.
PageRank influence is defined recursively: a vertex's influence is based on the influence of
the vertices which refer to it. A vertex's influence tends to increase if (1) it has more
referring vertices or if (2) its referring vertices have higher influence. The analogy to social
influence is clear.

A common way of interpreting PageRank value is through the Random Network Surfer
model. A vertex's pageRank score is proportional to the probability that a random
network surfer will be at that vertex at any given time. A vertex with a high pageRank
score is a vertex that is frequently visited, assuming that vertices are visited according to
the following Random Surfer scheme:

e Assume a person travels or surfs across a network's structure, moving from vertex to
vertex in a long series of rounds.

e The surfer can start anywhere. This start-anywhere property is part of the magic of
PageRank, meaning the score is a truly fundamental property of the graph structure
itself.

e Each round, the surfer randomly picks one of the outward connections from the
surfer's current location. The surfer repeats this random walk for a long time.

e But wait. The surfer doesn't always follow the network's connection structure. There is
a probability (7-damping, to be precise), that the surfer will ignore the structure and
will magically teleport to a random vertex.

Specifications

pageRank (FLOAT maxChange, INT maxIter, FLOAT damping, BOOL display, INT ot
pageRank_file (FLOAT maxChange, INT maxIter, FLOAT damping, FILE f)
pageRank_attr(FLOAT maxChange, INT maxIter, FLOAT damping)

Characteristic Value
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Result

Input Parameters

Result Size

Computational Complexity

TigerGraph Documentation

Computes a PageRank value (FLOAT type) for

each vertex. The result is available in 3 forms:

streamed out in JSON format

written to a file in tabular format, or
stored as a vertex attribute value.
maxChange: PageRank will stop iterating
when the largest difference between any

vertex's current score and its previous
score < maxChange. That is, the scores

have become very stable and are changing
by less that maxChange from one iteration

to the next.
Suggested value: 0.001 or less.

maxlter: maximum number of iterations.
Suggested value: between 10 and 100.

damping: fraction of score that is due to
the score of neighbors. The balance (1 -
damping) is a minimum baseline score
that every vertex receives.

Suggested value: 0.85.

f (for file output only): the path to the
output file

display (for JSON output only): If true,
include the graph's edges in the JSON
output, so that the full graph can be
displayed.

outputLimit (for JSON output only):
maximum number of vertex values to
output. Values will be sorted with highest
value first.

V = number of vertices

O(E*k), E = number of edges, k = number of
iterations.

The number of iterations is data-dependent, but
the user can set a maximum. Parallel
processing reduces the time needed for
computation.
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Example

We ran pageRank on our test10 graph (using Friend edges) with the following parameter
values: damping=0.85, maxChange=0.001, and maxIter=25. We see that Ivy (center
bottom) has the highest pageRank score (1.12). This makes sense, since there are 3
neighboring persons who point to lvy, more than for any other person. Eddie and Justin
have scores have exactly 1, because they do not have any out-edges. This is an artifact of
our particular version pageRank. Likewise, Alex has a score of 0.15, which is (1-damping),
because Alex has no in-edges.

Wy

Vertex: Chase Vertex : Damon
score:0.33169 ™ score : 0.29097

—

Vertex : Bob
& score:0.21375
<&

Vertex : Alex Vertex : Eddie

score:0.15 . . Vertex  Justin score : 1

— e T

/ Vertex : George
 score:(0.82248

Vertex : Fiona
score : 0.69046

\ %
%%

X

K
-
& ==

-

Vertex : Howard

Vertex : lvy 2
score: 1.12076 BR0r6.: QA

pageRank_attr(0.001, 25, 0.85,"json",10) on social10 graph, with Friend edges
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Personalized PageRank

Description and Uses

In the original PageRank, the damping factor is the probability of the surfer continues
browsing at each step. The surfer may also stop browsing and start again from a random
vertex. In personalized PageRank, the surfer can only start browsing from a given set of
source vertices both at the beginning and after stopping.

Specifications

pageRank_pers(Set<Vertex> source, FLOAT maxChange, INT maxIter, FLOAT damg
pageRank_pers_file(Set<Vertex> source, FLOAT maxChange, INT maxIter, FLOAT
pageRank_pers_attr(Set<Vertex> source, FLOAT maxChange, INT maxIter, FLOAT

Characteristic Value

Computes a personalized PageRank value
(FLOAT type) for each vertex. The result is
available in 3 forms:

Result e streamed out in JSON format
e written to a file in tabular format, or

e stored as a vertex attribute value.

e source: a set of source vertices

e maxChange: personalized PageRank will
stop iterating when the largest difference
between any vertex's current score and its
previous score < maxChange. That is, the
scores have become very stable and are
changing by less that maxChange from
one iteration to the next.

Suggested value: 0.001 or less.

e maxlter: maximum number of iterations.

Suggested value: between 10 and 100.
Input Parameters

e damping: fraction of score that is due to
the score of neighbors. The balance (1 -
damping) is a minimum baseline score

38



5/13/25,1:39 PM

Result Size

Computational Complexity

Graph Types

Example
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that every vertex receives.
Suggested value: 0.85.

e f (for file output only): the path to the
output file

e outputLimit (for JSON output only):
maximum number of vertex values to
output. Values will be sorted with highest
value first.

V = number of vertices
O(E*k), E = number of edges, k = number of

iterations.

The number of iterations is data-dependent, but
the user can set a maximum. Parallel
processing reduces the time needed for
computation.

Directed edges

We ran Personalized PageRank on our test10 graph using Friend edges with the following

parameter values: damping=0.85, maxChange=0.001, maxiter=25, and source="Fiona". In

this case, the random walker can only start or restart walking from Fiona. In the figure

below, we see that Fiona has the highest pageRank score in the result. lvy and George

have the next highest scores, because they are direct out-neighbors of Ivy and there are

looping paths that lead back to them again. Half of the vertices have a score of 0, since

they can not be reached from Fiona.

39



5/13/25,1:39 PM TigerGraph Documentation

Vertax : Damon
score ;0

Vertex : Chase
score ;0

Vertex : Bob
score: 0

% Vertex : Eddie
score: 0
&

Vertax : Justin
score ; 0.06337

Vertex : Alex
score: 0

Vertex; Fiona Vertex : George
score ; 0,22322 score : 0.13659

b
1 i
\E' L
':Ct" Q{@I

b
o
©

Friend

Vertex : Ivy Vertex : Howard
score : 0.17149 score : 0.0583

pageRank_pers_attr([("Fiona",'Person")],0.001,25,0.85) on social10 graph, with Friend edges

Closeness Centrality

We all have an intuitive understanding when we say a home, an office, or a store is
"centrally located." Closeness Centrality provides a precise measure of how "centrally
located" is a vertex. The steps below show the steps for one vertex v.

Description of Steps Mathematical Formulation

1. Compute the average distance from
vertex v to every other vertex:

dag(v) = 2,5, dist(v,u)/(n — 1)
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2. Invert the average distance, so we have

P N | I P £ ...

TigerGraph Documentation

CC(U) = 1/davg(v)

These steps are repeated for every vertex in the graph.

Specifications

closeness_cent(BOOL display, INT maxOutput)
closeness_cent_file(BOOL display, STRING filepath)

closeness_cent_attr(BOOL display)

Parameters

Characteristic

Result

Required Input Parameters

Result Size

Computational Complexity

Value

Computes a Closeness Centrality value (FLOAT
type) for each vertex. The result is available in
3 forms:

e streamed out in JSON format
e written to a file in tabular format, or

e stored as a vertex attribute value.

o display: If true, include the graph's edges in
the JSON output, so that the full graph can
be displayed.

filepath (for file output only): the path to
the output file

e maxOutput (for JSON output only):
maximum number of vertex values to
output. Values will be sorted with highest
value first.

V = number of vertices
O(E*k), E = number of edges, k = number of

iterations.

The number of iterations is data-dependent, but
the user can set a maximum. Parallel
processing reduces the time needed for
computation.
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Graph Types

Example
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Directed or Undirected edges, Unweighted

adaaa

Closeness centrality can be measured for either directed edges (from v to others) or for

undirected edges. Directed graphs may seem less intuitive, however. because if the

distance from Alex to Bob is 1, it does not mean the distance from Bob to Alex is also 1.

For our example, we wanted to use the topology of the Likes graph, but to have undirected

edges. We emulated an undirected graph by using both Friend and Also_Friend (reverse

direction) edges.

-

&

&

&

Vertex : Alex

score : 0.47368 =

-

Vertex : Flona
score : 0.47368 F

X

4/

~ (""é‘o Vertex : Chase

score : 0.36

Vertex : Bob
© seore: 0.42857

F

Vertex : Justin

“ score : 0.33333

|-
Vertex : George
score : 0.375

&3

al &

Vertex : vy
score : 0.375

——Friend ——P

Vertex : Damon

Vertex : Eddie
score ; 0.28125

closeness_cent("json",10) on social10 graph, with Friend and Also_Friend edges
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Community Algorithms

These algorithms evaluate how a group is clustered or partitioned, as well as its tendency

to strengthen or break apart.

Connected Components

Description and Uses

A component is the maximal set of vertices, plus their connecting edges, which are

interconnected. That is, you can reach each vertex from each other vertex. In the example

figure below, there are three components.

This particular algorithm deals with undirected edges. If the same definition (each vertex

can reach each other vertex) is applied to directed edges, then the components are called

Strongly Connected Components. If you have directed edges but ignore the direction
(permitting traversal in either direction), then the algorithm finds Weakly Connected
Components.

Specifications

conn_comp ()
conn_comp_£file(STRING filepath)
conn_comp_attr()

Characteristic Value

Assigns a component id (INT) to each vertex,
such that members of the same component
have the same id value. The result is available

in three forms:

Result
e streamed out in JSON format

e written to a file in tabular format, or

e stored as a vertex attribute value.
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o filepath (for file output only): the path to

Input Parameters
P the output file

Result Size V = number of vertices

O(E*d), E = number of edges, d = max(diameter

Computational Complexity of components)

Graph Types Undirected edages

Example
It is easy to see in this small graph that the algorithm correctly groups the vertices:

e Alex, Bob and Justin all have Community ID = 2097152
e Chase, Damon, and Eddie all have Community ID = 5242880

e Fiona, George, Howard, and Ivy all have Community ID =0

Our algorithm uses the TigerGraph engine's internal vertex ID numbers; they cannot be
predicted.
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Vertex : Bob
score : 2097152

1]

Vertex : Alex g

scone : 2097152

Vertex : Justin
scone ; 2097152

Vertex : Fiona
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Vertex : Chase
score : 5242880

Vertex : Eddie
score : 5242880

f-‘o,,bq’w

‘"q.ﬁ‘e‘ Vertex : Howard
v score:0

conn_comp(true, "json") on social10 graph with Coworker edges

Label Propagation

Description and Uses

Label Propagation is a heuristic method for determining communities. The idea is simple:
If the plurality of your neighbors all bear the label X, then you should label yourself as also
a member of X. The algorithm begins with each vertex having its own unique label. Then
we iteratively update labels based on the neighbor influence described above. It is
important that they the order for updating the vertices be random. The algorithm is
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favored for its efficiency and simplicity, but it is not guaranteed to produce the same
results every time.

In a variant version, some vertices could initially be known to belong to the same
community,. If they are well-connected to one another, they are likely to preserve their
common membership and influence their neighbors,

Specifications

label_prop(INT maxIter)
label_prop_£file(INT maxIter, FILE filepath)
label_prop_attr (INT maxIter)

Characteristic Value

Assigns a component id (INT) to each vertex,
such that members of the same component
have the same id value. The result is available

in three forms:
Result
e streamed out in JSON format

e written to a file in tabular format, or

e stored as a vertex attribute value.

e maxlter: the maximum number of update

iterations.
Input Parameters

o filepath (for file output only): the path to
the output file

Result Size V = number of vertices

O(E*k), E = number of edges, k = number of

Computational Complexity iterati
iterations.

Graph Types Undirected edges

Example

This is the same graph that was used in the Connected Component example. The results

are different, though. The quartet of Fiona, George, Howard, and Ivy have been split into 2
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groups. See can see the symmetry:

¢ (George & lvy) each connect to (Fiona & Howard) and to one another.

¢ (Fiona & Howard) each connect to (George & Ivy) but not to one another.

Label Propagation tries to find natural clusters and separations within connected
components. That is, it looks at the quality and pattern of connections. The Component
Component algorithm simply asks the Yes or No question: Are these two vertices

connected?

We set maxlter to 10, but the algorithm reached steady state after 3 iterations.

—— anurker —

Vertex : Bob Vertex : Chase .
score : 4 score: 2 Vertex : Damon
] 2 score: 2

£ % 2

2

!
] A\
|

. Vertex : Eddie
Vertex : Justin

Vertex : Fiona
score : 1

Vertex : Howard
score : 1

label_prop(10) on social10 graph with Coworker edges
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Louvain Modularity for Community Detection (Deprecated)

This algorithm is deprecated because a much higher performance algorithm
(louvain_parallel) should be used instead of the original louvain algorithm.

Description and Uses

The modularity score for a partitioned graph assesses the difference in density of links
within a partition vs. the density of links crossing from one partition to another. The
assumption is that if a partitioning is good (that is, dividing up the graph into communities
or clusters), then the within-density should be high and the inter-density should be low.

Also, we use changes in modularity to guide optimization of the partitioning. That is, we
begin with a candidate partitioning and measure its modularity. Then we make an
incremental change and confirm that the modularity has improved.

The most most efficient and empirically effective method for calculating modularity was
published by a team of researchers at the University of Louvain. The Louvain method uses
agglomeration and hierarchical optimization:

1. Optimize modularity for small local communities.

2. Treat each optimized local group as one unit, and repeat the modularity operation for
groups of these condensed units.

Specifications

louvain()
louvain_file(FILE filepath)
louvain_attr()

Louvain Method with Parallelism and Refinement
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Description and Uses

The Louvain Method for community detection [1] partitions the vertices in a graph by
approximately maximizing the graph's modularity score. The modularity score for a
partitioned graph assesses the difference in density of links within a partition vs. the
density of links crossing from one partition to another. The assumption is that if a
partitioning is good (that is, dividing up the graph into communities or clusters), then the
within-density should be high and the inter-density should be low.

The most efficient and empirically effective method for calculating modularity was
published by a team of researchers at the University of Louvain. The Louvain method uses
agglomeration and hierarchical optimization:

1. Optimize modularity for small local communities.

2. Treat each optimized local group as one unit, and repeat the modularity operation for
groups of these condensed units.

The original Louvain Method contains two phases. The first phase incrementally
calculates the modularity change of moving a vertex into every other community, and
moves the vertex to the community with highest modularity change. The second phase
coarsens the graph by aggregating the vertices which are assigned in the same
community into one vertex. The first phase and second phase make up a pass. The
Louvain Method performs the passes iteratively. In other words, the algorithm assigns an
initial community label to every vertex, then performs the first phase, during which the
community labels are changed, until there is no modularity gain. Then it aggregates the
vertices with same labels into one vertex, and calculates the aggregated edge weights
between new vertices. For the coarsened graph, the algorithm conducts first phase again
to move the vertices into new communities. The algorithm continues until the modularity
is not increasing, or runs to the preset iteration limits.

However, phase one is sequential, and thus slow for large graphs. An improved Parallel
Louvain Method Louvain Method (PLM) calculates the best community to move to for
each vertex in parallel [2]. In Parallel Louvain Method(PLM), the positive modularity gain is
not guaranteed, and it may also swap two vertices to each other's community. After
finishing the passes, there is an additional refinement phase, which is running the first
phase again on each vertex to do some small adjustments for the resulting communities.

[3].
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[1] Blondel, Vincent D., et al. "Fast unfolding of communities in large networks." Journal of
statistical mechanics: theory and experiment 2008.10 (2008): P10008.

[2] Staudst, Christian L., and Henning Meyerhenke. "Engineering parallel algorithms for
community detection in massive networks." IEEE Transactions on Parallel and Distributed
Systems 27.1 (2016): 171-184.

[3] Lu, Hao, Mahantesh Halappanavar, and Ananth Kalyanaraman. "Parallel heuristics for
scalable community detection." Parallel Computing 47 (2015): 19-37.

Specifications

louvain_parallel (INT iterl = 10, INT iter2 = 10, INT iter3 = 10, INT split
louvain_parallel_file(INT iterl = 10, INT iter2 = 10, INT iter3 = 10, INT
louvain_parallel_attr(INT iterl = 10, INT iter2 = 10, INT iter3 = 10, INT

Characteristic Value

Assigns a component id (INT) to each vertex,
such that members of the same component
have the same id value. The result is available

in three forms:

Result
e streamed out in JSON format

e written to a file in tabular format, or

e stored as a vertex attribute value.

e iter1: the max number of iterations for the
first phase. Default value is 10

e iter2: the max number of iterations for the
second phase. Default value is 10

e iter3: the max number of iterations for the
refinement phase. Default value is 10

e split: the number of splits in phase 1.
Increase the number to save memory, at
the expense of having longer running time.
Input Parameters Default value is 10.

e outputLevel: different detail level of
community distribution shown in the
result. Choice "0" only lists number of
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Result Size
Computational Complexity

Graph Types

Example
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communities grouped by community size,
while choice "1" also lists the members

o fComm(for file output only): the path to the
output file for community labels

o fDist(for file output only): the path to the
output file for community distribution

V = number of vertices

O(VA2*L), V = number of vertices, L = (iter1 *
iter2 + iter3) = total number of iterations

Undirected, unweighted edges

If we use louvain_parallel for social10 graph, it will give the same result as the result of as

the connected components algorithm. The social26 graph is a connected graph which is

quite dense. The connected components algorithm groups all the vertices into the same

community, and label propagation does not consider the edge weight. On the contrary,

louvain_parallel detects 7 communities in total, and the cluster distribution is shown

below (csize is cluster size):

)
"@@clusterDist":
)
"csize": 2,
“number": 1
o
)
"csize": 3,
“number": 2
lo
]
"csize": 4,
"number": 2
Iy
]
"csize": 5,
“number": 2
$
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Triangle Counting

Description and Uses
Why triangles? Think of it in terms of a social network:

e If Aknows B, and A also knows C, then we complete the triangle if B knows C. If this
situation is common, it indicates a community with a lot of interaction.

e The triangle is in fact the smallest multi-edge "complete subgraph,” where every vertex
connects to every other vertex.

Triangle count (or density) is a measure of community and connectedness. In particular, it
addresses the question of transitive relationships: If A-> B and B-->C, then what is the
likelihood of A-> C?

Note that it is computing a single number: How many triangles are in this graph? It is not
finding communities within a graph.

It is not common to count triangles in directed graphs, though it is certainly possible. If
you choose to do so, you need to be very specific about the direction of interest: In a
directed graph, If A-> B and B--> C, then

e if A->C, we have a "shortcut".

e if C->A, then we have a feedback loop.

Specifications

We present two different algorithms for counting triangles. The first, tri_count(), is the
classic edge-iterator algorithm. For each edge and its two endpoint vertices S and T, count
the overlap between S's neighbors and T's neighbors.

tri_count()
tri_count_file(FILE filepath)
tri_count_attr()
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One side effect of the simple edge-iterator algorithm is that it ends up considering each of
the three sides of a triangle. The count needs to be divided by 3, meaning we did 3 times
more work than a smaller algorithm would have.

tri_count_fast() is a smarter algorithm which does two passes over the edges. In the first
pass we mark which of the two endpoint vertices has fewer neighbors. In the second
pass, we count the overlap only between marked vertices. The result is that we eliminate
1/3 of the neighborhood matching, the slowest 1/3, but at the cost of some additional
memory.

tri count_fast()
tri_count_fast_file(FILE filepath)
tri count_fast attr()

Characteristic Value

Result Returns the number of triangles in the graph.
Input Parameters None

Result Size 1 integer

O(V *E), V = number of vertices, E = number of

Computational Complexity edges

Graph Types Undirected edges

Example

In the social10 graph with Coworker edges, there are clearly 4 triangles.
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"error": false,

"message": ,

"version": {
"edition": "developer",
"schema": 0O,
"api": "v2"

lo

"results": [
{1"num_triangles": 4%

]

$

Similarity Algorithms
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There are many ways to measure the similarity between two vertices in a graph, but all of
them compare either (1) the features of the vertices themselves, (2) the relationships of
each of the two vertices, or (3) both. We use a graph called movie to demonstrate our
similarity algorithms.

Cosine Similarity of Neighborhoods, Single Source

Description and Uses

To compare two vertices by cosine similarity, first selected properties of each vertex are
represented as a vector. For example, a property vector for a Person vertex could have the
elements (age, height, weight). Then the cosine function is applied to the two vectors.

The cosine similarity of two vectors A and B is defined as follows:

A-B S A4B;
sl B) = 1B ~ 5 225 B
VY, A2/, B:

If A and B are identical, then cos(A, B) = 1. As expected for a cosine function, the value can
also be negative or zero. In fact, cosine similarity is closely related to the Pearson
correlation coefficient.

For this library function, the feature vector is the set of edge weights between the the two
vertices and their neighbors.

In the movie graph shown in the figure below, there are Person vertices and Movie
vertices. Every person may give rating to some of the movies. The rating score is stored
on the Likes edge using the weight attribute. For example, in the graph below, Alex give a
rating of 10 to the movie "Free Solo".
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The Dawn Wall

A Quiet Place

Project Gutenberg

Crazy Rich Asians

One Cut of the Dead

movie graph

Specifications

cosine_nbor_ss(VERTEX source, INT topK)
cosine_nbor_ss_file(VERTEX source, INT topK, FILE filepath)
cosine_nbor_ss_attr(VERTEX source)

Characteristic Value
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the topK vertices in the graph which have the
highest similarity scores, along with their
scores.

The result is available in three forms:

Result
[ ]

Input Parameters

Result Size topK
Computational Complexity 0(D*2), D = outdegree of vertex v
Graph Types Undirected or directed edges, weighted edges

The output size is always K (if K <= N), so the algorithm may arbitrarily chose to output

streamed out in JSON format
written to a file in tabular format, or

stored as a vertex attribute value.

source: the source vertex
topK: the number of vertices

filepath (for file output only): the path to
the output file

one vertex over another, if there are tied similarity scores.

Example

Given one person's name, this algorithm calculates the cosine similarity between this

person and each other person where there is at one movie they have both rated..

In the previous example, if the input is Alex, and topK is set to 5, then we calculate the

cosine similarity between him and two other persons, Jing and Kevin. The JSON output

shows the top k similar vertices and their similarity score in descending order. The output

limit is 5 persons, but we have only 2 qualified persons:
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[
)
"@@result_topk": [
]
"vertex1": "Alex",
"vertex2": "Jing",
"score": 0.42173
Iy
]
"vertex1": "Alex",
"vertex2": "Kevin",
"score": 0.14248
§
]
§
]

The FILE version output is not necessarily in descending order. It looks like the following:

Vertexl,Vertex2,Similarity
Alex,Kevin, 0.142484
Alex,Jing,0.421731

The ATTR version inserts an edge into the graph with the similarity score as an edge
attribute whenever the score is larger than zero. The result looks like this:
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Cosine Similarity of Neighborhoods, All Pairs

Description and Uses

This algorithm computes the same similarity scores as the cosine similarity of
neighborhoods, single source algorithm (cosine_nbor_ss), except that it considers ALL
pairs of vertices in the graph (for the vertex and edge types selected by the user).
Naturally, this algorithm will take longer to run. For very large and very dense graphs, this
may not be a practical choice.

Specifications
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cosine_nbor_ap(INT topK)
cosine_nbor_ap_£file(INT topK, FILE filepath)
cosine_nbor_ap_attr(INT topK)

Characteristic Value

the topK vertex pairs in the graph which have
the highest similarity scores, along with their
scores.

The result is available in three forms:
Result

e streamed out in JSON format
e written to a file in tabular format, or

e stored as a vertex attribute value.

e topK: the number of vertex pairs

Input Parameters o filepath (for file output only): the path to

the output file
Result Size topK

O(E*2 / V), V = number of vertices, E = number

Computational Complexity of edges

Graph Types Undirected or directed edges, weighted edges

Example

Using the movie graph, calculate the cosine similarity between all pairs and show the top 5
pairs: cosine_nbor_ap(5). This is the JSON result:
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“Kat",
"Neil",
67509

“Jing",
"Neil",
46377

"Kevin",
"Neil",
42436

“Jing",
“AleX",
42173

n Ka.t n ,
"Kevin",
3526

[
)
"@@total_result": [

]
"vertex1l":
"vertex2":
"score": 0.

by

]
"vertex1l":
"vertex2":
"score": 0.

o

]
"vertexl":
"vertex2":
"score": 0.

s

1
"vertexl":
"vertex2":
"score": 0.

[

)
"vertexl":
"vertex2":
"score": 0.

%

]
$
]

The FILE output is similar to the output of cosine_nbor_file.

The ATTR version will create k edges:
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Type : similarity
score: 0.14248

Auepuns : adAL

g:é
ae

"
=3
e iy
=5
P 1C 3

QEFZy0 - 91008

Type : similarity
score ; 0.46377

Jaccard Similarity of Neighborhoods, Single Source

Description and Uses

The Jaccard index measures the relative overlap between two sets. To compare two
vertices by Jaccard similarity, first select a set of values for each vertex. For example, a

set of values for a Person could be the cities the Person has lived in. Then the Jaccard
index is computed for the two vectors.

The Jaccard index of two sets A and B is defined as follows:

|AN B

Jaccard(A, B) = AUB|
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The value ranges from 0 to 1. If A and B are identical, then Jaccard(A, B) = 1. If both A and
B are empty, we define the value to be 0.

Specifications

In the current

jaccard_nbor_ss(VERTEX source, INT topK)
jaccard_nbor_ss_file(VERTEX source, INT topK, FILE filepath)
jaccard_nbor_ss_attr(VERTEX source, INT topK)

Characteristic Value

the topK vertices in the graph which have the
highest similarity scores, along with their
scores.

The result is available in three forms:
Result

streamed out in JSON format

e written to a file in tabular format, or

e stored as a vertex attribute value.

e source: the source vertex

e topK: the number of vertices
Input Parameters

o filepath (for file output only): the path to
the output file

Result Size topK
Computational Complexity 0(D*2), D = outdegree of vertex v
Graph Types Undirected or directed edges, unweighted

edges

The algorithm will not output more than K vertices, so the algorithm may arbitrarily chose
to output one vertex over another, if there are tied similarity scores.

Example
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Using the movie graph, we run jaccard_nbor_ss("Neil", 5):

[
1
"@@result_topK": [

]
"vertexl": "Neil",
"vertex2": "Kat",
"score": 0.5

I

]
"vertexl": "Neil",
"vertex2": "Kevin",
"score": 0.4

Iy

)
"vertex1": "Neil",
"vertex2": "Jing",
"score": 0.2

%

]
%

If the source vertex (person) doesn't have any common neighbors (movies) with any other
vertex (person), such as Elena in our example, the result will be an empty list:

[

)
"@@result_topK": []

5
]

Jaccard Similarity of Neighborhoods, All Pairs

Description and Uses
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This algorithm computes the same similarity scores as the Jaccard similarity of
neighborhoods, single source algorithm (jaccard_nbor_ss), except that it considers ALL
pairs of vertices in the graph (for the vertex and edge types selected by the user).
Naturally, this algorithm will take longer to run. For very large and very dense graphs, this
algorithm may not be a practical choice

Specifications

jaccard_nbor_ap(INT topkK)
jaccard_nbor_ap_file(INT topK, FILE filepath)
jaccard_nbor_ap_attr (INT topK)

Characteristic Value

the topK vertex pairs in the graph which have
the highest similarity scores, along with their
scores.
The result is available in three forms:
Result
e streamed out in JSON format

e written to a file in tabular format, or
e stored as a vertex attribute value.

e topK: the number of vertices

Input Parameters o filepath (for file output only): the path to

the output file

Result Size topK

O(E*2/ V),V = number of vertices, E = number

Computational Complexity of edges

Undirected or directed edges, unweighted

Graph Types
edges

The algorithm will not output more than K vertex pairs, so the algorithm may arbitrarily
chose to output one vertex pair over another, if there are tied similarity scores.

Example

65



5/13/25,1:39 PM TigerGraph Documentation

For the movie graph, calculate the Jaccard similarity between all pairs and show the 5
most similar pairs: jaccard_nbor_ap(5). This is the JSON output :

[
)
"@@total_result": [

]
"vertexl": "Kat",
"vertex2": "Neil",
"score": 0.5

s

)
"vertex1": "Kevin",
"vertex2": "Neil",
"score": 0.4

[

)
"vertex1": "Jing",
"vertex2": "Alex",
"score": 0.25

[

)
"vertex1l": "Kat",
"vertex2": "Kevin",
"score": 0.25

fo

)
"vertex1": "Jing",
"vertex2": "Neil",
"score": 0.2

$

]
$
]

Classification Algorithms

Classification algorithms, or classifiers, are one of the simplest forms of machine
learning. They seek to prediction the classification of a given entity, based on the evidence
of previously classified entities. Classification is closely related to similarity and
clustering; all of them deal with finding and using the commonalities among entities.
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k-Nearest Neighbors, Cosine Neighbor Similarity, single
vertex

Description and Uses

The k-Nearest Neighbors (kNN) algorithm is one of the simplest classification algorithms.
It assumes that some or all the vertices in the graph have already been classified. The
classification is stored as an attribute called the label. The goal is to predict the label of a
given vertex, by seeing what are the labels of the nearest vertices.

Given a source vertex in the dataset and a positive integer k, the algorithm calculates the
distance between this vertex and all other vertices, and selects the k vertices which are
nearest. The prediction of the label of this node is the majority label among its k-nearest
neighbors.

The distance can be physical distance as well as the reciprocal of similarity score, in
which case "nearest" means "most similar". In our algorithm, the distance is the reciprocal
of cosine neighbor similarity. The similarity calculation used here is the same as the
calculation in Cosine Similarity of Neighborhoods, Single Source 7. Note that in this
algorithm, vertices with zero similarity to the source node are not considered in prediction.
For example, if there are 5 vertices with non-zero similarity to the source vertex, and 5
vertices with zero similarity, when we pick the top 7 neighbors, only the label of the 5
vertices with non-zero similarity score will be used in prediction.

kNN is often used for machine learning. In this case, we start with a training phase. Given
a training set of data where all the labels are known, we pick a value of k and run the
algorithm repeatedly using every vertex (or a random sample of them) as the source
vertex. We assess the accuracy of the predictions for that value of k, and then repeat for
different values of k. The goal is to learn the optimal value of k, for that dataset.

Specifications

knn_cosine_ss(VERTEX source, INT topkK)
knn_cosine_ss_file(VERTEX source, INT topK, FILE f)
knn_cosine_ss_attr(VERTEX source, INT topK)
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Characteristic Value

The predicted label for the source vertex.
The result is available in three forms:

e streamed out in JSON format

Result
e written to a file in tabular format, or
e stored as a vertex attribute value.
e source: the vertex which you want to
predict the label
Input Parameters e topK: the number of vertices
o filepath (for file output only): the path to
the output file
Result Size 1
Computational Complexity 0(D*2), D = outdegree of vertex v
Graph Types Undirected or directed edges, weighted edges

The algorithm will not output more than K vertex pairs, so the algorithm may arbitrarily
chose to output one vertex pair over another, if there are tied similarity scores.

Example

For the movie graph, we add the following labels to the Person vertices.
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ikes @ Type : Likeg

T‘J‘Peh 70 Vertex : Alex Weight - g
weg™ known_label : "a"

predicted_label : ™ ,q_q The Dawn Wall
44
;A-,,s ’:' ‘F

& .

we® Vertex : Jing
'.\3‘*, o known_label: ™
1&;@ © predicted_label : " ikes

“pe gh"- ? A Quiet Place

Vertex : Kevin
Project Gutenberg ?}ﬂ «&  known_label : ‘a"

., .0 predicted_label : "
j.l|,I -
efgﬁ?{!{rﬁ'&

Free Solo W,
E.’,r “?f

Searching

Type: Likes Q
weight : 5
Crazy Rich Asians Vertex : Neil W
?_j,,ﬁ known_label : ™ eig f?r
o S {
t$'

”'E'ea

predicted_label ; ™

Incredibles 2

Vertex : Kat
known_label : "b"
predicted_labal : "

@ Type : Likes
; weight : 7

Vertex : Elena One Cut of the Dead
known_label : ™

predicted_label : ™
Movie graph with labels

We then run kNN, using Neil as the source person and k=3. This is the JSON output :

"chosenLabel": "a
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If we run cosine_nbor_ss, using Neil as the source person and k=3, we can see the

persons with the top 3 similarity score:

[
)
"neighbours": [
1
"v_id": "Kat",
"v_type": "Pexrson",
"attributes": %
"neighbours.@similarity":
§
5
)
"v_id": "Jing",
"v_type": "Person",
"attributes": %
"neighbours.@similarity":
§
£,
]
"v_id": "Kevin",
"v_type": "Person",
"attributes": %
"neighbours.@similarity":
§
§
]
$
]

TigerGraph Documentation

0.67509

0.46377

0.42436

Kat has a label "b", Kevin has a label "a", and Jing does not have a label. Since "a" and "b" is

tied, the prediction for Neil is just one of the labels.

If Jing had label "b", then there would be 2 "b"s, so "b" would be the prediction.

If Jing had label "a", then there would be 2 "a's, so "a

would be the prediction.
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Release Notes, Change Log

For documentation of TigerGraph versions prior to 2.2, please see doc-
archive.tigergraph.com ~.

e Release Notes - TigerGraph 2.4 »
e Release Notes - TigerGraph 2.3
e Release Notes - TigerGraph 2.2 »

e Change Log
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Release Notes - TigerGraph 2.4

Release Date: 2019-06-25

Release Notes for Previous Versions:

e Release Notes-TigerGraph 2.3 7
e Release Notes-TigerGraph 2.2 »
e Forv2.1 and older, contact TigerGraph Support.

For the running log of bug fixes, see the Change Log.

Key New Features

Pattern Matching

° Describe a multi-hop, variable length graph patterns in one line of GSQL
° More compact and expressive syntax, for faster application development

° ' Learnto use Pattern Matching: GSQL 102 Pattern Matching

Interpreted Mode for GSQL

° Run queries immediately, without waiting for installing/compiling
e Ideal for ad hoc exploration or when making frequent changes

* * See INTERPRET QUERY in the GSQL Language Reference

System Integration

S3 Connector
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° Easily connect to AWS S3 storage to load into TigerGraph
° GSQL or GraphStudio

JDBC Driver

° Type 4 driver, converting JDBC calls directly into TigerGraph database commands.
N Phase 1: Supports REST endpoints of built-in and compiled queries, returns JSON.

° Part of the Open-Source TigerGraph Ecosystem 7

GraphStudio

e New Loading control panel to Start/Pause/Resume/Stop loading jobs

Analytics and Solutions - Graph Algorithm Library

° NEW location for code on Github:
https://github.com/tigergraph/ecosys/tree/master/graph_algorithms »

° NEW k Nearest Neighbors (kNN) Classifier algorithm

e Documentation at GSQL Graph Algorithm Library

Additional Enhancements and Changes

° Installation: option for advanced customization
° GSQL Loading: Additional functions for time data
e GSQL: Improved performance when performing many DELETEs

e GSQL: Nested queries can now return more accumulator types (Heap, Map,
GroupBy)

e GraphStudio: New Loading control panel to Start/Pause/Resume/Stop loading jobs
e GraphStudio: Display detailed loading statistics for a particular data file
° Built-in endpoints/queries: New functions Count(*) and Approx_count(*)

e REST endpoints: New vertex_must_exist parameter added to POST /graph
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Backup and Restore: Improved security for operator's credentials
& Logs: GSQL log location has been moved, to be consistent with other logs
@ Logs: Include user identify for each principal action

@ REST endpoints: POST /ddl output is now formatted to be consistent with other

endpoints

& Data loading: Clarify/correct how quotation marks override the separator character

Documentation Additions and Improvements

. All of the spec changes and new algorithms are described in the relevant

selections of the documentation at docs.tigergraph.com:

(e]

(e]

o

GSQL 102 - Pattern Matching

GSQL Graph Algorithm Library

Data Loader User Guides

GSQL Language Reference Part 1 - Data Definition and Loading
GSQL Language Reference Part 2 - Querying

RESTPP API User Guide

GraphStudio Ul Guide

Knowledge Base and FAQs
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Release Notes-TigerGraph 2.3

Release Date: April 1,2019

Release Notes for Previous Versions:

e Release Notes-TigerGraph 2.2 »

e Forv2.1 and older, see doc-archive.tigergraph.com 7.

For the running log of bug fixes, see the Change Log.

New Features

Kafka Loader

Load real-time streaming data using industry standard Apache Kafka

Easy to configure: CREATE, GRANT... ready to use!

Fault-tolerant and distributed

For full details, see the Kafka Loader User Guide.

Analytics and Solutions - Graph Algorithm Library

e More universal: vertex type & edge type can be specified at runtime.
° Similarity: New algorithms: Cosine and Jaccard

e Path: More variations of Shortest Path

° Community: More accurate implementation of Louvain modularity

° Code on Github:
https://github.com/tigergraph/ecosys/tree/master/graph_algorithms »

e Documentation at GSQL Graph Algorithm Library
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GSQL Enhancements

Schema: Vertex Attribute as PRIMARY_KEY

o In classic GSQL, vertex Primary_ID is special, not consider an attribute. This
minimizes storage space.

o New option to treat the Primary_ID as a regular attribute.

MultiGraph: Different graphs can use the same query names and job names.

Loading: User can choose how to handle edges with missing source or target
vertex.

o Default: If either the source id or target id of a new edge refers to a nonexistent
text, then the system will create the necessary vertices with default values.

o New option: If the source or target vertex doesn't exist, don't create the edge.

Catalog Display: Enhanced SHOW command

o Show vertices, edges, jobs, or queries.

o Accepts a regEx or glob pattern argument to show only selected items

GraphStudio Enhancements

See the relevant sections of the GraphStudio Ul Guide

e Design Schema:

o User-defined tuples as attributes are supported (already supported in GSQL).
e Explore Graph:

o When displaying a directed edge, only show the forward edge and not its
companion reverse edge.

o Text size of vertex and edge label is adjustable.

e Write Queries:
o After a query is compiled, show its REST endpoint.
o See graph schema while writing GSQL queries.

o Better editing and installing experience for queries with dependencies.
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Other Spec Changes

. Single Sign On: The security.sso.saml.sp.hostname parameter is replaced by
security.sso.saml.sp.url, which must be a full URL, not just a local path.

° If a query is issued while another query is being installed, the query will wait rather
than exit.

° CHANGE: PRIMARY_ID as INT or UINT is no longer deprecated. To support more
general use of attributes as PRIMARY_ID, the following data types may be used:
STRING, INT, UINT

* @ The keyword COMMENT is no longer reserved.

® /L The built-in REST endpoint POST /ddl (Online Post) is deprecated. Its functionality
is already covered by the improved and unified LOADING JOB introduced in v2.0

Documentation Additions and Improvements

e ¥ NEW: Kafka Loader User Guide

° All of the spec changes and new algorithms are described in the relevant
selections of the documentation at docs.tigergraph.com:

o GraphStudio Ul Guide

o GSQL Graph Algorithm Library

o GSQL Language Reference Part 1 - Data Definition and Loading
o GSQL Language Reference Part 2 - Querying

o RESTPP API User Guide

o Single Sign-On
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Change Log

() Distributed Graph support, MultiGraph, and certain enterprise features are available in the
Enterprise Edition only. They do not pertain to the Developer Edition..

TigerGraph 2.4.1

Release Date 2019-07-23

Changes
e To select pattern matching support in a query, the syntax is now
CREATE QUERY ... SYNTAX v2
instead of
CREATE QUERY ... SYNTAX("v2")
Fixed

e GPE: Fix uint32 overflow

e Loader: Allow temp_table to be used without flatten function

e IDS: Disable empty UID

e ZMQ: Fix crash on ill-formed message

e Util: Fix Unix domain socket file not generated correctly in cron job
e Util: Extend data size for GoutputStreamBuffer beyond 4GB

e Connector: Fix first line is not ignored with has_header enabled
e Connector: Fix failures on retrieving connector status

e GSQL: Fix syntax version setting inconsistency issues

e GSQL: Fix schema change with USING primary_id_as_attribute
e GSQL: Fix JSON output format of requesttoken API

e Admin Portal: Display correct counts of physical vertices and edges on each machine
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TigerGraph 2.4.0

Release Date 2019-06-25

Fixed

e GSQL: The built-in count() function gives the correct value in all cases.
e GPE: startup hang

e GSAQL server start/stop command not working

e LDAP config truncated by space

e GSE: boolean values are not displayed correctly

e Security issue CVE-2013-7459 caused by unused python crypto library

e |UM status is displayed incorrectly in some cases;

TigerGraph 2.3.2

Release Date 2019-04-01

Issues

e GSQL: The built-in count() function may give the incorrect value for clustered systems
after some vertices have been deleted.

Fixed

GraphStudio: Send query pre-install dependency analysis result through WebSocket

GraphStudio: filter out improper attributes in when building filter expressions

GPE: fix wrong enumerator id issue

GPE: avoid using /tmp

79



5/13/25,1:39 PM

TigerGraph Documentation

GPE: handle exceptions for LIKE <expr>
GPE: Fix crash due to writing wrong size of STRING_LIST
GPE: Fix global schema change error which added local vertex twice

GSE (Developer Edition): Keep one copy of segment

TigerGraph 2.3.1

Release Date 2019-02-19

New Features

See

Release Notes-TigerGraph 2.3

Issues

GSQL: The built-in count() function may give the incorrect value for clustered systems
after some vertices have been deleted.

Fixed

Install: The IP list fetched by the installer could be incomplete.

Loading: Speed up batch-delta loading.

GraphStudio: Disable Install Query button for queryreader users.
GraphStudio: Re-initialize the database after import.

GraphStudio: Could not drop query with non-default username/password.

AdminPortal: Queries-Per-Second display didn't work if RESTPP authorization was
enabled.

Schema change: Improve schema change stability by reducing schema change history
and increasing gRPC max message limit.

GPE: Improve query HA stability.

GPE: Fix crash under certain conditions.
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e Core: Memory leak due to yamlcpp.
e Core: compatibility issue between libc and ssh utility.

¢ |UM: Fix exceptions due to legacy config entries.

TigerGraph 2.2.4

Release Date;: 2018-12-13

Fixed

e Distributed System: Fix possible deadlock and race conditions

e GSE Storage Engine: Fix disk seek overflow

e RESTPP: Optimize the memory consumption when system is idle

e RESTPP: Optimize config reload time

e GSQL: Fix query installation error with option -optimize

e GSQL: Fix a code generation bug related to static variable

e GSQL: Fix a compilation error when a statement is in nested if statement

e GraphStudio: Security update for npm-run-all

e GraphStudio: Change Help button to point to new docs.tigergraph.com site

e Gadmin: Fix gadmin/ts3 restart and status error after changing port of TS3

TigerGraph 2.2.3

Release Date: 2018-11-30

Fixed

e GraphStudio: Fix schema change bug (Note: In 2.2, GraphStudio now does not drop all
data when making a schema change.)

e GraphStudio: Fix display issue in Graph Explore when switch to a new graph
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GraphStudio: Improve password security

e GraphStudio: Modify URL to AdminPortal for better universal support
e |UM: Fix kafka-loader configuration after cluster expansion

e |UM: Resolve python module name conflict

e |UM: Fix ssh_port is always 1 under bash interactive mode

e GSE Storage Engine: Reduce memory consumption

e RESTPP: Improve logging messages

TigerGraph 2.2

Release Date: 2018-11-05

New Features

See Release Notes-TigerGraph 2.2

Fixed

e GraphStudio: When both a query draft and an installed query exist, Export Solution will
keep the installed query code instead of the query draft

e Admin Portal: Number of nodes in the cluster is reported as 0 when no graph yet
exists

TigerGraph 2.1.8

Release Date: 2018-11-05

Issues

e GBAR Backup fails if HA is enabled
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e GSE status shows unknown with HA enabled

e TS3 fails to collect QPS when RESTPP Authentication is enabled (Admin Portal QPS
monitor will be unavailable in this case).

e GraphStudio: When both a query draft and an installed query exist, Export Solution will
keep the installed query code instead of the query draft.

e Admin Portal: Number of cluster nodes is reported as 0 when no graph exists.

Fixed

GSQL server error if schema is too large

¢ In acluster, not all servers may be aware of deleted vertices.

e PAM limit set-up issue in installer

¢ In MultiGraph, a local (FROM *, TO *) local edge has global side effects.
e RESTPP's default API version is not set after installation

e An engine bug which occasionally causes crash

Added

e SSH port configuration in installer.

e |Installation script checks that the machine meets the minimum RAM (8GB) and CPU
(2-core) requirements.

e For Ubuntu 16.04/18.04, support logon with systemd service.

TigerGraph 2.1.7

Release Date: 2018-08-20

Issues

e GBAR backup fails if HA is enabled.
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e TS3 fails to collect QPS when RESTPP Authentication is enabled (Admin Portal QPS
monitor will be unavailable in this case).

e GraphStudio: When both a query draft and an installed query exist, Export Solution will
keep the installed query code instead of the query draft.

e Admin Portal: Number of cluster nodes is reported as 0 when no graph exists.

Fixed

e Cluster configuration with HA enabled is wrong if the number of nodes is odd (3, 5, 7,
9..).

e GraphStudio and GSQL inconsistent checking for some keywords

e GBAR backup and restore fail if special character is in tag name

TigerGraph 2.1.6

Release Date: 2018-08-15

Issues

e Cluster configuration with HA enabled is wrong if the number of nodes is odd (3, 5, 7,
9..).

e GraphStudio: When both a query draft and an installed query exist, Export Solution will
keep the installed query code instead of the query draft.

e TS3 fails to collect QPS when RESTPP Authentication is enabled (Admin Portal QPS
monitor will be unavailable in this case).

e Admin Portal: Number of cluster nodes is reported as 0 when no graph exists.

Fixed

e GSQL null pointer exception during schema change if a directed edge is dropped but
its partner reverse edge is kept.

e Some complex attribute types cannot be correctly posted via /graph endpoint.
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¢ In some cases, tuple on reverse edge crashes GPE.

e GraphStudio throws an authentication error if RESTPP authentication is enabled.

Added

e License level control of MultiGraph functionality.

Tigergraph 2.1.5

Release Date: 2018-07-24

Known Issues

e GSQL null pointer exception during schema change if a directed edge is dropped but
its partner reverse edge is kept.

e Some complex attribute types cannot be correctly posted via /graph endpoint.

* In some cases, tuple on reverse edge crashes GPE.

Fixed

GraphStudio Export package is occasionally incomplete.

GSE status is always "not ready" if schema is too large.

Cannot modify RESTPP port configuration.

IUM error in a cluster when not running on node m1
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GET STARTED with TigerGraph

Welcome to the TigerGraph™ Platform - the first real-time, Native Parallel Graph data
analytics platform. We have a quick Overview and Glossary to help you understand the
TigerGraph environment and its GraphStudio Ul.

Quick Start Guide for New Users

Installation Checklist

1. CHECK Hardware and Software Requirements
2. DOWNLOAD the TigerGraph platform: www.tigergraph.com/download ~
3. INSTALL the Platform

a. For simple single-server installation:

Assuming your downloaded file is called <your_tigergraph_package>:

tar xzf <your_tigergraph_package>.tar.gz
cd tigergraphx/

# to install enterprise edition
sudo ./install.sh -s

# to install developer edition
sudo ./install.sh

b. For additional options, see TigerGraph Platform Installation Guide

4. Enterprise Edition: Consider other System Administration issues, such as Security.
Also, if you have a GraphStudio license, activate GraphStudio.

You're ready to go!

e BUILD your first graph application and start to learn the GSQL language with GSQL
101.

e GET ANSWERS to basic questions from the Knowledge Base and FAQs .
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e DISCUSS and share with your fellow TigerGraph users:
https://groups.google.com/a/opengsql.org/forum/#!forum/gsql-users

e LEARN more GSQL through additional use cases: GSQL Demo Examples .
o Demo scripts are located in <your_install_folder>/document/examples

o Sample use cases, used in our Test Drive demo systems, are located in

<your_install_folder>/document/examples/test_drive
e Do you want an architectural overview? TigerGraph Platform Overview
e The new Admin Portal dashboard lets you see how your system is running.

¢ The full documentation is at docs.tigergraph.com .

GraphStudio

Our GraphStudio Ul lets beginners and pros alike set up and perform analytics with a
TigerGraph database, all from a graphical user interface. The only code you'll need to write
is for queries themselves; everything else is managed graphically.

e Schema Designer - Describe your graph data model.

¢ Loading Builder - Select your input files, then drag-and-drop to link input data to vertex
and edge fields.

e Graph Explorer - display and explore your graph data, in an intuitive and visual way.

e Query Editor - view, edit, and run queries. Display the results graphically.
Note: GraphStudio is included in your Developer Edition but is licensed separately.

If you have any questions or suggestions, please contact us at tigergraph.freshdesk.com

A
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GSQL 101

Version 2.3. Copyright (c) 2019 TigerGraph. All Rights Reserved.

In this exercise, we will go through the 3-step process of writing GSQL-- define a schema,
load data, and write a query.

This tutorial is written so that you can follow along and perform the steps on your
TigerGraph system as your read.

Get Set >
Define a Schema >
Load Data >
Run Built-in Queries >
Develop Parameterized Queries >
Review >
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Get Set

Introduction

In this tutorial, we will show you how to create a graph schema, load data in your graph,
write simple parameterized queries, and run your queries. Before you start, you need to
have installed the TigerGraph system, verified that it is working, and cleared out any
previous data. It'll also help to become familiar with our graph terminology.

What is a Graph?

A graph is a collection of data entities and the connections between them. That is, it's a
network of data entities.

Many people call a data entity a node ; at TigerGraph we called it a vertex. The plural is
vertices. We call a connection an edge. Both vertices and edges can have properties or
attributes. The figure below is a visual representation of a graph containing 7 vertices
(shown as circles) and 7 edges (the lines).
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Friendship Social Graph

A graph schema is the model which describes the types of vertices (nodes) and edge
(connections) which can appear in your graph. The graph above has one type of vertex
(person) and one type of edge (friendship).

A schema diagram looks like a small graph, except each node represents one type of
vertex, and each link represents one type of edge.

friendship
connecl_day

Friendship Social Graph Schema

The friendship loop shows that a friendship is between a person and another person.
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Data Set

For this tutorial, we will create and query the simple friendship social graph shown in
Figure Friendship Social Graph. The data for this graph consists of two files in csv
(comma-separated values) format. To follow along with this tutorial, please save these
two files, person.csv and friendship.csv, to your TigerGraph local disk. In our running
example, we use the /home/tigergraph/ folder to store the two csv files.

person.csv

name, gender,age,state
Tom,male, 40, ca
Dan,male, 34,ny

Jenny, female, 25, tx
Kevin,male,28,az
Amily,female,22,ca
Nancy, female, 20, ky
Jack,male, 26, fl

friendship.csv

personl,person2,date
Tom,Dan,2017-06-03
Tom,Jenny,2015-01-01
Dan,Jenny,2016-08-03
Jenny,Amily,2015-06-08
Dan,Nancy,2016-01-03
Nancy, Jack,2017-03-02
Dan,Kevin,2015-12-30

Prepare Your TigerGraph Environment

First, let's check that you can access GSQL.

1. Open a Linux shell.
2. Type gsql as below. A GSQL shell prompt should appear as below.
Linux Shell

$ gsql
GSQL >
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3. If the GSQL shell does not launch, try resetting the system with "gadmin start". If you
need further help, please see the TigerGraph Knowledge Base and FAQs .

If this is your first time using GSQL, the TigerGraph data store is probably empty. However,
if you or someone else has already been working on the system, there may already be a
database. You can check by listing out the database catalog with the "Is" command. This
is what should look like if it is empty:

GSQL shell - an empty database catalog

GSQL > 1s

---- Global vertices, edges, and all graphs
Vertex Types:

Edge Types:

Graphs:
Jobs:

Json API version: v2

If the data catalog is not empty, you will need to empty it to start this tutorial. We'll assume
you have your coworkers' permission. Use the command DROP ALL to delete all the
database data, its schema, and all related definitions. This command takes about a
minute to run.

GSQL shell - DROP ALL

GSQL > drop all

Dropping all, about 1 minute ...
Abort all active loading jobs
[ABORT_SUCCESS] No active Loading Job to abort.

Shutdown restpp gse gpe ...

Graph store /usr/local/tigergraph/gstore/0/ has been cleared!
Everything is dropped.

Restarting TigerGraph

If you need to restart TigerGraph for any reason, use the following command sequence:

Linux Shell - Restarting TigerGraph services
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# Switch to the user account set up during installation
# The default is user=tigergraph, password=tigergraph

$ su tigergraph

Password:tigergraph

## Start all services
$ gadmin restart -fy

@ Running GSQL commands from Linux

You can also run GSQL commands from a Linux shell. To run a single command, just use
"gsql" followed by the command line enclosed in single quotes. (The quotes aren't necessary
if there is no parsing ambiguity; it's safer to just use them.) For example,

Linux shell - GSQL commands from a Linux shell

# "-g graphname" is need for a given graph
gsql -g social 'ls'

gsql 'drop all'

gsql 'ls'

You can also execute a series of commands which you have stored in a file, by simply

invoking "gsql" following by the name of the file.

When you are done, you can exit the GSQL shell with the command "quit" (without the
quotes).
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Define a Schema

Introduction

For this tutorial, we will work mostly in the GSQL shell, in interactive mode. A few
commands will be from a Linux shell. The first step in creating a GSQL graph is to define
its schema. GSQL provides a set of DDL (Data Definition Language) commands, similar to
SQL DDL commands, to model vertex types, edge types and a graph.

Create a Vertex Type

Use CREATE VERTEX command to define a vertex type named person. Here, PRIMARY_ID
is required: each person must have a unique identifier. The rest is the optional list of
attributes which characterize each person vertex, in the format attribute_name

data_type, attribute_name data_type,

GSQL command

CREATE VERTEX person (
PRIMARY_ID name STRING,
name STRING, age INT,
gender STRING, state STRING

(i) We show GSQL keywords in ALL CAPS to highlight them, but they are case-insensitive.

GSQL will confirm the creation of the vertex type.
GSAQL shell
GSQL > CREATE VERTEX person (PRIMARY_ID name STRING, name STRING, age INT,

The vertex type person is created.
GSQL >

You can create as many vertex types as you need.
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Create an Edge Type

Next, use the CREATE ... EDGE command to create an edge type named friendship. The
keyword UNDIRECTED indicates this edge is a bidirectional edge, meaning that
information can flow starting from either vertex. If you'd rather have a unidirectional
connection where information flows only from the FROM vertex, use the DIRECTED
keyword in place of UNDIRECTED. Here, FROM and TO are required to specify which two
vertex types the edge type connects. An individual edge is specifying by giving the
primary_ids of its source (FROM) vertex and target (TO) vertex. These are followed by an
optional list of attributes, just as in the vertex definition.

GSQL command

CREATE UNDIRECTED EDGE friendship (FROM person, TO person, connect_day DAT

GSQL will confirm the creation of the edge type.
GSQL shell
GSQL > CREATE UNDIRECTED EDGE friendship (FROM person, TO person, connect_

The edge type friendship is created.
GSQL >

You can create as many edge types as you need.

Create a Graph

Next, use the CREATE GRAPH command to create a graph named social. Here, we just list
the vertex types and edge types that we want to include in this graph.

GSQL command

CREATE GRAPH social (person, friendship)

GSQL will confirm the creation of the first graph after several seconds, during which it
pushes the catalog information to all services, such as the GSE, GPE and RESTPP.
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GSQL shell

GSQL > CREATE GRAPH social (person, friendship)
Restarting gse gpe restpp ...

Finish restarting services in 16.554 seconds!
The graph social is created.

At this point, we have created a person vertex type, a friendship edge type, and a social
graph that includes them. You've now built your first graph schemal! Let's take a look
what's in the catalog by typing the 1s command in the GSQL shell.

GSQL shell

GSQL > 1s
---- Global vertices, edges, and all graphs
Vertex Types:
- VERTEX person(PRIMARY_ID name STRING, name STRING, age INT, gender STF
Edge Types:
- UNDIRECTED EDGE friendship(FROM person, TO person, connect_day DATETIM

Graphs:
- Graph social(person:v, friendship:e)
Jobs:

Json API version: v2

97



5/13/25,1:39 PM TigerGraph Documentation

Load Data

After creating a graph schema, the next step is to load data into it. The task here is to
instruct the GSQL loader how to associate ("map") the fields in a set of data files to the
attributes in your vertex types and edge types of the graph schema we just defined.

You should have the two data files person.csv and friendship.csv on your local disk. It's
not necessary that they are in the same folder with you.

If you need to exit the GSQL shell for any reason, you can do so by typing "quit" without the
quotes. Type gsql to enter again.

Define a Loading Job

The loading job below assumes that your data files are in the folder /home/tigergraph .
If they are elsewhere, then in the loading job script below replace

/home/tigergraph/person.csv and /home/tigergraph/friendship.csv with their
corresponding file path respectively. Assuming you're (back) in the GSQL shell, enter the
following set of commands.

GSQL commands to define a loading job

USE GRAPH social

BEGIN

CREATE LOADING JOB load_social FOR GRAPH social {
DEFINE FILENAME filel="/home/tigergraph/person.csv";
DEFINE FILENAME file2="/home/tigergraph/friendship.csv";

LOAD filel TO VERTEX person VALUES ($"name", $"name", $"age", $"gender'

LOAD file2 TO EDGE friendship VALUES ($0, $1, $2) USING header="true",

h
END

Let's walk through the commands:

® USE GRAPH social :
Tells GSQL which graph you want to work with.
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e BEGIN ... END:
Indicates multiple-line mode. The GSQL shell will treat everything between these
markers as a single statement. These is only needed for interactive mode. If you run
GSQL statements that are stored in a command file, the command interpreter will
study your whole file, so it doesn't need the BEGIN and END hints.

® CREATE LOADING JOB :
One loading job can describe the mappings from multiple files to multiple graph
objects. Each file must be assigned to a filename variable. The field labels can be
either by name or by position. By-name labelling requires a header line in the source
file. By-position labelling uses integers to indicate source column position 0, 1,... In the
example above, the first LOAD statement refers to the source file columns by name,
whereas the second LOAD statement refers to the source file columns by position.
Note the following details:

o The column "name" in file1 gets mapped to two fields, both the PRIMARY_ID and
the "name" attribute of the person vertex.

o Infile1, gender comes before age. In the person vertex, gender comes after age.
When loading, state your attributes in the order needed by the target object (in this
case, the person vertex).

o Each LOAD statement has a USING clause. Here it tells GSQL that both files
contain a header (whether we choose to use the names or not, GSQL still needs to
know whether to consider the first line as data or not). It also says the column
separator is comma. GSQL can handle any single-character separator, not just
commas.

When you run the CREATE LOADING JOB statement, GSQL checks for syntax errors and
checks that you have data files in the locations specified. If it detects no errors, it

compiles and saves your job.

GSQL shell
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GSQL > USE GRAPH social

Using graph 'social'

GSQL > BEGIN

GSQL > CREATE LOADING JOB load_social FOR GRAPH social f{

GSQL > DEFINE FILENAME filel="/home/tigergraph/person.csv";

GSQL > DEFINE FILENAME file2="/home/tigergraph/friendship.csv";

GSQL >

GSQL > LOAD filel TO VERTEX person VALUES ($"name", $"name", $"age", $'
GSQL > LOAD file2 TO EDGE friendship VALUES ($0, $1, $2) USING header='
GSQL > ¢

GSQL > END

The job load_social is created.

Run a Loading Job
You can now run your loading job to load data into your graph:

GSQL command

RUN LOADING JOB load_social

The result is shown below.

GSQL shell

GSQL > run loading job load_social
[Tip: Use "CTRL + C" to stop displaying the loading status update, then us
[Tip: Manage loading jobs with "ABORT/RESUME LOADING JOB jobid"]
Starting the following job, i.e.
JobName: load_social, jobid: social_ml1.1528095850854
Loading log: '/home/tigergraph/tigergraph/logs/restpp/restpp_loader_logs

Job "social_m1.1528095850854" loading status
[FINISHED] m1 ( Finished: 2 / Total: 2 )

[LOADED]

0 5 0 1 5 5 0 0 2 2 2 9 5 0 5 2 0 0 5 3 2 2 0 9 5 £ 0 9 5 5 £ £ 0 2 9 5 5 1 £ 2 2 2 0 0 9 0 2 0 3 3 0
| FILENAME |  LOADED LINES | AVG SPEED |  DURf
| /home/tigergraph/friendship.csv | 8 | 8 1/s | 1.
| /home/tigergraph/person.csv | 8 | 7 1/s | 1.
N 0 o 0 0 2 5 5 0 2 ) 2 0 5 ) 0 5 0 5 0 0 £ 0 5 5 £ £ 2 5 0 £ £ 2 2 0 5 6 2 0 3 2 0
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Notice the location of the loading log file. The example assumes that you installed
TigerGraph in the default location, /home/tigergraph/ . In your installation folder is the
main product folder, tigergraph. Within the tigergraph folder are several subfolders, such
as logs, document, config, bin, and gstore. If you installed in a different location, say
/usr/local/ ,then you would find the product folder at /usr/local/tigergraph .
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Run Built-in Queries

You now have a graph with data! You can run some simple built-in queries to inspect the
data.

Select Vertices

The following GSQL command reports the total number of person vertices. The
person.csv data file had 7 lines after the header.

GSQL command

SELECT count(*) FROM person

Similarly, the following GSQL command reports the total number of friendship edges. The
friendship.csv file also had 7 lines after the header.

GSQL command

SELECT count(x) FROM person-(friendship)->person

The results are illustrated below.

GSQL shell

GSQL > SELECT count(*) FROM person

[{
"count": 7,
"v_type": "person"
£]
GSQL > SELECT count(*) FROM person-(friendship)->person
[{
"count": 7,
"e_type": "friendship"
£]
GSQL >

(@) Counting Undirected Edges
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As of TG 2.4, undirected edges are counted once per edge. Previously, they were counted
once per endpoint. E.g., the example above now returns 7 instead of 14

If you want to see the details about a particular set of vertices, you can use "SELECT *"
and the WHERE clause to specify a predicate condition. Here are some statements to try:

GSQL command
SELECT * FROM person WHERE primary_id=="Tom"

SELECT name FROM person WHERE state=="ca"
SELECT name, age FROM person WHERE age > 30

The result is in JSON format as shown below.

GSQL shell
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GSQL > SELECT * FROM person WHERE primary_id=="Tom"

[{
"v_id": "Tom",
"attributes": %
"gender": "male",
"name": "Tom",
"state": "ca",
"age": 40
Iy s
"v_type": "person"
£]
GSQL > SELECT name FROM person WHERE state=="ca"
[
)
"v_id": "Amily",
"attributes": {"name": "Amily"}%,
"v_type": "person"
Iy ;
)
"v_id": "Tom",
"attributes": {"name": "Tom"}%,
"v_type": "person"
£
]
GSQL > SELECT name, age FROM person WHERE age > 30
[
)
"v_id": "Tom",
"attributes": %
"name": "Tom",
"age": 40
5
"v_type": "person"
£,
1
"v_id": "Dan",
"attributes": %
"name": "Dan",
"age": 34
£,
"v_type": "person"
%
]

Select Edges
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In similar fashion, we can see details about edges. To describe an edge, you name the
types of vertices and edges in the three parts, with some added punctuation to represent
the traversal direction:

GSQL syntax

source_type -(edge_type)-> target_type

Note that the arrow -> is always used, whether it's an undirected or directed edge. That is
because we are describing the direction of the query's traversal (search) through the
graph, not the direction of the edge itself.

We can use the from_id predicate in the WHERE clause to select all friendship edges
starting from the vertex identified by the "from_id". The keyword ANY to indicate that any
edge type or any target vertex type is allowed. The following two queries have the same
result

GSQL command

SELECT * FROM person-(friendship)->person WHERE from_id =="Tom"
SELECT * FROM person- (ANY)->ANY WHERE from_id =="Tom"

/\ Restrictions on built-in edge select queries

To prevent queries which might return an excessive number of output items, built-in edge
queries have the following restrictions:

1. The source vertex type must be specified.

2. The from_id condition must be specified.

There is no such restriction for user-defined queries.

The result is shown below.

GSQL
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GSQL > SELECT * FROM person-(friendship)->person WHERE from_id =="Tom"

[

1
"from_type": "person",
"to_type": "person",
"directed": false,
"from_id": "Tom",
"to_id": "Dan",
"attributes": {"connect_day": "2017-06-03 00:00:00"%,
"e_type": "friendship"

Iy o

)
"from_type": "person",
"to_type": "person",
"directed": false,
“from_id": "Tom",
"to_id": "Jenny",
"attributes": {"connect_day": "2015-01-01 00:00:00"%,
"e_type": "friendship"

$

]

Another way to check the graph's size is using one of the options of the administrator tool,
gadmin . From a Linux shell, enter the command

gadmin status graph -v

Linux shell

[tigergraph@localhost ~]$ gadmin status graph -v
verbose is ON

=S=S g]’_'aph S==
[ml J[GRAPH] [MSG ] Graph was loaded (/usr/local/tigergraph/gstore/0/ps
[ml J[GRAPH] [INIT] Txue

[INFO J[GRAPH][MSG ] Above vertex and edge counts are for internal use v
[SUMMARY] [GRAPH] graph is zready
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Develop Parameterized Queries

Develop, install, and run parameterized GSQL queries

We just saw how easy and quick it is to run simple built-in queries. However you'll
undoubtedly want to create more customized or complex queries. GSQL puts maximum
power in your hands through parameterized vertex set queries. Parameterized queries let
you traverse the graph from one vertex set to an adjacent set of vertices, again and again,
performing computations along the way, with built-in parallel execution and handy
aggregation operations. You can even have one query call another query. But we'll start
simple.

A GSQL parameterized query has three steps.

1. Define your query in GSQL. This query will be added to the GSQL catalog.
2. Install one or more queries in the catalog, generating a REST endpoint for each query.

3. Run an installed query, supplying appropriate parameters, either as a GSQL command
or by sending an HTTP request to the REST endpoint.

A Simple 1-Hop Query

Now, let's write our first GSQL query. We'll display all the direct (1-hop) neighbors of a
person, given as an input parameter.

GSQL command

USE GRAPH social
CREATE QUERY hello(VERTEX<person> p) FOR GRAPH socialf
Start = {p};
Result = SELECT tgt
FROM Start:s-(friendship:e) ->person:tgt;
PRINT Result;
§

This query features one SELECT statement. The SELECT statements here are much more
powerful than the ones in built-in queries. Here you can do the following:The query starts
by seeding a vertex set "Start" with the person vertex identified by parameter p passed in
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from the query call. The curly braces tell GSQL to construct a set containing the enclosed
items.

Next, the SELECT statement describes a 1-hop traversal according to the pattern
described in the FROM clause:

Start:s -(friendship:e)-> person:tgt

This is basically the same syntax we used for the built-in select edges query. Namely, we
select all edges beginning from the given source set (Start), which have the given edge
type (friendship) and which end at the given vertex type (person). A feature we haven't

seen before is the use of vertex and edge set aliases defined by ":alias": "s" is the alias for
the source vertex set, "e" is the edge set alias, and "tgt" is the target vertex set alias.

Refer back to the initial clause and the assignment (" Result = SELECT tgt "). Here we
see the target set's alias tgt. This means that the SELECT statement should return the
target vertex set (as filtered and processed by the full set of clauses in the SELECT query
block) and assign that output set to the variable called Result.

Last, we print out the Result vertex set, in JSON format.

Create A Query

Rather than defining our query in interactive mode, we can store the query in a file and
invoke the file from within the GSQL shell, using the @filename syntax. Copy and paste the
above query into a file /home/tigergraph/hello.gsql . Then, enter the GSQL shell and
invoke the file using @hello.gsql ( Note that if you are not in the /home/tigergraph folder
when you start gsql, then you can use the absolute path to invoke a gsql file. e.g.,

@/home/tigergraph/hello.gsql ) Thenrun the "lIs" command to see that the query is
now in the catalog.

GSQL shell
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GSQL > @hello.gsql
Using graph 'social'
The query hello has been added!
GSQL > 1s
---- Graph social
Vertex Types:
- VERTEX person(PRIMARY_ID name STRING, name STRING, age INT, gender STF
Edge Types:
- UNDIRECTED EDGE friendship(from person, to person, connect_day DATETIM

Graphs:
- Graph social(person:v, friendship:e)
Jobs:
- CREATE LOADING JOB load_social FOR GRAPH social f{
DEFINE FILENAME file2 = "/home/tigergraph/friendship.csv";
DEFINE FILENAME filel = "/home/tigergraph/person.csv";

LOAD filel TO VERTEX person VALUES($"name", $"name", $"age", $"gende

LOAD file2 TO EDGE friendship VALUES($0, $1, $2) USING SEPARATOR=",'

Queries:
- hello(vertex<person> p)

Install a Query

However, the query is not installed yet; it is not ready to run. In the GSQL shell, type the
following command to installed the just added query "hello".

GSQL command

INSTALL QUERY hello

GSQL shell

GSQL > INSTALL QUERY hello
Start installing queries, about 1 minute ..
hello query: curl -X GET 'http://127.0.0.1:9000/query/social/hello?p=VALUE

109



5/13/25,1:39 PM TigerGraph Documentation

It takes about 1 minute for the database to install this new query. Be patient! For queries
on large datasets, this small investment pays off many times over in faster query
execution, particularly if you will run the query many times, with different parameters. The
installation will generate machine instructions and a REST endpoint. After the progress
bar reaches 100%, we are ready to run this query.

Run a Query in GSQL

To run a query in GSQL, use "RUN QUERY" followed by the query name and a set of
parameter values.

GSQL command - run query examples

RUN QUERY hello("Tom")

The result is presented in JSON format. Tom has two 1-hop neighbors, namely Dan and

Jenny.

GSQL shell
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GSQL > RUN QUERY hello("Tom")
1

"error": false,
"message": "",
"version": {
"edition": "developer",
"schema": 0O,
"api": "v2"
Io
"results": [{"Result": [
1
"v_id": "Dan",
"attributes": %
"gender": "male",
"name": "Dan",
"state": "ny",
"age": 34
o

"v_type": "person"

"v_id": "Jenny",

"attributes": %
"gender": "female",
"name": "Jenny",
"state": "tx",
"age": 25

Iy s

"v_type": "person"

1%]

Run a Query as a REST Endpoint

Under the hood, installing a query will also generate a REST endpoint, so that the
parameterized query can be invoked by an http call. In Linux, the curl command is the
most popular way to submit an http request. In the example below, the portion that is
standard for all queries is shown in bold ; the portion in normal weight pertains to this
particular query and parameter value. The JSON result will be returned to the Linux shell's
standard output. So, our parameterized query becomes a http service!

111



5/13/25,1:39 PM TigerGraph Documentation

Linux shell

curl -X GET 'http://localhost:9000/query/social/hello?p=Tom'

Finally, to see the GSQL text of a query in the catalog, you can use

GSQL command - show query example

##SHOW QUERY query_name. E.g.
SHOW QUERY hello

Congratulations! At this point, you have gone through the whole process of defining,
installing, and running a query.

A More Advanced Query

Now, let's do a more advanced query. This time, we are going to learn to use the powerful
built-in accumulators, which serves as the runtime attributes (properties) attachable to
each vertex visited during our traversal on the graph. Runtime means they exist only while
the query is running; they are called accumulators because they are specially designed to
gather (accumulate) data during an implicitly parallel processing of the query.

GSQL command file - hello2.gsql
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USE GRAPH social

CREATE QUERY hello2 (VERTEX<person> p) FOR GRAPH social{
OrAccum @visited = false;
AvgAccum @@avgAge;
Start = {p};

FirstNeighbors = SELECT tgt
FROM Start:s -(friendship:e)-> person:tgt
ACCUM tgt.@visited += true, s.@visited += true;

SecondNeighbors = SELECT tgt
FROM FirstNeighbors -(:e)-> :tgt
WHERE tgt.@visited == false
POST_ACCUM @@avgAge += tgt.age;

PRINT SecondNeighbors;
PRINT @@avgAge;

5
INSTALL QUERY hello2
RUN QUERY hello2("Tom")

In this query we will find all the persons which are exactly 2 hops away from the
parameterized input person. Just for fun, let's also compute the average age of those 2-
hop neighbors.

In the standard approach for this kind of graph traversal algorithm, you use a boolean
variable to mark the first time that the algorithm "visits" a vertex, so that it knows not to
count it again. To fit this need, we'll define a local accumulator of the type OrAccum. To
declare a local accumulator, we prefix an identifier name with a single "@" symbol. Each
accumulator type has a default initial value; the default value for boolean accumulators is
false. Optionally, you can specify an initial value.

We also want to compute one average, so we will define a global AvgAccum. The identifier
for a global accumulator begins with two "@"s.

After defining the Start set, we then have our first one 1-hop traversal. The SELECT and
FROM clauses are the same as in our first example, but there is an additional ACCUM
clause. The += operator within an ACCUM clause means that for each edge matching the
FROM clause pattern, we accumulate the right-hand-side expression (true) to the left-
hand-accumulator (tgt.@visited as well as s.@visited). Note that a source vertex or target
vertex may be visited multiple times. Referring to Figure 1, if we start at vertex Tom, there
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are two edges incidents to Tom, so the ACCUM clause in the first SELECT statement will
visit Tom two times. Since the accumulator type is OrAccum, the cumulative effect of the
two traversals is the following:

Tom.@visited <== (initial value: false) OR (true) OR (true)

Note that it does not matter which of the two edges was processed first, so this operation
is suitable for multithreaded parallel processing. The net effect is that as long as a vertex
is visited at least once, it will end up with @visited = true. The result of this first SELECT
statement is assigned to the variable FirstNeighbors.

The second SELECT block will do one hop further, starting from the FirstNeighbors vertex
set variable, and reaching the 2-hop neighbors. Note that this time, we have omitted the
edge type friendship and the target vertex type person from the FROM clause, but we
retained the aliases. If no type is mentioned for an alias, then it is interpreted as ALL
types. Since our graph has only one vertex type and one edge type, it is logically the same
as if we had specified the types. The WHERE clause filters out the vertices which have
been marked as visited before (the 1-hop neighbors and the starting vertex p). This
SELECT statement uses POST_ACCUM instead of ACCUM. The reason is that
POST_ACCUM traverses the vertex sets instead of the edge sets, guaranteeing that we do
not double-count any vertices. Here, we accumulate the ages of the 2-hop neighbors to
get their average.

Finally, the SecondNeighbors of p are printed out.
This time, we put all of the following GSQL commands into one file hello2.gsql:

USE GRAPH social

The query definition

Installing the query

Running the query

We can execute this full set of commands without entering the GSQL shell. Please copy
and paste the above GSQL commands into a Linux file named
/home/tigergraph/hello2.gsql.

In a Linux shell, under /home/tigergraph, type the following:
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Linux shell

gsql hello2.gsql

The result is shown as below.

GSQL Query Summary:

e Queries are installed in the catalog and can have one or more input parameters,
enabling reuse of queries.

e A GSQL query consists of a series of SELECT query blocks, each generating a named
vertex set.

e Each SELECT query block can start traversing the graph from any of the previously
defined vertex sets (that is, the sequence does not have to form a linear chain).

e Accumulators are runtime variables with built-in accumulation operations, for efficient
multithreaded computation.

e Qutputisin JSON format.
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Review

You have learned a lot in GSQL 107!

With just the knowledge from GSQL 101 and a little practice, you should be able to do the
following:

e (Create a graph schema containing multiple vertex types and edge types.

e Define a loading job that takes one or more CSV files and maps the data directly to the
vertices and edges of your graph.

e Write and run simple parameterized queries which start at one vertex and then
traverse one or more hops to generate a final vertex set. Make a simple additive
computation and return the results.

Want to learn more?

e To learn to do the same types of operations using the GraphStudio Visual SDK and U],
see the TigerGraph GraphStudio Ul Guide.

e To see more GSQL examples, see GSQL Demo Examples .
e To get answers to common questions, see the TigerGraph Knowledge Base and FAQs .

* To see the full GSQL specification (whose table of contents with give you and idea of
what is available) see

o GSQL Language Reference Part 1 - Defining Graphs and Loading Data
o GSQL Language Reference Part 2 - Querying
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GSQL 102 - Pattern Matching
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Get Set

Introduction

In this tutorial, we will show you how to write and run Pattern Matching queries. Pattern
Matching is available in TigerGraph 2.4+.

We assume you have finished GSQL 1071. If not, please complete GSQL 101 first.

What is a Graph Pattern?

Pattern is a traversal trace on the graph schema. For repetitive traversal on the schema,
we can use some regular expression to represent the repeating step(s). A pattern can be
a linear trace, or a non-linear trace (tree, circle etc.). For example, imagine a simple
schema consisting of a Person vertex type and a Friendship edge type. A pattern could be
a trace on this simple schema,

Person - (Friendship) - Person - (Friendship) - Pezrson
or, use *2 to denote the two consecutive Friendship edges,

Person - (Friendship*2) - Person

What is Pattern Matching?

Pattern matching is the process of finding subgraphs in a data graph that conforms to a
given query pattern.

Prepare Your TigerGraph Environment
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We're assuming you are running Developer Edition as the sole user with full privileges. If
you are on a multiuser Enterprise Edition, consult with your DB administrator. You need to
have Designer or Admin privilege on an empty graph. There are also links to download
files at various points in the tutorial. Most are small, but the graph data file is 1GB when
uncompressed.

First, let's check that you can access GSQL, and that your version is 2.4 or higher.

1. Open a Linux shell.
2. Type gsql as below. A GSQL shell prompt should appear as below.

3. Type version in GSQL shell. It should show 2.4 or higher as below. If not, please
download and install the latest developer version from
https://www.tigergraph.com/download/

Linux Shell

$ gsql
GSQL > version
GSQL version: 2.4

4. If the GSQL shell does not launch, try resetting the system with "gadmin start". This
will take some time to launch each service if they have not been started yet. If you
need further help, please see the TigerGraph Knowledge Base and FAQs.

5. You need to start from an empty data catalog. If necessary, run "drop all" to clear the
catalog first.

Cheatsheet

The following general use commands were introduced in GSQL 101.

e The % prefix indicates Linux shell commands. You need TigerGraph admin privilege to
run most gadmin commands.

e The GSQL> prefix indicates GSQL shell commands.

Command Description
% gsql Enter the GSQL shell in interactive mode
% gsql '<GSQL command string>' Run one GSQL command
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Check the status of TigerGraph services
% gadmin status (If your graph store is empty, it is normal for
some statuses to be flagged in red.)

% gadmin restart -fy Force all TigerGraph services to restart

List the graph schema, loading jobs, and

GSQL>Is .
queries
GSQL> show user Show your user name and roles
Delete the current graph and all its associated
GSQL> drop all
jobs and queries
GSQL> exit Exit GSQL interactive shell
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Define the Schema

Data Set

We will use the LDBC Social Network Benchmark » (LDBC SNB) data set. This data set
models a twitter-like social forum. It comes with a data generator, which allows you to

generate data at different scale factors. Scale factor 1 generates roughly 1GB raw data,

scale factor 10 generates roughly 10GB raw data, etc.
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Figure 1. LDBC SNB Schema

Figure 1 shows the schema (from the LDBC SNB specification »). It models the activities
and relationships of social forum participants. For example, a forum Member can publish

Posts on a Forum, and other Members of the Forum can make a Comment on the Post or

on someone else's Comment. A Person's home location is a hierarchy
(Continent>Country>City), and a person can be affiliated with a University or a Company.
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Tags can be used to classify a Forum and a Person's interests. Tags can belongto a
TagClass. The relationships between entities are modeled as directed edges. For example,
Person connects to Tag by the hasinterest edge. Forum connects to Person by two
different edges, hasMember and hasModerator.

LDBC SNB schema uses inheritance to model certain entity type relationships:
e Message is the superclass of Post and Comment.
e Place is the superclass of City, Country, and Continent.

e Organization is the superclass of University and Company.

We do not use the superclasses in our graph model. When there is an edge type connecting
an entity to a superclass, we instead create an edge type from the entity to each of the
subclasses of the superclass. For example, Message has an isLocated!n relationship to
Country. Since Message has two subclasses, Post and Comment, we create two edge types
to Country:

e Post_IS_LOCATED_IN_Country

e Comment_IS_LOCATED_IN_Country

Schema Naming Conventions

&) Vertex Type

For each entity in Figure 1 (the rectangular boxes), we create a vertex type with the entity's
name.

Person is a person who participates in a forum.

e Forum is a place where persons discuss topics.

e City, Country, and Continent are geographic locations of other entities.

o Company and University are organizations related to a person's affiliation.

e Comment and Post are the interaction messages created by persons in a forum.
e Tag is atopic or a concept.

e TagClass is a class or a category. TagClass can form a hierarchy of tags.

©® Edge Type
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For each relationship in Figure 1, we create an edge type whose name consists of the source
entity name, the edge name (all capitalized), and the target entity name. The three parts are
connected by underscores.

e SourceEntityName_EDGENAME_TargetEntityName

For example,

e Person_KNOWS_Person: Person is the source and target entity names, and Knows is the
edge name.

e Person_LIKES_Comment: Person is the source entity name, Comment is the target entity
name, and Likes is the edge name.

When the edge name has two or more words, we separate words by an underscore as well.
For example:

e Tag_HAS_TYPE_TagClass: Tag is the source entity name, TagClass is the target entity
name, and hasType is the edge name (which is written as HAS_TYPE).

e Forum_HAS_MODERATOR_Person: Forum is the source entity name, Person is the
target entity name, and hasModerator is the edge name (which is written as
HAS_MODERATOR).

GSQL Schema DDL

The GSQL script below can be downloaded from this link ~.

GSQL script
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//clear the current catalog.
// It may take a while since it restarts the subsystem services.
DROP ALL

//vertex types

CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE

//edge
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE

//LDBC
CREATE

VERTEX
VERTEX
VERTEX
VERTEX
VERTEX
VERTEX
VERTEX
VERTEX
VERTEX
VERTEX
VERTEX

types

DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED
DIRECTED

EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE
EDGE

Comment (PRIMARY_ID id UINT, id UINT, creationDate DATETIME,
Post (PRIMARY_ID id UINT, id UINT, imageFile STRING, creatic
Company (PRIMARY_ID id UINT, id UINT, name STRING, url STRIM
University (PRIMARY_ID id UINT, id UINT, name STRING, uzrl S1
City (PRIMARY_ID id UINT, id UINT, name STRING, url STRING)
Country (PRIMARY_ID id UINT, id UINT, name STRING, url STRIM
Continent (PRIMARY_ID id UINT, id UINT, name STRING, url STF
Forum (PRIMARY_ID id UINT, id UINT, title STRING, creationDz
Person (PRIMARY_ID id UINT, id UINT, firstName STRING, lasth
Tag (PRIMARY_ID id UINT, id UINT, name STRING, url STRING)

TagClass (PRIMARY_ID id UINT, id UINT, name STRING, url STRI

Forum_CONTAINER_OF _Post (FROM Forum, TO Post) WITH RE
Comment_HAS_CREATOR_Person (FROM Comment, TO Person)
Post_HAS_CREATOR_Person (FROM Post, TO Person) WITH F
Person_HAS_INTEREST_Tag (FROM Person, TO Tag) WITH RE
Forum_HAS_MEMBER_Person (FROM Forum, TO Person, joinl
Forum_HAS_MODERATOR_Person (FROM Forum, TO Person) WI
Comment_HAS_TAG_Tag (FROM Comment, TO Tag) WITH REVEF
Post_HAS_TAG_Tag (FROM Post, TO Tag) WITH REVERSE_EDC
Forum_HAS_TAG_Tag (FROM Forum, TO Tag) WITH REVERSE_E
Tag_HAS_TYPE_TagClass (FROM Tag, TO TagClass) WITH RE
Company_IS_LOCATED_IN_Country (FROM Company, TO Count
Comment_IS_LOCATED_IN_Country (FROM Comment, TO Count
Post_IS_LOCATED_IN_Country (FROM Post, TO Country) W1
Person_IS_LOCATED_IN_City (FROM Person, TO City) WITH
University_ IS_LOCATED_IN_City (FROM University, TO Ci
City_IS_PART_OF_Country (FROM City, TO Country) WITH
Country_IS_PART_OF_Continent (FROM Country, TO Contir
TagClass_IS_SUBCLASS_OF_TagClass (FROM TagClass, TO 1
Person_KNOWS_Person (FROM Person, TO Person, creatior
Person_LIKES_Comment (FROM Person, TO Comment, creati
Person_LIKES_ Post (FROM Person, TO Post, creationDate
Comment_REPLY_OF_Comment (FROM Comment, TO Comment) I
Comment_REPLY_OF_Post (FROM Comment, TO Post) WITH RE
Person_STUDY_AT_University (FROM Person, TO Universit
Person_WORK_AT_Company (FROM Person, TO Company, work

SNB graph schema
GRAPH ldbc_snb (%)
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Load Data

Define the Loading Job

Below, we use GSQL loading language to define a loading job script, which encodes all the
mappings from the source csv file from the LDBC SNB benchmark data generator to our

schema 7.

You can download the below loading script from here 7.

GSQL Loading Script
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CREATE LOADING JOB load_ldbc_snb FOR GRAPH ldbc_snb {
// define vertex source files

DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE

FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME

v_comment_£file;
v_post_£file;
v_organisation_file;
v_place_1file;
v_forum_file;
v_person_file;
v_tag_file;
v_tagclass_file;

// define edge source files

DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE
DEFINE

FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME
FILENAME

forum_containerOf_post_£file;
comment_hasCreator_person_file;
post_hasCreator_person_file;
person_hasInterest_tag file;
forum_hasMember_person_=£file;
forum_hasModerator_person_=£file;
comment_hasTag_tag_file;
post_hasTag_tag _file;
forum_hasTag_tag_file;
tag_hasType_tagclass_file;
organisation_islLocatedIn_place_file;
comment_islLocatedIn_place_file;
post_islocatedIn_place_file;
person_islLocatedIn_place_file;
place_isPartOf_place_file;
tagclass_isSubclassOf_tagclass_file;
person_knows_person_file;
person_likes_comment_file;
person_likes_post_file;
comment_replyOf_comment_file;
comment_replyOf_post_file;
person_studyAt_organisation_file;
person_workAt_organisation_file;

// load vertex

LOAD
TO
LOAD
T0
LOAD
T0
T0
LOAD
T0
T0

v_comment_file

VERTEX Comment VALUES ($0, $0, $1, $2, $3, $4, $5) USING header="t1
v_post_£file

VERTEX Post VALUES (%0, $0, $1, $2, $3, $4, $5, $6, $7) USING heade
v_organisation_£file

VERTEX Company VALUES ($0, $0, $2, $3) WHERE $1=="company",

VERTEX University VALUES ($0, $0, $2, $3) WHERE $1=="university" US
v_place_file

VERTEX City VALUES ($0, $0, $1, $2) WHERE $3=="city",

VERTEX Country VALUES ($0, $0, $1, $2) WHERE $3=="country",
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TO VERTEX Continent VALUES ($0, $0, $1, $2) WHERE $3=="continent" USIM
LOAD v_forum_file

TO VERTEX Forum VALUES ($0, $0, $1, $2) USING header="true", separato:
LOAD v_person_file

TO VERTEX Person VALUES ($0, $0, $1, $2, $3, $4, $5, $6, $7, SPLIT($8,
LOAD v_tag_£file

TO VERTEX Tag VALUES ($0, $0, $1, $2) USING header="true", separator='
LOAD v_tagclass_£file

TO VERTEX TagClass VALUES ($0, $0, $1, $2) USING header="true", separc

// load edge
LOAD forum_containerOf_post_£file
TO EDGE Forum_ CONTAINER_OF _Post VALUES ($0, $1) USING header="true", -«
LOAD comment_hasCreator person_file
F’f(![)ilFGBE ckhﬁ& [Eiilﬁiperson VALUES ($0, $1) USING header="true'
LOAD post_hasCreator_person_file
TO EDGE Post_HAS _CREATOR_Person VALUES ($0, $1) USING header="true", ¢
LOAD person_hasInterest_tag_file
TO EDGE Person_HAS_INTEREST_Tag VALUES ($0, $1) USING header="true", ¢
LOAD forum_hasMembex_person_file
TO EDGE Forum_HAS_MEMBER_Person VALUES ($0, $1, $2) USING header="true
I 0AD forum_hasModerator_person_file
Linux Bash  DGE Forum_HAS_MODERATOR_Person VALUES ($0, $1) USING header="true'

wget https://s3-us-west-1.amazonaws.com/tigergraph-benchmark-dataset/LDBC/

LOAD post_hasTag_tag file
TO EDGE Post_HAS_TAG_Tag VALUES ($0, $1) USING header="true", separatc
LOAD forum_hasTag_tag _file
TO EDGE Forum_HAS_TAG_Tag VALUES ($0, $1) USING header="true", separat
LOAD tag_hasType_tagclass_file
Linux Bash DGE Tag_HAS_TYPE_TagClass VALUES ($0, $1) USING header="true", ser

mmtAanma ~mAatadAanm A Al AAaAd+AAdATe AT AarnA £ A

tar -xzf 1ldbc_snb_data-sfl.tar.gz

IU EDGE University_LIS_LUCAIED_LIN_C1TYy VALUES ($U, %$1) WHERE TO_1NnT(%$l)
LOAD comment_islLocatedIn_place_file

TO EDGE Comment_IS_LOCATED_IN_Country VALUES ($0, $1) USING header="t1
LOAD post_islLocatedIn_place_file

TO EDGE Post_IS_LOCATED_IN_Country VALUES ($0, $1) USING header="true'
LOAD person_islLocatedIn_place_£file

TO EDGE Person_IS_LOCATED_IN_City VALUES ($0, $1) USING header="true",
LOAD place_isPartOf_place_file

TO EDGE Country_IS_PART_OF_Continent VALUES ($0, $1) WHERE to_int($0)

TO EDGE City_IS_PART_OF_Country VALUES ($0, $1) WHERE to_int($0) > 11¢
LOAD tagclass_isSubclassOf_tagclass_file

TO EDGE TagClass_IS_SUBCLASS_OF_TagClass VALUES ($0, $1) USING header=
LOAD person_knows_person_file

I&_ DGE Person KNOWS_Person VALUES ($0, $1, $2) USING header="true", ¢
Run.fhe Loadin ng-Joh.

TO FDGF Persan | TKEFS Comment VAILIFS ($0. $1. $2) IISTNG header="tTue"
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LOAD person_likes_post_file
TO EDGE Person_LIKES_Post VALUES ($0, $1, $2) USING header="true", ser
LOAD comment_replyOf_comment_file
TN EDGE Comment_REPLY_OF_Comment VALUES ($0, $1) USING header="true",
LinuxBash  omment_reply0f_post_file

gsql setup_schema.gsql

TO EDGE Person_STUDY_AT_University VALUES ($0, $1, $2) USING header="t
LOAD person_workAt_organisation_£file
TO EDGE Person_WORK_AT_Company VALUES ($0, $1, $2) USING header="true'
$

I s nnny Si g g A N AR e Eme iSRS/ W S A RE_ I A S EE MW ARe Y AN VAN MM WIS M MY S NI F A e

social_network.

Linux Bash

{#fchange the directory to your raw file directory
export LDBC_SNB_DATA_DIR=/home/tigergraph/ldbc_snb_data/social_network/

{#fstart all TigerGraph services
gadmin start

{#fsetup schema and loading job
gsql setup_schema.gsql

Download the loading job script 7 and invoke it on the command line.

Linux Bash

./load _data.sh

Sample Loading Progress Output
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tigergraph/gsqll102$ ./load_data.sh
[Tip: Use "CTRL + C" to stop displaying the loading status update, then us
[Tip: Manage loading jobs with "ABORT/RESUME LOADING JOB jobid"]
Starting the following job, i.e.
JobName: load_ldbc_snb, jobid: ldbc_snb.load_ldbc_snb.file.m1.155805315¢
Loading log: '/mnt/data/tigergraph/logs/restpp/restpp_loader_logs/ldbc_c¢

Job "ldbc_snb.load_ldbc_snb.file.m1.1558053156447" loading status
[FINISHED] ml1 ( Finished: 31 / Total: 31 )
[LOADED]

/mnt/data/download/ldbc_snb_data/social network;
/mnt/data/download/ldbc_snb_data/social network/comment_hasCreato:
/mnt/data/download/ldbc_snb_data/social network/comment_has
/mnt/data/download/ldbc_snb_data/social network/comment_islLocated]
/mnt/data/download/ldbc_snb_data/social_network/comment_xreplyOf_
/mnt/data/download/ldbc_snb_data/social_network/comment_zxreply
/mnt/data/download/ldbc_snb_data/social_ netwoz
/mnt/data/download/ldbc_snb_data/social network/forum_containel
/mnt/data/download/ldbc_snb_data/social network/forum_hasMembel
/mnt/data/download/ldbc_snb_data/social network/forum_hasModerato:
/mnt/data/download/ldbc_snb_data/social network/forum_has
/mnt/data/download/ldbc_snb_data/social_network/oxrgar

/mnt/data/download/ldbc_snb_data/social_network/organisation_islLocated]

/mnt/data/download/ldbc_snb_data/social _netwozxk
/mnt/data/download/ldbc_snb_data/social_network/person_hasInte:
/mnt/data/download/ldbc_snb_data/social_network/person_islLocated]
/mnt/data/download/ldbc_snb_data/social_network/person_knows
/mnt/data/download/ldbc_snb_data/social_network/person_likes_
/mnt/data/download/ldbc_snb_data/social_network/person_1lik

/mnt/data/download/ldbc_snb_data/social_network/person_studyAt_ozrgar
/mnt/data/download/ldbc_snb_data/social_network/person_workAt_orgar

/mnt/data/download/ldbc_snb_data/social_netwo1
/mnt/data/download/ldbc_snb_data/social_network/place_isPart(
/mnt/data/download/ldbc_snb_data/social_netwc
/mnt/data/download/ldbc_snb_data/social_network/post_hasCreatos
/mnt/data/download/ldbc_snb_data/social_network/post_has
/mnt/data/download/ldbc_snb_data/social_network/post_islLocated]
/mnt/data/download/ldbc_snb_data/social_netv
/mnt/data/download/ldbc_snb_data/social_network/tag_hasType_t
/mnt/data/download/ldbc_snb_data/social_network/+

/mnt/data/download/ldbc_snb_data/social_network/tagclass_isSubclassOf_t
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After loading, you can check the graph's size using one of the options of the administrator
tool, gadmin . From a Linux shell, enter the command

gadmin status graph -v

Linux shell

gadmin status graph -v
verbose is ON

=== graph ===
[m1 J[GRAPH] [MSG ] Graph was loaded (/mnt/data/tigergraph/gstore/0/pai
[ml J[GRAPH] [INIT] Tzxue

[INFO J[GRAPH] [MSG ] Above vertex and edge counts are for internal use v
[SUMMARY] [GRAPH] graph is ready

You should see VertexCount: 3,181,724 and EdgeCount 34,512,076.
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Basic Pattern Concepts

Introduction

Pattern matching by nature is declarative. It enables users to focus on specifying what
they want from a query without worrying about the underlying query processing.

A pattern usually appears in the FROM clause, the most fundamental part of the query
structure. The pattern specifies sets of vertex types and how they are connected by edge
types. A pattern can be refined further with conditions in the WHERE clause. In this
tutorial, we'll focus on the linear pattern.

® Currently, pattern matching may only be used in read-only queries.

1-Hop Pattern

The easiest way to understand patterns is to start with a simple 1-Hop pattern. Even a
single hop has several options. After we've tackled single hops, then we'll see how to add
repetition to make variable length patterns and how to connect single hops to form bigger
patterns.

In classic GSQL queries, described in GSQL 107, we used the punctuation -( )-> inthe
FROM clause to indicate a 1-hop query, where the arrow specifies the vertex flow from left
toright,and ( ) encloses the edge types.

Person:p -(LIKES:e)-> Message:m /* Classic GSQL example */

In pattern matching, we use the punctuation -( )- to denote a 1-hop pattern, where the
edge type(s) is enclosed in the parentheses () and the hyphens - symbolize
connection without specifying direction. Instead, directionality is explicitly stated for
each edge type.

e For an undirected edge E, no added decoration: E
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e For a directed edge E from left to right, use a suffix: E>

e For a directed edge E from right to left, use a prefix: <E

For example, in the LDBC SNB schema, there are two directed relationships between
Person and Message: person L/KES message, and message HAS_CREATOR person.
Despite the fact that these relationships are in opposite directions, we can include both of

them in the same pattern very concisely:

Person:p - ((LIKES>|<HAS_CREATOR):e)- Message:m /* Pattern example

Edge Type Wildcards

The underscore _ is a wildcard meaning any edge type. Arrowheads are still used to
indicate direction,e.g., _> or <_ or

The empty parentheses () means any edge, directed or undirected.

Examples of 1-Hop Patterns

1. FROM X:x - (El:el) - Y:y

e E1isanundirected edge. x and y bind to the end points of E1. e1 is the alias of E1.
2. FROM x - (E2>:e2) - Y:y

¢ Right directed edge, x binds to the source of E2, y binds to the target of E2.
3. FROM X:x - (<E3:e3) - Y:y

e Left directed edge, y binds to the source of E3, x binds to the target of E3.
4. FROM X:x - (_:e) - Y:y

e Any undirected edge between a member of X and a member of Y.
5. FROM X:x - (_>:e) - Y:y

e Any right directed edge with source in X and targetin .
6. FROM X:x - (<_:e) - Y:y

e Any left directed edge with source in Y and target in X.
/. FROM X:x - ((<_|_):e) - Y:y

e Any left directed or any undirected. "|" means OR, and parentheses enclose the
group of edge descriptors. e is the alias for the edge pattern (<_[_).
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8. FROM X:x - ((E1|E2>|<E3):e) - Y:y
* Any one of the three edge patterns.
9. FROM X:x - () - Y:y
e any edge (directed or undirected)

e Sameas (<_|_>|.)

How To Enter Pattern Match Syntax Mode

To use the pattern match syntax, you need to either set a session parameter or specify it
in the query. There are currently two syntax versions for queries:

e "v1"is the classic syntax, traversing one hop per SELECT statement. This is the default
mode.

e "v2" enhances the v1 syntax with pattern matching.

syntax_version Session Parameter

You can use the SET command to assign a value to the syntax_version session parameter:
v1 for classic syntax; v2 for pattern matching. If the parameter is never set, the classic v1
syntax is enabled. Once set, the selection remains valid for the duration of the GSQL client
session, or until it is changed with another SET command.

GSQL: Set Syntax Version By A Session Parameter

#v2 syntax allow mixed of old syntax - () -> and
#the pattern match syntax - () -
SET syntax_version="v2"

Query-Level SYNTAX option

You can also select the syntax by using the new SYNTAX option in the CREATE QUERY
statement: v1 for classic syntax (default); v2 for pattern matching. The Query-Level
SYNTAX option overrides the syntax_version session parameter.
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/N CHANGE ADVISORY

The punctuation used with the SYNTAX keyword has been streamlined in Version 2.4.1. It is
now

CREATE QUERY <query_name><parameters> FOR GRAPH <graph_name> SYNTAX v2

The TigerGraph 2.4.0 punctuation
CREATE QUERY ...  SYNTAX("v2")
has been discontinued.

GSQL: Set Syntax Version By Specifying The Version After Graph Name In The Query

CREATE QUERY test10 (string str ) FOR GRAPH ldbc_snb SYNTAX("v2")
)

Running Anonymous Queries Without Installing

In this tutorial, we will use the new Interpreted Mode for GSQL, also introduced in
TigerGraph 2.4. Interpreted mode lets us skip the INSTALL step, and even to run a query
as soon as we create it, to offer a more interactive experience. These one-step interpreted
queries are unnamed (anonymous) and parameterless, just like SQL.

To send an anonymous query to the interpret engine, replace the keyword CREATE with
INTERPRET. Remember, no parameters:

INTERPRET QUERY () FOR GRAPH graph_name SYNTAX ("v2") { <query body> }%

Recommendation: Increase the query timeout threshold.

Interpreted queries may run slower than installed queries, so we recommend increasing the
query timeout threshold:

GSQL: Set Longer Timeout

# set query time out to 1 minutes
# 1 unit is 1 milli-second
SET query_timeout = 60000
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Examples of 1-Hop Fixed Length Query

Example 1. Find persons who know the person named "Viktor Akhiezer" and return the top
3 oldest such persons.

Example 1. Left Directed Edge Pattern

USE GRAPH 1dbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb %
f#start with all persons.
Seed = jPerson.*};
#1-hop pattern.
friends = SELECT p
FROM Seed:s - (<Person_KNOWS_Person:e) - Person:p

WHERE s.firstName == "Viktor" AND s.lastName == "Akhiezer"
ORDER BY p.birthday ASC
LIMIT 3;

PRINT friends[friends.firstName, friends.lastName, friends.birthday];

You can copy the above GSQL script to a file named example1.gsql and invoke this script
file in Linux.

Linux Bash

gsql examplel.gsql

Output of Example 1
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1
"error": false,
"message": "",
"version": {
"schema": 0,
"edition": "developer",
"api": "v2"
Iy ;
"results": [{"friends": [
)
"v_id": "10995116279461",
"attributes": %
"friends.birthday": "1980-05-13 00:00:00",
"friends.lastName": "Cajes",
"friends.firstName": "Gregorio"
[
"v_type": "Person"
b
)
"v_id": "4398046517846",
"attributes": %
"friends.birthday": "1980-04-24 00:00:00",
"friends.lastName": "Glosca",
"friends.firstName": "Abdul-Malik"
Iy
"v_type": "Person"
Iy
]
"v_id": "6597069776731",
"attributes": %
"friends.birthday": "1981-02-25 00:00:00",
"friends.lastName": "Carlsson",
"friends.firstName": "Sven"
5,
"v_type": "Person"
%
1%]
$

Example 2. Do the same as Example 1, but use a right-directed edge pattern.

Example 2. Right Directed Edge Pattern
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USE GRAPH ldbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb %
{#fstart with all persons.
Seed = {Person.x}%;
#1-hop pattern.
friends = SELECT s
FROM Seed:s - (Person_KNOWS_Person>:e) - Person:p

WHERE p.firstName == "Viktor" AND p.lastName == "Akhiezer"
ORDER BY s.birthday ASC
LIMIT 3;

PRINT friends[friends.firstName, friends.lastName, friends.birthday];

You can copy the above GSQL script to a file named example2.gsql, and invoke this script
file in Linux.

Linux Bash

gsql example2.gsql

The output should be the same as example1's output.
Example 3. Find Viktor Akhiezer's total number of comments, total number of posts, and
total number of persons he knows. A Person can reach Comments, Posts and other

Persons via a directed edge.

Example 3. Right Directed Any Edge Pattern.
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USE GRAPH ldbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb %
SumAccum<int> @commentCnt= 0;
SumAccum<int> @postCnt= 0;
SumAccum<int> @personCnt= 0;

j#fstart with all persons.
Seed = {Person.x};
#1-hop pattern.
Result = SELECT s
FROM Seed:s - (_>:e) - :tgt

WHERE s.firstName == "Viktor" AND s.lastName == "Akhiezer"
ACCUM CASE WHEN tgt.type == "Comment" THEN
s.@commentCnt += 1
WHEN tgt.type == "Post" THEN
s.@postCnt += 1
WHEN tgt.type == "Person” THEN

s.@personCnt += 1
END;

PRINT Result[Result.@commentCnt, Result.@postCnt, Result.@personCnt];

You can copy the above GSQL script to a file named example3.gsql, and invoke this script
file in Linux.

Linux Bash

gsql example3.gsql

Output of Example 3.
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Using graph 'ldbc_snb'
)

"error": false,

"message": "",

"version": {

"schema": 0O,
"edition": "enterprise",
"api": "v2"
[
"results": [{"Result": [{
"v_id": "28587302323577",
"attributes": %
"Result.@personCnt": 25,
"Result.@commentCnt": 152,
"Result.@postCnt": 96

o

"v_type": "Person"

£1%1]

Example 4. Do the same as Example 3, but use a left-directed edge pattern.

Note below (line 10) that the Seed is now {Person.*, Comment.*, Post.* }, the three types

of entities that are targets of edges from a Person.

(@) Inthe current version, the vertex set on the left side of the pattern must be defined in a
previous statement (e.g., a seed statement), the same requirement as in v1 syntax FROM
clauses. In the example below, the current version of pattern matching would not permit

FROM _:s -(<:e) - Person:tgt

Example 4. Left Directed Any Edge Pattern
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USE GRAPH ldbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb %
SumAccum<int> @commentCnt= 0;
SumAccum<int> @postCnt= 0;
SumAccum<int> @personCnt= 0;

{#fstart with all persons, comments, and posts
Seed = {Person.*, Comment.x, Post.x}%;
#1-hop pattern.
Result = SELECT tgt
FROM Seed:s - (<_:e) - Person:tgt

WHERE tgt.firstName == "Viktor" AND tgt.lastName == "Akhiezer'
ACCUM CASE WHEN S.type == "Comment" THEN
tgt.@commentCnt += 1
WHEN s.type == "Post" THEN
tgt.@postCnt += 1
WHEN s.type == "Person" THEN

tgt.@personCnt += 1
END;

PRINT Result[Result.@commentCnt, Result.@postCnt, Result.@personCnt];
You can copy the above GSQL script to a file named example4.gsql, and invoke this script
file in linux command line. The output should be the same as in Example 3.
Example 5. Find the two oldest persons who either know "Viktor Akhiezer" or are known by
"Vicktor Akhiezer". KNOWS is a directed relationship, so we need to include both directions

in the pattern.

Example 5. Disjunctive 1-hop edge pattern.
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USE GRAPH ldbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb %
{#fstart with all persons.
Seed = {Person.x}%;
#1-hop pattern.
friends = SELECT p
FROM Seed:s - ((<Person_KNOWS_Person|Person_KNOWS_Person>):e)

WHERE s.firstName == "Viktor" AND s.lastName == "Akhiezer"
ORDER BY p.birthday ASC
LIMIT 2;

PRINT friends;

You can copy the above GSQL script to a file named example5.gsql, and invoke this script
file in Linux:

Linux Bash

gsql exampleb5.gsql

Output of Example 5.
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Using graph 'ldbc_snb'
1
"error": false,
"message": ""
"version": 3%
"schema": 0O,
"edition": "enterprise",
"api": "v2"
I
"results": [{"friends": [
]
"v_id": "10995116279461",
"attributes": %
"birthday": "1980-05-13 00:00:00",
"firstName": "Gregorio",
"lastName": "Cajes",
"gender": "male",
"speaks": [
"en",
ngppn
iE
"browserUsed": "Firefox",
"locationIP": "110.55.251.62",
"id": 10995116279461,
"creationDate": "2010-12-16 18:12:57",
"email": ["Gregoriol0995116279461@gmail.com"],
"@multPropagAcc_1": 0O
[

"v_type": "Person"

14

o
]
"v_id": "4398046517846",
"attributes": %
"birthday": "1980-04-24 00:00:00",
"firstName": "Abdul-Malik",
"lastName": "Glosca",
"gender": "male",
"speaks": [

ar",
an®

e

"browserUsed": "Chrome",

"locationIP": "109.200.168.137",

"id": 4398046517846,

"creationDate": "2010-05-21 00:07:05",

"email": [
"Abdul-Malik4398046517846@gmail.com",
"Abdul-Malik4398046517846@gmx.com",
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"Abdul-Malik4398046517846@1land.ru"

1,
"@multPropagAcc_1": 0O

£,

"v_type": "Person"
$
1%1]

Example 6. Find the total comments or posts created by "Viktor Akhiezer". Again, we

include two types of edges, but in this case, we count them together.

Example 6. Disjunctive 1-hop edge pattern.

USE GRAPH 1ldbc_snb
{#fpattern match syntax version is v2
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb %
SumAccum<int> @@cnt = O;
Seed = {Person.*};

friends = SELECT t
FROM Seed:s- ((<Comment_HAS_CREATOR_Person|<Post_HAS_CREATOR_F
WHERE s.firstName == "Viktor" AND s.lastName == "Akhiezer"
ACCUM @@cnt += 1 ;

PRINT @@cnt;

You can copy the above GSQL script to a file named example6.gsql, and invoke this script

file in Linux;

Linux Bash

gsql example6.gsql

Output of Example 6.
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Using graph 'ldbc_snb'

)
"error": false,
"message": "",
"version": 1§
"schema": 0,
"edition": "enterprise",
"api": "v2"
o
"results": [{"@@cnt": 89%]
$

TigerGraph Documentation
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Repeating a 1-Hop Pattern

A common pattern is the two-step "Friend of a Friend". Or, how many entities might receive
a message if it is passed up to three times? Do you have any known change of
connections to a celebrity?

GSQL pattern matching makes it easy to express such variable-length patterns which
repeat a single-hop. Everything else stays the same as introduced in the previous section,
except we append an asterisk (or Kleene star for you regular expressionists) and an
optional min..maxrange to an edge pattern.

e (E*) means edge type E repeats any number of times (including zero!)

¢ (E*1..3) means edge type E occurs one to three times.
Below are more illustrative examples:

¢ 1-hop star pattern — repetition of an edge pattern 0 or more times

1. FROM X:x - (E1%) - Y:y
2. FROM X:x - (E2>x) - Y:y
3. FROM X:x - (<E3%) - Y:y
4. FROM X:x - (_*) - Y:y

e Any undirected edge can be chosen at each repetition.
5. FROM X:x - (_>%) - Y:y

e Any right-directed edge can be chosen at each repetition.
6. FROM X:x - (<_%) - Y:y

e Any left-directed edge can be chosen at each repetition.
7. FROM X:x - ((E1|E2>|<E3)%) - Y:y

e Either E1, E2> or <E3 can be chosen at each repetition.

e 1-hop star pattern with bounds

1. FROM X:x - (E1%2..) - Y:y

e Lower bounds only. There is a chain of at least 2 E1 edges.
2. FROM X:x - (E2>%..3) - Y:y

e Upper bounds only. There is a chain of between 0 and 3 E2 edges.
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3. FROM X:x - (<E3%3..5) - VY:y
e Both Lower and Upper bounds. There is a chain of 3 to 5 E3 edges.
4. FROM X:x - ((E1|E2>|<E3)*3) - Y:y

e Exact bound. There is a chain of exactly 3 edges, where each edge is either ET,
E2>, or <E3.

Remarks

* No alias allowed for edge with Kleene star
An edge alias may not be used when a Kleene star is used. The reason is that when
there are a variable number of edges, we cannot associate or bind the alias to a
specific edge in the pattern.

e Shortest path semantics
When an edge is repeated with a Kleene star, only the shortest matching occurrences
are selected. See the example below:

Figure 2 Shortest Path lllustration.

In Figure 2, for Pattern 1 - (E>*) - 4 ,any of the following paths reach 4 from 1.

e 1->2->3->4
o 1->2->3->5->6->2->3->4

e any path that goes through the cycle 2->3->5->6->2 two or more times and jumps out
at 3.

The first path is shorter than the rest; it is considered the only match.
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Examples of Variable Hop Queries

In this tutorial, we will use the new Interpreted Mode for GSQL, introduced in TigerGraph
2.4. Interpreted mode lets us skip the INSTALL step, and even to run a query as soon as
we create it, to offer a more interactive experience. These one-step interpreted queries are
unnamed (anonymous) and parameterless, just like SQL.

Example 1. Find the direct or indirect superclass (including the self class) of the TagClass

whose name is "TennisPlayer".

Example 1. Directed Edge Pattern Unconstrained Repetition

USE GRAPH 1ldbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb {

TagClassl = {TagClass.*};

TagClass2 = SELECT t
FROM TagClassl:s - (TagClass_IS_SUBCLASS_OF_TagClass>x)-Tag
WHERE s.name == "TennisPlayer";

PRINT TagClass2;

You can copy the above GSQL script to a file named example1.gsql, and invoke this script

file in a Linux shell.

Linux Bash

gsql examplel.gsql

Note below that the starting vertex s, whose name is TennisPlayer, is also a match, using

a path with zero hops.

Output of Example 1
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Using graph 'ldbc_snb'
)

"error": false,
Ilmessagell: n II,
"version": 1§

"schema": 0,

"edition": "enterprise",
"api": "v2"
[
"results": [{"TagClass2": [
)
"v_id": "211",
"attributes": %
"name": "Person",
"id": 211,
"url": "http://dbpedia.org/ontology/Person"
b
"v_type": "TagClass"
o
1
"v_id": "0",
"attributes": %
"name": "Thing",
"id": 0,
"url": "http://www.w3.0rg/2002/07/owl#Thing"
o
"v_type": "TagClass"
Iy o
)
"v_id": "149",
"attributes": %
"name": "Athlete",
"id": 149,
"url": "http://dbpedia.org/ontology/Athlete"
s
"v_type": "TagClass"
Iy s
)
"v_id": "59",
"attributes": %
"name": "TennisPlayer",
"id": 59,
"url": "http://dbpedia.org/ontology/TennisPlayer"
[
"v_type": "TagClass"
o
]

Ilv_idll : II239II ,
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"attributes": 3§

"name": "Agent",
"id": 239,
"url": "http://dbpedia.org/ontology/Agent"
£,
"v_type": "TagClass"
5

1%]

Example 2. Find the immediate superclass of the TagClass whose name is "TennisPlayer".
(This is equivalent to a 1-hop non-repeating pattern.)

Exmaple 2. Exactly 1 Repetition of A Directed Edge

USE GRAPH 1ldbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb {

TagClassl = {TagClass.*};

TagClass2 = SELECT t
FROM TagClassl:s - (TagClass_IS_SUBCLASS_OF _TagClass>*1)-Te
WHERE s.name == "TennisPlayer";

PRINT TagClass2;

You can copy the above GSQL script to a file named example2.gsql, and invoke this script
file in a Linux shell.

Linux Bash

gsql example2.gsql

Output of Example 2
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Using graph 'ldbc_snb'
1

"error": false,
Ilmessagell: n II’
"version": 3%

"schema": 0,

"edition": "enterprise",
"api": "v2"
Iy o
"results": [{"TagClass2": [3
"v_id": "149",
"attributes": %
"name": "Athlete",
"id": 149,
"url": "http://dbpedia.org/ontology/Athlete"
Iy s
"v_type": "TagClass"
$1%]

Example 3. Find the 1 to 2 hops direct and indirect superclasses of the TagClass whose
name is "TennisPlayer".

Example 3. 1 to 2 Repetition Of A Directed Edge.

USE GRAPH ldbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb 1§

TagClassl = {TagClass.x};

TagClass2 = SELECT t
FROM TagClassl:s - (TagClass_IS_SUBCLASS_OF_TagClass>x1..2)
WHERE s.name == "TennisPlayer";

PRINT TagClass2;
5

You can copy the above GSQL script to a file named example3.gsql, and invoke this script
file in a Linux shell.

Linux Bash
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gsql example3.gsql

Output of Example 3

Using graph 'ldbc_snb'

)
"error": false,
"message": "",
"version": 1§
"schema": 0O,
"edition": "enterprise",
"api": "v2"
[
"results": [{"TagClass2": [
)
"v_id": "149",
"attributes": %
"name": "Athlete",
"id": 149,
"url": "http://dbpedia.org/ontology/Athlete"
lo
"v_type": "TagClass"
by
1
"v_id": "211",
"attributes": %
"name": "Person",
"id": 211,
"url": "http://dbpedia.org/ontology/Person"
o
"v_type": "TagClass"
§
1%]
§

Example 4. Find the superclasses within 2 hops of the TagClass whose name is

"TennisPlayer".

Example 4. Up-to 2 Repetition Of A Directed Edge.
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USE GRAPH ldbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb {

TagClassl = {TagClass.x*};

TagClass2 SELECT t

FROM TagClassl:s - (TagClass_IS_SUBCLASS_OF _TagClass>*..2)-

WHERE s.name == "TennisPlayer";

PRINT TagClass2;
£

You can copy the above GSQL script to a file named example4.gsql, and invoke this script

file in a Linux shell.

Linux Bash

gsql exampled.gsql

Output of Example 4
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Using graph 'ldbc_snb'
t

"error": false,
Ilmessagell: n II’
"version": %

"schema": 0,

"edition": "enterprise",
"api": "v2"
Iy ;
"results": [{"TagClass2": [
)
"y_id": "211",
"attributes": %
"name": "Person",
"id": 211,
"url": "http://dbpedia.org/ontology/Person"
Iy
"v_type": "TagClass"
Iy ;
1
"v_id": "149",
"attributes": %
"name": "Athlete",
"id": 149,
"url": "http://dbpedia.org/ontology/Athlete"
Iy
"v_type": "TagClass"
£,
1
"v_id": "59",
"attributes": %
"name": "TennisPlayer",
"id": 59,
"url": "http://dbpedia.org/ontology/TennisPlayer"
£,
"v_type": "TagClass"
£
1%1]

Example 5. Find the superclasses at least one hop from the TagClass whose name is
"TennisPlayer".

Example 5. At Least 1 Repetition Of A Directed Edge.
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USE GRAPH ldbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb %
TagClassl = {TagClass.*};

TagClass2 =SELECT t

FROM TagClassl:s - (TagClass_IS_SUBCLASS_OF _TagClass>*x1..)-Te

WHERE s.name == "TennisPlayer";

PRINT TagClass2;
£

You can copy the above GSQL script to a file named example5.gsql, and invoke this script

file in a Linux shell.

Linux Bash

gsql example5.gsql

Output of Example 5
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Using graph 'ldbc_snb'

1

"error": false,

"message":
"version": {

"schema": 0,

"edition": "enterprise",
"api": "v2"
Iy ;
"results": [{"TagClass2": [
)
"v_id": "211",
"attributes": %
"name": "Person",
"id": 211,
"url": "http://dbpedia.org/ontology/Person"
[
"v_type": "TagClass"
o
)
"v_id": "0",
"attributes": %
"name": "Thing",
"id": 0,
"url": "http://www.w3.0rg/2002/07/owl#Thing"
Iy
"v_type": "TagClass"
Iy
1
"v_id": "149",
"attributes": %
"name": "Athlete",
"id": 149,
"url": "http://dbpedia.org/ontology/Athlete"
5,
"v_type": "TagClass"
£,
)
"v_id": "239",
"attributes": %
"name": "Agent",
"id": 239,
"url": "http://dbpedia.org/ontology/Agent"”
[
"v_type": "TagClass"
%
1%]
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Example 6. Find the 3 most recent comments that are liked or created by Viktor Akhiezer,
and the total number of comments related to (created or liked by) Viktor Akhiezer.

Example 6. Disjunctive 1-Repetition Directed Edge.

USE GRAPH 1dbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH 1ldbc_snb %
SumAccum<int> @@commentCnt = 0;

f#start with all persons.
Seed = {Person.x*};

# find top 3 latest comments that is liked or created by Viktor Akhiezez
# and the total number of comments related to Viktor Akhiezer
Top3Comments = SELECT p

FROM Seed:s - ((<Comment_HAS_CREATOR_Person|Person_LIKES_Comment>)=*1)

WHERE s.firstName == "Viktor" AND s.lastName == "Akhiezer"

ACCUM @@commentCnt += 1

ORDER BY p.creationDate DESC

LIMIT 3;

PRINT Top3Comments;
## total number of comments related to Viktor Akhiezer
PRINT @@commentCnt;

You can copy the above GSQL script to a file named example6.gsql, and invoke this script
file in a Linux shell.

Linux Bash

gsql exampleb.gsql

Output of Example 6
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Using graph 'ldbc_snb'

)

"error": false,

"message": "",

"version": {
"schema": 0O,
"edition": "enterprise",
"api": "v2"

b

"results": [
{"Top3Comments": [
]

"v_id": "2061584720640",

"attributes": %
"browserUsed": "Chrome",
"length": 4,
"locationIP": "194.62.64.117",
"id": 2061584720640,
"creationDate": "2012-09-06 06:46:31",
"content": "fine"

o

"v_type": "Comment"

"v_id": "2061586872389",
"attributes": 3

"browserUsed": "Chrome",

"length": 90,

"locationIP": "31.216.177.175",

"id": 2061586872389,

"creationDate": "2012-08-28 14:54:46",

"content": "About Hector Berlioz, his compositions Symphonie far
Iy s

"v_type": "Comment"

"v_id": "2061590804929",
"attributes": %

"browserUsed": "Chrome",

"length": 83,

"locationIP": "194.62.64.117",

"id": 2061590804929,

"creationDate": "2012-09-04 16:16:56",

“content": "About Muttiah Muralitharan, mit by nine degrees, fi\
5

"v_type": "Comment"

1%,
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{"@@commentCnt": 152%
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Multiple Hop Patterns

Multiple Hop Pattern Shortest Path Semantics

Repeating the same hop is useful sometimes, but the real power of pattern matching
comes from expressing multi-hop patterns, with specific characteristics for each hop. For
example, the well-known product recommendation phrase "People who bought this
product also bought this other product’, is expressed by the following 2-hop pattern:

FROM This_Product:p -(<Bought:bl)- Customer:c -(Bought>:b2)- Product:p2
WHERE p2 != p

As you see, a 2-hop pattern is a simple concatenation and merging of two 1-hop patterns
where the two patterns share a common endpoint. Below, Y:y is the connecting end point.

2-hop pattern
FROM X:x - (El:el) - Y:y - (E2>:e2) - Z:z

Similarly, a 3-hop pattern concatenates three 1-hop patterns in sequence, each pair of
adjacent hops sharing one end point. Below, Y:y and Z:z are the connecting end points.

3-hop pattern
FROM X:x - (E2>:e2) -Y:y - (<E3:e3) - Z:z - (E4:e4) - U:u

In general, we can connect n 1-hop patterns into a n-hop pattern. The database will search
the graph topology to find subgraphs that match this n-hop pattern.

Unnamed Intermediate Vertex Set

A multi-hop pattern has two endpoint vertex sets and one or more intermediate vertex
sets. If the query does not need to express any conditions for an intermediate vertex set,
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then the vertex set can be omitted and the two surrounding edge sets can be joined with a
simple "." For example, in the 2-hop pattern example above, if we did not need to specify
that the intermediate vertex type is Y, nor need to refer to that vertex set in any of the
query's other clauses (such as WHERE or ACCUM), then the pattern can be reduced as

follows:

FROM X:x - (El:el.E2>:e2) - Z:z

Shortest paths Only for Variable Length Patterns

If a pattern has a Kleene star to repeat an edge, GSQL pattern matching selects only the
shortest paths which match the pattern. If we did not apply this restriction, computer
science theory tells us that the computation time could be unbounded or extreme (NP, to
be technical). If we instead matched ALL paths regardless of length when a Kleene star is
used without an upper bound, there could be an infinite number of matches, if there are
loops in the graph. Even without loops or with an upper bound, the number of paths to
check grows exponentially with the number of hops.

Figure 3. Shortest Path Illustration

For the pattern 1 - (_x) - 5 inFigure 3 above, you can see the following:
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There are TWO shortest paths: 1-2-3-4-5 and 1-2-6-4-5

o These have 4 hops, so we can stop searching after 4 hops. This makes the task
tractable.

If we search for ALL paths which do not repeat any vertices:

o There are THREE non-repeated-vertex paths: 1-2-3-4-5, 1-2-6-4-5, and 1-2-9-10-11-
12-4-5

o The actual number of matches is small, but number of paths to consider is NP.

If we search for ALL paths which do not repeat any edges:

o There are FOUR non-repeated-edge paths: 1-2-3-4-5, 1-2-6-4-5, 1-2-9-10-11-12-4-5,
and 1-2-3-7-8-3-4-5

o The actual number of matches is small, but number of paths to consider is NP.

If we search for ALL paths with no restrictions:

o There are infinite matches, because we can go around the 3-7-8-3 cycle any
number of times.

Additional Details about Pattern Matching

Each vertex set or edge set in a pattern (except edges with Kleene stars) can have an alias
variable associated with it. When the query runs and finds matches, it associates, or binds,
each alias to the matching vertices or edges in the graph.

® TigerGraph 2.4 has certain restrictions on how accumulators and aliases can be used. Some
or all of these restrictions will be lifted in future releases. We elaborate on them below.

SELECT Clause

The SELECT clause specifies the output vertex set of a SELECT statement. For a multiple-
hop pattern, we can only select one of the two endpoints of the pattern. None of the
intermediate aliases can be selected. The example below shows the two possible choices
for the given pattern:

SELECT Clause Can Select End Points Only
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#fselect starting end point x
SELECT x
FROM X:x-(E2>:e2)-Y:y-(<E3:e3)-Z:z-(E4:e4)-U:u;

{#fselect ending end point u
SELECT u
FROM X:x-(E2>:e2)-Y:y-(<E3:e3)-Z:z-(E4:e4)-U:u;

FROM Clause

For a multiple-hop pattern, if you don't need to refer to the intermediate vertex points, you
can just use "." to connect the edge patterns, giving a more succinct representation. For
example, below we remove y and z, and connect E2, <E3 and E4 using the period symbol.

Note that you cannot have an alias for a multi-hop sequence like E2>.<E3.E4.

Omitting

{#fselect starting end point x

SELECT x

FROM X:x-(E2>:e2)-Y:y-(<E3:e3)-Z:z-(E4:e4)-U:u;
#if we don't need to access y, z, we can write

SELECT u
FROM X:x-(E2>.<E3.E4)-U:u;

WHERE Clause

In a multiple-hop pattern, the WHERE clause is a conjunction of local hop predicates
(conditions), with the exception that the starting end point can appear in the last hop local
predicate.

Consider a pattern
X1:x1-(El:el)-X2:x2-(E2:e2)-X3:x3-(E3:e3)-X4:x4
¢ Local hop predicate means a predicate can refer to a single hop’s alias (x_i, e_i,

x_(i+1)) only.
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o Last hop local predicate can refer to the pattern's starting end point. l.e. (x1, x3, 3,
x4).

e A WHERE clause is a conjunction (AND) of local hop predicates.

WHERE Clause Support "AND" of Local Predicate

# (x, e2, y) belongs to the 1-hop
# (y, e3, z) belongs to the 2-hop
# (x, z, ed, u) is the last hop local predicate

SELECT x
FROM X:x-(E2>:e2)-Y:y-(<E3:e3)-Z:z-(E4:e4)-U:u
WHERE x.age > y.age AND y.name != z.name AND (x.salary + z.salary) < u.sal

¢ Kleene Star breaks local hop predicate. When a local hop's edge has kleene star, we
cannot compose a local predicate using the local alias'.

Kleene Star Break Local Predicate

# (x,y) belongs to the 1-hop
# which has *, then semantic error will be given

SELECT x
FROM X:x- (E2>%:e2)-Y:y-(<E3:e3)-Z:z-(E4:e4)-U:u
WHERE x.age > y.age AND y.name != z.name AND (x.salary + z.salary) < u.sal

ACCUM and POST-ACCUM Clauses

In the current version of GSQL, only certain parts of a pattern (and their corresponding
aliases) are available in ACCUM and POST-ACCUM clauses. Refer to the example pattern
and its highlighted parts in Figure 4 below.

Rightmost Hop

r
FROM X:x =(E2»*:el)- Y:y =(<E3:e3)- Z:z -(E4:ed4)- Uu

Left and Right Endpoints

Figure 4. Example pattern to show ACCUM behavior

1. Accumulators can only be attached to the pattern's endpoints (x and u in the figure).
The accumulation statements may only access data from either the left endpoint (x)
or the rightmost hop (z, e4, and u). Below is an example of a valid ACCUM clause.
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2. Inthe POST-ACCUM clause, only the pattern's endpoints can be accessed.

3. For queries in Distributed mode, accumulators may only be on the right endpoint (x in
the figure).

The example below shows a valid ACCUM clause:

ACCUM To The Two End Points of A Pattern

# (z,ed, u) belongs to the last-hop aliass

# (x, u) are the end points of the pattern
SELECT x

FROM X:x-(E2>%:e2)-Y:y-(<E3:e3)-Z:z-(E4:e4)-U:u
ACCUM x.@cnt += z.id, u.@cnt += ed.id

Examples of Multiple Hop Pattern Match
Example 1. Find the 3rd superclass of the Tag class whose name is "TennisPlayer".

Examplel. Succict Representation Of Multiple-hop Pattern

USE GRAPH ldbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb 1§

TagClassl

{TagClass.*};

TagClass2 SELECT t
FROM TagClassl:s - (TagClass_IS_SUBCLASS_OF_TagClass>.TagClass_IS_SUB(
WHERE s.name == "TennisPlayer";

PRINT TagClass2;
$

You can copy the above GSQL script to a file named example1.gsql, and invoke this script
file in a Linux shell.

Linux Bash

gsql examplel.gsql
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Output of Example 1

Using graph 'ldbc_snb'

1
"error": false,
"message": "",
"version": {
"schema": 0,
"edition": "enterprise",
"api": "wv2"
Iy s
"results": [{"TagClass2": [1
"v_id": "239",
"attributes": %
“name": "Agent",
"id": 239,
"url": "http://dbpedia.org/ontology/Agent"
[
"v_type": "TagClass"
$1%]
$

Example 2. Find in which continents were the 3 most recent messages in Jan 2011
created.

Example1. Disjunction In A Succict Representation Of Multiple-hop Pattern

USE GRAPH 1dbc_snb

SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb %
SumAccum<String> @continentName;

msg = {Comment.*, Post.x};

accMsgContinent =
SELECT s
FROM msg:s-((Post_IS_LOCATED_IN_Country>|Comment_IS_LOCATED_IN_Countzr)
WHERE vyear(s.creationDate) == 2011 AND month(s.creationDate) ==
ACCUM s.@continentName = t.name
ORDER BY s.creationDate DESC
LIMIT 3;

PRINT accMsgContinent;

171



5/13/25,1:39 PM TigerGraph Documentation

You can copy the above GSQL script to a file named example2.gsql, and invoke this script
file in a Linux shell.

Linux Bash

gsql example2.gsql

Output of Example 2
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Using graph 'ldbc_snb'

)

"error": false,

"message": "",

"version": {
"schema": 0O,
"edition": "enterprise",
"api": "v2"

b

"results": [{"accMsgContinent": [
]

"v_id": "824640012997",
"attributes": %

"browserUsed": "Firefox",
"length": 7,

"locationIP": "27.112.21.246",
"@continentName": "Asia",

"id": 824640012997,
"creationDate": "2011-01-31 23:54:28",
“content”: "no way!"
5
"v_type": "Comment"
£,
%
"v_id": "824636727408",
"attributes": %

"browserUsed": "Firefox",
"length": 3,

"locationIP": "31.2.225.17",
"@continentName": "Europe",

"id": 824636727408,
"creationDate": "2011-01-31 23:57:46",
"content": "thx"
[
"v_type": "Comment"
[
)
"v_id": "824634837528",
"attributes": %

"imageFile": "",

"browserUsed": "Internet Explorer",
“length": 115,

"locationIP": "87.251.6.121",
"@continentName": "Asia",

"id": 824634837528,

"creationDate": "2011-01-31 23:58:03",

Illang“: IItkII,

"content": "About Adolf Hitler, iews. His writings and methods wez1
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[
"v_type": "Post"

1%]

Example 3. Find Viktor Akhiezer's favorite author of 2012 whose last name begins with
character 'S', and how many LIKES Viktor give to the author's post or comment.

Example 3. Multiple-hop Pattern With Accumulator Applied To All Matched Paths

USE GRAPH 1ldbc_snb
SET syntax_version="v2"

INTERPRET QUERY () FOR GRAPH ldbc_snb %
SumAccum<int> @likesCnt;
PersonAll = $Person.*};

FavoriteAuthors = SELECT t
FROM PersonAll:s- ((Person_LIKES_Comment>|Person_LIKES_Post:
WHERE s.firstName == "Viktor" AND s.lastName == "Akhiezer"
ACCUM t.@likesCnt +=1;

PRINT FavoriteAuthors[FavoriteAuthors.firstName, FavoriteAuthors.lastNz

You can copy the above GSQL script to a file named example3.gsql, and invoke this script
file in a Linux shell.

Linux Bash

gsql example3.gsql

Output of Example 3
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Using graph 'ldbc_snb'

1

"error": false,

"message": "",

"version": %
"schema": 0O,
"edition": "enterprise",
"api": "v2"

I

"results": [{"FavoriteAuthors": [
]

"v_id": "8796093025410",

"attributes": %
"FavoriteAuthors.firstName": "Priyanka",
"FavoriteAuthors.lastName": "Singh",
"FavoriteAuthors.@likesCnt": 1

by

"v_type": "Person"

Iy s
)

"v_id": "2199023260091",

"attributes": %
"FavoriteAuthors.firstName": "Janne",
"FavoriteAuthors.lastName": "Seppala",
"FavoriteAuthors.@likesCnt": 1

[

"v_type": "Person"

[
)

"v_id": "15393162796846",

"attributes": %
"FavoriteAuthors.firstName": "Mario",
"FavoriteAuthors.lastName": "Santos",
"FavoriteAuthors.@likesCnt": 1

b

"v_type": "Person"

%
1%]
$
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Application And Benchmark Queries

We have demonstrated the basic pattern match syntax. You should have mastered the
basics by this point. The next step is to see more examples and practice more.

A Recommendation Application

In this example, we want to recommend some messages (comments or posts) to the
person Viktor Akhiezer.

How do we do this?

One way is to find Others who likes the same messages Viktor likes. And then recommend
the messages that Others like but Viktor have not seen. The pattern is roughly like below

e Viktor - (Likes>) - Message - (<Likes) - Others
e Others - (Likes>) - NewMessage

e Recommend NewMessage to Viktor

However, this is too fine granularity, and we are overfitting the message level data with a
collaborative filtering algorithm. The intuition is that two persons are similar to each other
when their "liked" messages fall into the same category (tag). This makes more sense and
common than finding two persons that "likes" the same set of messages. As a result, one
way to avoid this overfitting is to go one level above. That is, instead of finding common
messages as a similarity base, we find common messages' tags as a similarity base.
Person A and Person B are similar if they like messages that belong to the same tag. This
scheme fixes the overfitting problem. In pattern match vocabulary, we have

e Viktor - (Likes>) - Message - (Has>) - Tag - (<Has) - Message - (<Likes) - Others
e Others - (Likes>) - NewMessage

e Recommend NewMessage to Viktor

GSQL. RecommendMessage Application.
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This time, we create the query first, and interpret the query by calling the query name with
parameters.

If we are satisfied with this query, we can use "install query queryName" to get the
compiled query installed which has the best performance.

GSQL Recommendation Algorithm
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use graph ldbc_snb
set syntax_version="v2"
set query_timeout=60000

DROP QUERY RecommendMessage
CREATE QUERY RecommendMessage (String fn, String 1n) FOR GRAPH ldbc_snb {

SumAccum<int> @TagInCommon;
SumAccum<float> @SimilarityScore;
SumAccum<float> @Rank;

OrAccum @Liked = false;

Seed = $Person.*};

#mark messages liked by Viktor
Messageliked =
SELECT msg
FROM Seed:s- ((Person_LIKES_Comment>|Person_LIKES_Post>))-:msg
WHERE s.firstName == fn AND s.lastName == 1ln
ACCUM msg.@Liked = true;

f#fcalculate log similarity score for each persons share the same interes
Others =
SELECT p
FROM Seed:s- ((Person_LIKES_Comment>|Person_LIKES_ Post>).(Comment_H/
- ((<Comment_HAS_TAG_Tag|<Post_HAS_TAG_Tag) . (<Person_LIKES_Comment
WHERE s.firstName == fn AND s.lastName == 1ln
ACCUM p.@TagInCommon +=1
POST-ACCUM p.@SimilarityScore = log (1 + p.@TagInCommon);

{#frecommend new messages to Viktor that have not liked by him.
RecommendedMessage =
SELECT msg
FROM Others:o- ((Person_LIKES_Comment>|Person_LIKES_Post>)) -
WHERE msg.@Liked == false
ACCUM msg.@Rank +=0.@SimilarityScore
ORDER BY msg.@Rank DESC
LIMIT 10;

PRINT RecommendedMessage [RecommendedMessage.content, RecommendedMessag

INTERPRET QUERY RecommendMessage ("Viktor", "Akhiezer")
#try the second person with just parameter change.
INTERPRET QUERY RecommendMessage ("Adriaan", "Jong")
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You can copy the above GSQL script to a file named app1.gsql, and invoke this script file in
linux command line.

Linux Bash

gsql appl.gsql

Output of App1
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Using graph 'ldbc_snb'
The query RecommendMessage is dropped.
The query RecommendMessage has been added!

)

"error": false,

"message": "",

"version": {
"schema": 0O,
"edition": "enterprise",
"api": "v2"

I

"results": [{"RecommendedMessage": [
]

"v_id": "1374394016924",
"attributes": %
"RecommendedMessage.@Rank": 4483.98584,

"RecommendedMessage.content": "About Valley of the Damned, mozre, ¢
£,
"v_type": "Comment"
£,
1
"v_id": "549760297481",
"attributes": %
"RecommendedMessage.@Rank": 4739.81299,
"RecommendedMessage.content": "About Commonwealth of Independent ¢
£,
"v_type": "Comment"
£,
)
"v_id": "2061588778928",
"attributes": %
"RecommendedMessage.@Rank": 4780.34961,
"RecommendedMessage.content": "About Jonas Bjorkman, months, Bjozrk
Iy ;
"v_type": "Comment"
Iy ;
1
"v_id": "962077156194",
"attributes": %
"RecommendedMessage.@Rank": 4394.83643,
"RecommendedMessage.content”: "About Karl Marx, and a lower clAbot
£,
"v_type": "Comment"
£,
1

"v_id": "549760294602",
"attributes": %
"RecommendedMessage.@Rank": 4855.49316,
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"RecommendedMessage.content”: "About Indira Gandhi, Gandhi establi

[
"v_type": "Post"

"v_id": "962077157761",

"attributes": %
"RecommendedMessage.@Rank": 4439.33496,
"RecommendedMessage.content”: "About Pliny the Elder, , wrote of ¥

[
"v_type": "Post"

"v_id": "549756189846",

"attributes": %
"RecommendedMessage.@Rank": 4263.9873,
"RecommendedMessage.content": "About Jézef Pitsudski, 1 (from 192¢

[
"v_type": "Post"

"v_id": "1374394021321",

"attributes": %
"RecommendedMessage.@Rank": 4811.09473,
"RecommendedMessage.content": "About Virtual Insanity, 3 on the Uk

£,

"v_type": "Comment"

"v_id": "1374394013160",

"attributes": {
"RecommendedMessage.@Rank": 4637.67285,
"RecommendedMessage.content"”: "About Peggy Lee, singing with Benny

}I

"v_type": "Comment"

"v_id": "549760292109",

"attributes": %
"RecommendedMessage.@Rank": 4828.72559,
"RecommendedMessage.content": "About Ho Chi Minh, nam, as an anti-

[
"v_type": "Post"

1%]

183



5/13/25,1:39 PM TigerGraph Documentation

Install the query

When you are satisfied with your query in the GSQL interpret mode, you can now install it
as a generic service which has a much faster speed. Since we have been using "CREATE
QUERY .." syntax, the query is added into the catalog, we can set the syntax version and
install it.

GSQL Prepare Install Query

#fbefore install the query, need to set the syntax version
SET syntax_version="v2"
USE GRAPH 1ldbc_snb

#install query

INSTALL QUERY RecommendMessage

GSQL Run the Installed Query
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GSQL > install query RecommendMessage
Start installing queries, about 1 minute ...
RecommendMessage query: curl -X GET 'http://127.0.0.1:9000/query/ldbc_snby

[==================================—====—===——---—o--o-oo-—o-oo—ooooo-ooo:
GSQL > run query RecommendMessage("Viktor", "Akhiezer")
)
"error": false,
"message": "",
"version": {
"schema": 0,
"edition": "enterprise",
"api": "v2"
Io
"results": [{"RecommendedMessage": [
]

"v_id": "549760294602",

"attributes": %
"RecommendedMessage.@Rank": 4855.49414,
"RecommendedMessage.content": "About Indira Gandhi, Gandhi establi

[
"v_type": "Post"

"v_id": "549760292109",
"attributes": %
"RecommendedMessage.@Rank": 4828.72607,
"RecommendedMessage.content": "About Ho Chi Minh, nam, as an anti-
s
"v_type": "Post"

"v_id": "1374394021321",

"attributes": 1§
"RecommendedMessage.@Rank": 4811.09668,
"RecommendedMessage.content": "About Virtual Insanity, 3 on the Uk

}I

"v_type": "Comment"

"v_id": "2061588778928",

"attributes": 3§
"RecommendedMessage.@Rank": 4780.35107,
"RecommendedMessage.content”: "About Jonas Bjérkman, months, Bjork

}I

"v_type": "Comment"
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"v_id": "549760297481",

Linux Bash: Shutdown The System

P P 1 1) Py | P | P AFIAN OAANNs

#fwhen you are not using the TigerGraph System on your laptop,
# to save resource, you can stop it by
gadmin stop
#fwhen you need to start it again, use
gadmin start

"v_1d": "1374394013160",

"attributes": %

"RecommendedMessage.@Rank": 4637.67334,

"RecommendedMessage.content": "About Peggy Lee, singing with Benny
Iy
GSQL Recommendation Algorithm 2
]
"v_id": "1374394016924",
"attributes": %
"RecommendedMessage.@Rank": 4483.98633,
"RecommendedMessage.content": "About Valley of the Damned, more, ¢
5,
"v_type": "Comment"
£,
)
"v_id": "962077157761",
"attributes": %
"RecommendedMessage.@Rank": 4439.33447,
"RecommendedMessage.content": "About Pliny the Elder, , wrote of t
[
"v_type": "Post"
[
)
"v_id": "962077156194",
"attributes": %
"RecommendedMessage.@Rank": 4394.83594,
"RecommendedMessage.content”: "About Karl Marx, and a lower clAbot
o
"v_type": "Comment"
b
]
"v_id": "549756189846",
"attributes": %
"RecommendedMessage.@Rank": 4263.98633,
"RecommendedMessage.content": "About Jézef Pitsudski, 1 (from 192¢
by
"v_type": "Post"
$
1%
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USE GRAPH ldbc_snb
SET syntax_version="v2"
SET query_timeout=60000

DROP QUERY RecommendMessage
CREATE QUERY RecommendMessage (String fn, String 1n) FOR GRAPH ldbc_snb {

SumAccum<int> @MsgInCommon = 0;
SumAccum<int> @MsgCnt = 0 ;
SumAccum<int> @@InputPersonMsgCnt = 0;
SumAccum<float> @SimilarityScore;
SumAccum<float> @Rank;

SumAccum<float> @TagCnt = 0O;

OrAccum @Liked = false;

float sqrtOfInputPersonMsgCnt;

Seed = §Person.*%;

#mark messages liked by input user
InputPerson =
SELECT s
FROM Seed:s-((Person_LIKES_Comment>|Person_LIKES_Post>))-:msg
WHERE s.firstName == fn AND s.lastName == 1ln
ACCUM msg.@Liked = true, @@InputPersonMsgCnt += 1;

sqrtOfInputPersonMsgCnt = sqrt(@@InputPersonMsgCnt);

#£find common msg between input user and other persons
Others =
SELECT p
FROM InputPerson:s-((Person_LIKES_Comment>|Person_LIKES_Post>))-:ms
- ((<Person_LIKES_Comment|<Person_LIKES_Post))-:p
ACCUM p.@MsgInCommon += 1;

j#fcalculate cosine similarity score.
#|AxB|/ (sqrt(Sum(A_iN2)) = sqrt(Sum(B_in2)))
Others =
SELECT o
FROM Others:o- ((Person_LIKES_Comment>|Person_LIKES_Post>))-:msg
ACCUM o0.@MsgCnt += 1
POST-ACCUM o.@SimilarityScore = o.@MsgInCommon/(sqrtOfInputPersonk

{#frecommend new messages to input user that have not liked by him.
RecommendedMessage =
SELECT msg
FROM Others:o- ((Person LIKES Comment>|Person LIKES Post>)) -
WHERE msg.@Liked == false
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ACCUM msg.@Rank +=0.@SimilarityScore
ORDER BY msg.@Rank DESC
LIMIT 10;

PRINT RecommendedMessage [RecommendedMessage.content, RecommendedMessag

§

INTERPRET query RecommendMessage("Viktor", "Akhiezer")

LDBC SNB Benchmark Queries

We have made available all LDBC SNB benchmark queries translated into GSQL pattern
matching syntax. The benchmark queries are described in Sections 4 and 5 of the LDBC
Social Network Benchmark Reference 7.

You can find our GSQL pattern match translations of these queries on Github:
https://github.com/tigergraph/ecosys/tree/ldbc/Idbc_benchmark/tigergraph/queries_patt
ern_match ~

Note we use CREATE/INSTALL/RUN QUERY instead of INTERPRET QUERY so that these
queries can be optimized and installed as REST services. There are three sets of queries:

e |[nteractive Short Queries 7
e Complex Short Queries 7

e Business Intelligence Queries 7

Also, you may want to use the GraphStudio Ul to help you visualize and explore the graph
and to try your hand at writing your own queries.
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TigerGraph Platform Overview
Version 2.1 to 2.3. Copyright (c) 2019 TigerGraph. All Rights Reserved.

As the world’s first and only Native Parallel Graph (NPG) system, TigerGraph is a complete,
distributed, graph analytics platform supporting web-scale data analytics in real time. The
TigerGraph NPG is built around both local storage and computation, supports real-time
graph updates, and works like a parallel computation engine. These capabilities provide
the following unique advantages:

e Fast data loading speed to build graphs - able to load 50 to 150 GB of data per hour,
per machine

e Fast execution of parallel graph algorithms - able to traverse hundreds of million of
vertices/edges per second per machine

e Real-time updates and inserts using REST - able to stream 2B+ daily events in real-
time to a graph with 100B+ vertices and 600B+ edges on a cluster of only 20
commodity machines

e Ability to unify real-time analytics with large scale offline data processing - the first
and only such system

See the Resources 7 section of our main website www.tigergraph.com ~ to find white
papers and other technical reports about the TigerGraph system.

System Overview

The TigerGraph Platform runs on standard, commodity-grade Linux servers. The core
components (GSE and GPE) are implemented in C++ for optimal performance. TigerGraph
system is designed to fit into your existing environment with a minimum of fuss.

e Data Sources : The platform includes a flexible, high-performance data loader which
can stream in tabular or semi-structured data, while the system is online.

e Infrastructure : The platform is available for on-premises, cloud, or hybrid use.

e Integration : REST APIs are provided to integrate your TigerGraph with your existing
enterprise data infrastructure and workflow.
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The figure below takes a c loser loo k at the TigerGraph platform itself:
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L& Q wsQ QA

GraphStudio
Ul front end

Nginx web server

GraphStudio
Ul back end

Message Queuing
(Apache Kafka and Zookeeper)

Within the TigerGraph system, a message-passing design is used to coordinate the
activities of the components. RESTPP, an enhanced RESTful server, is central to the task
management. Users can choose how they wish to interact with the system:

e GSQL client. One TigerGraph instance can support multiple GSQL clients, on remote
nodes.

e GraphStudio - our graphical user interface, which provides most of the basic GSQL
functionality, with a graphical and intuitive interface.

e REST API. Enterprise applications which need to run the same queries many times can
maximize their efficiency by communicating directly with RESTPP,

e gAdmin is used for system adminstration.
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Glossary

Name

DDL

Dictionary (DICT)

DML

gadmin

gbar

GPE

Graph Store

TigerGraph Documentation

Refers to

Data Definition Language - a generic term for a
set of commands used to define a database
schema. The GSQL Language includes DDL
commands. In GraphStudio, the Design Schema
function.

The shared storage space for storing metadata
about the graph store's configuration and state,
including the catalog (graph schema, loading
jobs, and queries).

Data Manipulation Language - a generic term
for a set of commands used to add, modify,
and delete data from a database. Query
commands are often considered a part of DML,
even a pure query statement does not
manipulate (change) the data. The GSQL
Language includes full DML capability for
query, add (insert), delete, and modify (update)
commands.

The system utility for configuring and
managing the TigerGraph System. Analogous
to mysqgladmin.

Graph Backup and Restore. TigerGraph's utility
program for backing up and restoring system
data.

Graph Processing Engine. The server
component which accepts requests from the
REST++ server for querying and updating the
graph store and which returns data.

The component which logically and physically
stores the graph data and provides access to
the data in a fast and memory-efficient way. We
use the term graph store to distinguish it from
conventional graph databases.
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The browser-based User Interface that enables
the user to interact with the TigerGraph system
in a visual and intuitive way, as an alternative to

GraphStudio Ul the GSQL Shell. The GraphStudio Ul includes
the following components: Schema Designer,
Data Mapper, Data Loader, Graph Explorer, and
Query Editor.

Graph Storage Engine. The processing

GSE
component which manages the Graph Store.

The user program which interprets and
executes graph processing operations,

GSQL including (a) schema definition, (b) data
loading, and (c) data updates, and (d) data
queries.

The language used to instruct and

GSQL L
QL Language communicate with the GSQL program.

The interactive command shell which may be

L Shell
GSQL She used when running the GSQL program.

High Availability - a generic term describing a
computer system which has been architected
HA to a higher level of operational performance
(e.g., throughput and uptime) than would be
expected from a traditional single server node.

ID Service. A subcomponent of the GSE which
IDS translates between user (external) IDs for data
objects and graph store (internal) IDs.

Installation, Upgrade, and Maintenance (generic

'™ term). These functions are handled by gadmin.
A free open-source "high-throughput distributed
messaging system" from the Apache Software
Foundation. Our distributed system
architecture is based on message

Kafka

passing/queuing. Kafka is automatically
included during TigerGraph system installation
as one implementation of messaging passing.
https://kafka.apache.org/ 2

A graph architecture and feature set which
enables one global graph to be viewed as
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multiple logical subgraphs, each with its own
set of user privileges. The subgraphs can
overlap, meaning each subgraph can support
both shared and private data.

An architecture and technology which provides
for inherently highly-parallel and highly-scalable
graph data storage and analytics. The use of
vertex-level data+compute functionality is a key
component of Native Parallel Graph design.

A free, open-source, high-performance HTTP
server and reverse proxy. Nginx is automatically
included during TigerGraph system installation.
https://nginx.org/en/ 2

A server component which accepts RESTful
requests from clients, validates the requests,
invokes the GPE, and sends responses back to
the client. Additionally, REST++ provides a zero-
coding interface for users to define RESTful
endpoints.REST++ offers easy-to-use APIs for
customizing the logic of handling requests and
processing responses.

A user authentication service that permits a
user to use one set of login credentials to
access multiple applications.

The TigerGraph real-time graph data analytics
software system. The TigerGraph Platform
offers complete functionality for creating and
managing a graph database and for performing
data queries and analyses. The platform
includes the Graph Store and GSE, GPE,
REST++, GSQL, GraphStudio, plus some third-
party components, such as Apache Kafka and
Zookeeper.

The TigerGraph platform and its languages.
Based on context, the term may also include
additional optional TigerGraph components
which have been installed.

A free open-source program from the Apache
Software Foundation, providing "a centralized
service for maintaining configuration
information, naming, providing distributed
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synchronization, and providing group services."
Used for running the TigerGraph system on a
cluster or other distributed system. Zookeeper
is automatically included during TigerGraph
system installation.

Zookeeper
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Knowledge Base and FAQs
Version 2.1 to 2.3. Copyright © 2015-2019 TigerGraph. All Rights Reserved.
If you have a problem with the procedure described in the TigerGraph Platform

Installation Guide, please contact support@tigergraph.com zand summarize your issue
in the email subject.

Getting Started and Basics
| need help installing the system.

What version of the TigerGraph platform am | running?
Use the following command:

$ gsql --version
To see the version numbers of individual components of the platform:

$ gadmin version

How do I upgrade from an earlier version?

Each release comes with documentation addressing how to perform an upgrade. Contact
support@tigergraph.com ~for help in your specific situation. As of this writing (May
2018), the TigerGraph Platform is releasing version 2.0, which is a major revision.

I'm not sure how to run the TigerGraph system.

If you correctly installed the system and are now logged in as the TigerGraph system user,
you should be able to enter the GSQL shell by typing the gsql command from an
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operating system prompt. If this command has never worked, then probably the
installation was not successful. If it works but you are not sure what to do next, please
see the GSQL Demo Examples guide.

The system does not seem to be running correctly.

If you believe you have installed the system correctly (e.g., you followed the TigerGraph
Platform Installation Guide and received no errors, and the gsql and gadmin
commands are now recognized), then please contact support@tigergraph.com »and
summarize your issue in the email subject.

Do | need to start the TigerGraph servers (e.g., GPE, GSE) to
run the system?

Different servers are needed for different purposes, but the TigerGraph should
automatically turn services on and off as needed. Please be sure that the Dictionary (dict)
server is on when using the TigerGraph system:

To check the status of servers:

$ gadmin status

Does the TigerGraph system have in-tool help?

Yes. For the GSQL shell and language, first enter the shell (type gsql from an operating
system prompt). Then type the help command,e.g.,

HELP

This gives you a short list of commands. Note that "help" itself is one of the listed
commands; there are help options to get more details about BASIC , QUERY
commands. For example,

HELP QUERY
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lists the command syntax for queries. See the "System Basics" section of the GSQL
Language Reference, Part 1: Defining Graphs and Loading Data. The  gadmin
administration tool also has a help menu and a manual page:

$ gadmin -h

$ man gadmin

Is the GSQL language case sensitive?

User-defined identifiers are case-sensitive. For example, the names Usexr and usexr are
different. The GSQL language keywords (e.g., CREATE, LOAD, VERTEX) are not case-
sensitive, but in our documentation examples, we generally show keywords in ALL CAPS
to make them easy to distinguish.

What are the rules for naming identifiers?

An identifier consists of letters, digits, and the underscore. Identifiers may not begin with
a digit. Identifiers are case sensitive. Special naming rules apply to accumulators (see
the Query section).

When are quotation marks required? Single or double
quotes?

The general rule is that string literals within the GSQL language are enclosed in double
quotation marks. For data that is to be imported (not yet in the GSQL data store), the
GSAQL loading language lets the user specify how data fields are delimited within your
input files. The loading language has an option to specify whether single quotes or double
quotes are used to mark strings. For more help on loading, see the "Loading Data" section
of this document or of the GSQL Language Reference, Part 1: Defining Graphs and
Loading Data .

Can | run GSQL Shell commands in batch command?
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Yes. You can create a text file containing a sequence of GSQL commands and then
execute that file. To execute from outside the shell:

$ gsql filename
To execute the command file from within the shell:
@filename

See also the "Language Basics" and "System Basics" sections of the GSQL Language
Reference, Part 1: Defining Graphs and Loading Data document.

| have a long command line. Can | split it into multiple lines?

Yes. Normally, an end-of-line character triggers execution of a line. You can use the
BEGIN and END keywords to mark off a multi-line block of text that should not be
executed until END is encountered.

This is an example of a loading statement split into multiple lines using BEGIN and END:

BEGIN
CREATE ONLINE_POST JOB loadl FOR GRAPH LaborForce {
LOAD
TO VERTEX user VALUES ($0, _, _, ),
TO VERTEX occupation VALUES ($0, _),
TO EDGE user_occupation VALUES ($0, $1);

END

Defining a Graph Schema

What are the components of a graph schema?

201



5/13/25,1:39 PM TigerGraph Documentation

A TigerGraph graph schema consists of (A) one or more vertex types, (B) one or more
edge types, and (C) a graph type. Each edge type is defined to be either DIRECTED or
UNDIRECTED. The graph type is simply the list of vertex types and edges types which may
exist in the graph. For more: See the section "Defining a Graph Schema" in the GSQL
Language Reference, Part 1: Defining Graphs and Loading Data . Below is an example of
a graph schema containing two vertex types, one edge type, and one graph type:

CREATE VERTEX user (PRIMARY_ID user_id UINT, age UINT, gender STRING, post
CREATE VERTEX occupation (PRIMARY_ID occ_id STRING, occ_name STRING)
CREATE UNDIRECTED EDGE user_occupation (FROM user, TO occupation)

CREATE GRAPH LaborForce (user, occupation, user_occupation)

Alternately, a generic CREATE GRAPH statement can be used:

CREATE GRAPH LaborForce (%)

Should | model this data field as an attribute or as a vertex
type?

Property graphs can model data fields ("properties") as either a property of a vertex or
edge or as a vertex linked to other vertices. If your property relates to an edge, it should be
an attribute of that edge (for example, a Date attribute of a CustomerBoughtProduct
edge). If your property relates to a vertex, you have a choice. The optimal choice depends
on how you will typically use this attribute in your application. If you will frequently search
or filter based on that data, we suggest your treat it as a separate vertex type. Otherwise,
we recommend modeling this data as an attribute of the principal vertex.

What data types do you support for vertex and edge
attributes?

Each attribute of a vertex or edge has an assigned data type. v0.8 of the TigerGraph adds
support for many more attribute types.: DATETIME, UDT, and container types LIST, SET,
and MAP. The following is an abbreviated list. For a complete list and description, see the
section "Attribute Data Types" of the GSQL Language Reference, Part 1: Defining Graphs
and Loading Data .
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Primitive Types Advanced Types Complex Types

INT

UINT User-Defined Tuple (UDT)
FLOAT STRING COMPRESS LIST

DOUBLE DATETIME SET

BOOL MAP

STRING

Discontinued Feature

The UINT_SET and STRING_SET COMPRESS types have been discontinued since there is now
equivalent functionality from the more general SET and SET types.

Can | define and load multiple graph schemas?

Starting with v1.2, the TigerGraph MultiGraph service, an add-on option, supports logical
partitions of one unified master graph. Each partition is treated as an independent graph,
with its own set of user privileges. Graphs can overlap, to create a shared data space.

How many vertex and edge types can | include in a graph?

For performance reasons, we recommend to keep the number of different vertex and edge
types under 5,000. The upper limit for the number of different vertex and edge types is
approximately 10,000, depending on the complexity of the types.

How do | check the definition of the current schema?

From within the GSQL Shell, the 1s command lists the catalog : the vertex type, edge
type, and graph type definitions, job definitions, query definitions, and some system
configuration settings. If you have not set your active graph, then 1s will show only item
which have global scope. To see graph-specific items (including loading jobs and
queries), you must define an active graph.
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How do | modify my graph schema?

The GSQL language includes ADD, ALTER, and DROP commands. See the section "Update
Your Data" in the GSQL Demo Examples or the section "Modifying a Graph Schema" in the
GSQL Language Reference, Part 1: Defining Graphs and Loading Data for details. Note
that altering the graph schema will invalidate your old data loading and query jobs. You
should create and install new loading and query jobs.

How do | delete my entire graph schema?

To delete your entire catalog, containing not just your vertex, edge, and graph type
definitions, but also your loading job and query definitions, use the following command:
GSQL> DROP ALL

To delete just your graph schema, use the DROP GRAPH command:
GSQL> DROP GRAPH gi

UPDATE Deleting the graph schema also erases the contents of the graph store. To erase
the graph store without deleting the graph schema, use the following command:

GSQL> CLEAR GRAPH STORE

See also " How do | erase all data? "

Loading Data

How do | load data?

See the GSQL Demo Examples for introductory examples. See GSQL Language Reference,
Part 1: Defining Graphs and Loading Data for the complete specifications. We also have a
cheatsheets: see GSQL Cheatsheets.

e Which loading method should | use?
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Created 01 May 2018

Beginning with v2.0, the TigerGraph platform introduces an extended syntax for defining
and running loading jobs which offers several advantages:

e The TigerGraph platform can handle concurrent loading jobs, which can greatly
increase throughput.

e The data file locations can be specified at compile time or at run time. Run-time
settings override compile-time settings.

¢ Aloading job definition can include several input files. When running the job, the user
can choose to run only part of the job by specifying only some of the input files.

e Loading jobs can be monitored, aborted, and restarted.

The syntax for pre-v2.0 online loading and offline loading will be supported through v2.x,
but they are deprecated.

e Why has Offline loading been deprecated?

Online loading is preferred. Online loading can do everything that offline loading can do,
plus it has the following advantages:

1. Can run while other graph operations are in progress.

2. Uses multithreaded execution for faster performance.

3. Does not need to turn the GPE off, which saves time.

4. lts data source is specified at run time rather than at compile time.
5

. Can add data to an existing graph.

What are the syntax differences between v2.0 loading and
older online & offline loading?

Offline loading is deprecated and is now being emulated by online loading. Therefore,
there is no performance difference.

Here are the main differences between the styles. Note that v2.0 is superficially similar to
old offline loading, but it also supports run-time filenames. The actual behavior and
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performance of v2.0 loading is online loading with concurrency.

Syntax Detail

CREATE JOB
statement

input source filename

HEADER,
SEPARATOR, EOL,
QUOTE parameters

v2.0 Loading

Keyword LOADING is
used:

CREATE LOADING
JOB job_name FOR
GRAPH graph_name
i...

LOAD statement
must refer to a valid
filepath or to a file
variable. LOAD
"myFilel" TO ...
LOAD fileVar2 TO
... Filepath can
specify one or more
machines in a
cluster. Optional
DEFINE FILENAME
statement to define a
file variable. File
variables can be
set/overridden at run
time: RUN myJob
USING
f1="myFilel",
f2="myFile2"

These parameters
appear at the end of
the LOAD statement:
LOAD "myFile" TO
. USING
SEPARATOR=", ",
QUOTE="double"

Online

Keyword
ONLINE_POST is
used:

CREATE
ONLINE_POST JOB
job_name FOR GRAPH

graph_name {...

Filename appears in
the USING clause in
the RUN statement,
so one JOB can
handle only one input
file: RUN myJob
USING
FILENAME="myFile"

These parameters
appear at the end of
the RUN statement:
RUN myJob USING
FILENAME="myFile",
SEPARATOR=",",
QUOTE="double"

Offline

Keyword LOADING is
used:

CREATE LOADING
JOB job_name FOR
GRAPH graph_name
i...

Filename appears in
the LOAD statement,
so one JOB can
handle multiple input
files if it has multiple
LOAD statements:

LOAD "myFilel" TO

. LOAD "myFile2"

TO ...

These parameters
appear at the end of
the LOAD statement:

LOAD "myFile" TO
. USING

SEPARATOR=",",

QUOTE="double"

How do | convert an offline loading job to an online loading
job?
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See the offline2online command, described in GSQL Language Reference, Part 1: Defining
Graphs and Loading Data .

What types of data can be read?

The GSQL data loader reads text files organized in tabular or JSON format . Each field may
represent numeric, boolean, string, or binary data. Each data field may contain a single
value or a list of values (see How do / split a data field containing a list of values into
separate vertices and edges?).

What is the format of an tabular input data file?

Each tabular input data file should be structured as a table, in which each line represents a
row, and each row is a sequence of data fields, or columns. A data field can contain string
or numeric data. To represent boolean values, 0 or 1 is expected. A header line may be
included, to associate a name with each column. A designated character separates
columns. For example, if the designated separator character is the comma, this format is
commonly called CSV, for Comma-Separated Values. Below is an example of a CSV file
with a header. The uid columnisint type, name is string type, avg_score is float type,
and is_member is boolean type. See simple examples in Real-Life Data Loading and
Querying Examples and a complete specification in the section "Creating a Loading Job" in
GSQL Language Reference, Part 1: Defining Graphs and Loading Data .

uid,name,avg_score,is_member
100, "Lee, Tom",48.5,1

101, "Wu, Ming",33.9,0

102, "Gables, Anne", 72.2,1

/N The loader does not filter out extra white space (spaces or tabs). The user should filter out
extra white space from the files before loading into the TigerGraph system.

How should data fields be separated?
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The data field (or token) separator can be any single ASCII character, including one of the
non-printing characters. The separator is specified with the SEPARATOR phrase in the
USING clause. For example, to specify the semicolon as the separator:

USING SEPARATOR=";"

To specify the tab character, use \t . To specify any ASCII character, use \nn where nn
is the character's ASCII code, in decimal. For example, to specify ASCII 30, the Record
Separator (RS):

USING SEPARATOR="\30"

Should fields be enclosed in quotation marks?

TigerGraph does not require fields to be enclosed in quotation marks, but is it
recommended for string fields. If the QUOTE option is enabled, and if the loader finds a
pair of quotation marks, then the loader treats the text within the quotation marks as one
value, regardless of any separation characters that may occur in the value. The user must
specify whether strings are marked by single quotation marks or double quotation marks.
USING QUOTE="single"
or
USING QUOTE="double"

For example, if SEPARATOR="," and QUOTE="double" are set, then when the following
data are read,

uid,name,avg_score,is_member
100, "Lee, Tom",48.5,1

101, "Wu, Ming",33.9,0

102, "Gables, Anne,"72.2,1

"Lee, Tom" will be read as a single field. The comma between Lee and Tom will not
separate the field.

Does the GSQL Loader automatically interpret quotation
marks as enclosing strings?

No. You must specify either QUOTE="single" or QUOTE="double"
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What are the parameters (in the USING clause) for a loading

job?

The following three parameters should be considered for every loading job from a tabular

input file:

Parameter

SEPARATOR

HEADER

QUOTE

Meaning of value

specifies the special
character that
separates tokens
(columns) in the data
file

whether the data
file's first line is a
header line which
assigns names to the
columns.

In offline loading, the
Loader reads the
header line to obtain
mnemonic names for
the columns. In
online loading, the
Loader just skips the
header line.

specifies whether
strings are enclosed
in

single quotation
marks: ‘'a string'
or double quotation
marks: "a string"

Allowed values

any single ASCII
character

"true”, "false"

"single",
"double"

Comments

Required.
"\t" fortab
"\nn" for ASCII
decimal code nn

Default = "false"

Optional; no default
value.

The next two parameters, FILENAME and EOL are required if the job is an ONLINE_POST

job:

Parameter

Meaning of value

Allowed values

Comments
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Required for online

FILENAME name of input data any valid path to a loading.
file data file Not allowed for
offloading loading
Default = "\n"
the end-of-line (system-defined
EOL any ASCII sequence

character newline character or

All of the these five parameters are combined into one USING clause with a list of

parameter/value pairs. The parameters may appear in any order.
USING parameterl="valuel", parameter2="value2",... , parameterN="valueN"

The location of the USING clause depends on whether the job is an offline loading job or
an online loading job. For offline loading, the USING clause appears at the end of the LOAD

statement. For example:

CREATE LOADING JOB loadl FOR GRAPH LaborForcefi
LOAD "jobs.csv" TO VERTEX occupation VALUES ($0, $1) USING HEADER="true'

%

For online loading, the USING clause appears at the end of the RUN statement

CREATE ONLINE_POST JOB load2 FOR GRAPH LaborForcef
LOAD TO VERTEX occupation VALUES ($0, $1);

§
RUN JOB load2 USING FILENAME="./jobs.csv", HEADER="true", SEPARATOR="|", (

My data file doesn't have a header but I still want to name the
columns.

You can define a header line (a sequence of column names) within a loading job using a
DEFINE HEADER statement, such as the following:

DEFINE HEADER headl = "jobId", "jobName";
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This statement must appear before the LOAD statement that wishes to use the header
definition. Then, the LOAD statement must set the USER_DEFINED_HEADER parameter in
the USING clause. A brief example is shown below:

CREATE ONLINE_POST JOB load2 FOR GRAPH LaborForcei

DEFINE HEADER headl = "jobId", "jobName";

LOAD TO VERTEX occupation VALUES ($"jobId", $"jobName") USING USER_DEFIM
§

How do | identify and refer to the input data fields?

Input data fields can always be referenced by position. They can also be referenced by
name, if a header has been defined.

o Position-based reference: The leftmost field is $0 , the next oneis $1 , and so on.

o Name-based reference: $"name" ,where name is one of the header column
names.

For example, if the header is
abc,def, ghi

then the third field can be referred to as either $2 or $"ghi"

How do I split (flatten) a data field containing a list of values
into separate vertices and edges?

First, to clarify the task, consider a graph schema with two vertex types, Book and Genre,
and one edge type, book_genre:

create_book_schema.gsql

CREATE VERTEX Book (PRIMARY_ID bookcode STRING, title STRING)
CREATE VERTEX Genre (PRIMARY_ID genre_id STRING, genre_name STRING)
CREATE UNDIRECTED EDGE book_genre (FROM Book, TO Genre)

CREATE GRAPH book_rating (Book, Genre, book_genre)
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Further, each row of the input data file contains three fields: bookcode, title, and genres,
where genres is a list of strings associated with the book. For example, the first few lines
of the data file could be the following:

book.dat

bookcode|title|genres
101| "Harry Potter and the Philosopher's Stone"|fiction,fantasy,young adult
102|"The Three-Body Problem"|fiction,science fiction,Chinese

The data line for bookcode 101 should generate one Book instance ("Harry Potter and the
Philosopher's Stone"), four Genre instances ("fiction", "adventure’, "fantasy", "young adult"),
and four Book_Genre instances, connecting the Book instance to each of the Genre
instances. This process of creating multiple instances from a list field (e.g., the genres

field) is called flattening .

To flatten the data, we use a two-step load. The first LOAD statement uses the flatten()
function to split the multi-value field and stores the results in a TEMP_TABLE. The second
LOAD statement takes the TEMP_TABLE contents and writes them to the final edge type.

load_books.gsql

CREATE ONLINE_POST JOB load_books FOR GRAPH book_rating %
LOAD
TO VERTEX Book VALUES (%0, $1),
TO TEMP_TABLE t1(bookcode,genre) VALUES ($0, flatten($2,",",1));

LOAD TEMP_TABLE t1
TO VERTEX Genre VALUES($"genre", $"genre"),
TO EDGE book_genre VALUES($"bookcode", $"genre");
$
RUN JOB load_books USING FILENAME="book.dat", SEPARATOR="|", HEADER="true'

The flatten function has three arguments: (field_to_split, separator,
number_of_parts_in_one_field). In this example, we want to split $2 (genres), the
separator is the comma, and each field has only 1 part. So, the flatten function is called
with the following arguments: flatten($2, ",",1) . Usingthe example of data file,
TEMP_TABLE t1 will then contain the following:

bookcode genre

212



5/13/25,1:39 PM TigerGraph Documentation

101 fiction

101 adventure
101 fantasy

101 young adult
102 fiction

102 science fiction

1NN NhimAana

The second LOAD statement uses the TEMP_TABLE t1 to generates Genre vertex
instances and book_genre_instances. While there are 7 rows shown in the sample
TEMP_TABLE, only 6 Genre vertices will be generated, because there are only 6 unique
values; "Fiction" appears twice. Seven book_genre edges will be generated, one for
each row in the TEMP_TABLE.

There is another version of the flatten function which has four arguments and which
supports a two-level grouping. That is, the field contains a list of groups, each group
composed of N subfields. The arguments are (field_to_split, group_separator,
sub_field_separator, number_of_parts_in_one_group). For example, suppose the data line
were organized this way instead:

book?2.dat

bookcode|title|genres
101 | "Harry Potter and the Philosopher's Stone"|FIC:fiction,ADV:adventure,F
102|"The Three-Body Problem"|FIC:fiction,SF:science fiction,CHN:Chinese"

Then the following loading statements would be appropriate:

load_books2.gsql
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CREATE ONLINE_POST JOB load_books2 FOR GRAPH book_rating %
LOAD
TO VERTEX Book VALUES ($0, $1),
TO TEMP_TABLE t1(bookcode,genre_id,genre_name) VALUES ($0, flatten(y

LOAD TEMP_TABLE t1
TO VERTEX Genre VALUES($"genre_id", $"genre_name"),
TO EDGE book_genre VALUES($"bookcode", $"genre_id");

£
RUN JOB load_books2 USING FILENAME="book2.dat", SEPARATOR="|", EOL="\n"

Can the TigerGraph system load data from a streaming
source?

Yes. Use online loading. Specifically, online loading lets you define a general loading
process without naming the data source. Every time you call an online loading job, you
name the source file. It can be a different file each time, or it can be the same file, if the
contents of the file are changing over time. Also, if it happens that the loader re-reads a
data line that it has encountered before, it will just reload the data (except for container
attributes, e.g., a LIST attribute, using a reduce() loading function. In that case, there is an
accumulative effect for re-reading a data line).

| want to compute an attribute value. What built-in functions
are available?

The GSQL Loading includes some built-in token functions (a token is one column or field
of a data input line.) A user can also define custom token functions. Please see the
section "Built-In Loader Token Functions" in the GSQL Language Reference, Part 1:
Defining Graphs and Loading Data .

Do | need a one-to-one correspondence between input files
and vertex types and edge types?

No. One of the advantages of the TigerGraph loading system is the flexible relationship
between input files and resulting vertex and edge instances. In general, there is a many-to-
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many relationship: one input file can generate many vertex and edge types.

From the LOAD statement perspective for a online loading job:

LOAD
TO VERTEX vertex_type VALUES (attr_expr...) [WHERE conditions],

A

TO VERTEX vertex_typeN VALUES (attr_expr...) [WHERE conditions],

TO EDGE edge_type VALUES (attr_expr...) [WHERE conditions] [OPTION (opt
TO EDGE edge_typeN VALUES (attr_expr...) [WHERE conditions] [OPTION (opt
[Parsing_Conditions];

e Each LOAD statement refers to one input file.

e Each LOAD statement can have one or more resulting vertex types and one or more
resulting edge types.

e Hence, one LOAD statement can potentially describe the one-to-many mapping from
one input file to many resulting vertex and edge types.

e Itis not necessary for every input line to always generate the same set of vertex types
and edge types. The WHERE clause in each TO VERTEX | TO EDGE clause can be used
to selectively choose and filter which input lines generate which resulting types.

Updating and Modifying Data

How can |l insert / load more data?

If there is already data in the graph store and you wish to insert more data, you have a few
options. First, if you have bulk data stored in a file (local disk, remote or distributed
storage), you can us e Online Loading .

Second, if you have a few specific insertions, you can use the Upsert da ta command in
the RESTPP API User Guide . For Upsert, the data must be formatted in JSON format.

Third, you can write a query containing INSERT statements. The syntax is similar to SQL

INSERT. (See GSQL Language Reference Part 2 - Querying . ) The advantage of query-
based INSERT is that the details (id values and attribute values) can be determined at run
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time and even can be based on an exploration and analysis of the existing graph. The
disadvantage is that the query-insert job must be compiled first and data values must
either be hardcoded or supposed as input parameters.

How can | modify the graph schema?

You can modify the schema in several ways:

e Add new vertex or edge types
e Drop existing vertex or edge types

e Add or drop attributes from an existing vertex or edge type
/N Any schema change can invalidate existing loading jobs and queries.

See the section "Modifying a Graph Schema" in GSQL Language Reference Part 1 -
Defining Graphs and Loading Data .

How do | modify data?

To make a known modification of a known vertex or edge:
Option 1) Make a RESTPP endpoint request, to the POST /graph or DELETE /graph
endpoint. See the RESTPP API User Guide .

Option 2) The Loading language includes an upsert command. The UPSERT statement
performs a combined modify-or-add operation, depending on whether the indicated vertex
or edge already exists. Examples of UPSERT are described in the GSQL Demo Examples
document. The GSQL Language Reference Part 1 - Defining Graphs and Loading Data
provides a full specification .

Option 3) The query language now includes an UPDATE statement which enables
sophisticated selection of which vertices and edges to update and how to update them.
Likewise, there is an INSERT statement in the query language. See the GSQL Language
Reference Part 2 - Querying .
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How do | selectively delete data?

You can write a query which selects vertices or edges to be deleted. See the DELETE
subsections of the "Data Modification Statements" section in GSQL Language Reference
Part 2 - Querying .

How do | erase all the data?

If you wish to completely clear all the data in the graph store, use the CLEAR GRAPH STORE
-HARD command. Be very careful using this command; deleted data cannot be restored
(except from a Backup). Note that clearing the data does not erase the catalog definitions
of vertex, edge, and graph types. See also " How do | delete my entire graph schema? "

-HARD must be in all capital letters.

Querying

Is there more than one TigerGraph query language?

Yes. The GSQL Query Language is a full-featured graph query-and-data-computation
language. In addition, there is a small lightweight set of built-in query commands that can
inspect the set of stored vertices and edges, but these built-in commands do not support
graph traversal (moving from one vertex to another via edges). We refer to this as the
Standard Data Manipulation API or the Built-in Query Language (described in RESTPP API
User Guide and the GSQL Demo Examples )

What is the basic syntax for the TigerGraph query language?

For a first-time user: See the documents GSQL Demo Examples and then GSQL Language
Reference Part 2 - Querying .

For users with some experience, a reference card is now available: GSQL Query Language
Reference Card.
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Is GSQL a query language or a programming language?

The GSQL Query Language supports powerful graph querying, but it is also designed to
perform powerful computations. GSQL is Turing-complete, so it can be considered a
programming language. It can be used for simple SQL-like queries, but it also features
control flow (IF, WHILE, FOREACH), procedural calls, local and global variables, complex
data types, and accumulators to enable much more sophisticated use.

What types of accumulators are available?

Three new types were introduced in v0.8: GroupByAccum, BitwiseAndAccum, and
BitwiseOrAccum. Version 0.8.1. added ArrayAccum. This is a quick summary. For a more
detailed explanation, see the "Accumulator Types" section of GSQL Language Reference
Part 2 - Querying .

In the following table, baseType means any of the following: INT, UINT, FLOAT, DOUBLE,
STRING, BOOL, VERTEX, EDGE, JSONARRAY, JSONOBJECT, DATETIME

Accumulators data types
SumAccum INT, UINT, FLOAT, DOUBLE, STRING
MaxAccum, MinAccum INT, UINT, FLOAT, DOUBLE, VERTEX
AvgAccum INT, UINT, FLOAT, DOUBLE (output is DOUBLE)
AndAccum, OrAccum BOOL
BitwiseAndAccum, BitwiseOrAccum INT (acting as a sequence of bits)
ListAccum, SetAccum, BagAccum baseType, TUPLE, STRING COMPRESS
ArrayAccum accumulator, other than MapAccum,
HeapAccum, or GroupByAccum
key: baseType, TUPLE, STRING COMPRESS
MapAccum value: baseType, TUPLE, STRING COMPRESS,

ListAccum, SetAccum, BagAccum, MapAccum,
HeapAccum
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HeapAccumc< tuple_type >(heapSize, sortKey |,

TUPLE
sortKey_i]*)

key: baseType, TUPLE, STRING COMPRESS

GroupByAccum accumulator: ListAccum, SetAccum,
How do | use accumulators?
See the section "Accumulators” in the GSQL Language Reference Part 2 - Querying

document.

How do I reference the ID fields of a vertex or edge in a built-
in query?

Vertex and edge IDs (i.e., the unique identifier for each vertex or edge) are treated
differently than user-defined attributes. Special keywords must be used to refer to the
PRIMARY_ID, FROM, or TO id fields.

Vertices :

In a CREATE VERTEX statement, the PRIMARY_ID is required and is always listed first.
User-defined attributes are optional and come after the required ID fields.

CREATE VERTEX Book (PRIMARY_ID bookcode STRING, title STRING)
CREATE VERTEX Genre (PRIMARY_ID genre_id STRING, genre_name STRING)
CREATE UNDIRECTED EDGE book_genre (FROM Book, TO Genre)

CREATE GRAPH book_rating (Book, Genre, book_genre)

In a built-in query, if you wish to select vertices by specifying an attribute value, you use
the attribute name (e.g., title):

SELECT %« FROM Book WHERE title=="The Three-Body Problem"

In contrast, if you wish to reference vertices by the id value, the lowercase keyword
primary_id must be used. Note that that query does not use the id name pid
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SELECT * FROM Book WHERE primary_id=="101"

Edges:

In a CREATE EDGE statement, the FROM and TO vertex identifiers are required and are
always listed first. The FROM and TO values should match the PRIMARY_ID values of a
source vertex and a target vertex. In the example below, rating and date_time are
user-defined optional attributes.

CREATE UNDIRECTED EDGE book_genre (FROM Book, TO Genre, rating uint, date_

In a query, if you wish to select edges by specifying their FROM or TO vertex values, you
must use the lowercase keywords from_id or to_id .

SELECT * FROM Book- (book_genre)->Genre WHERE from_id=="101"

What is the format of data returned by a query?

The data are in JSON format. See the section "Output Statements" in the GSQL Language
Reference Part 2 - Querying .

Is there an output size limit for a data query?

Yes. The maximum output size for a query is 2GB. If the result of a query would be larger
than 2GB, the system may return no data. No error message is returned.

Also, for built-in queries (using the Standard Data Manipulation REST API), queries return
at most 10240 vertices or edges.

How and when do | use INSTALL QUERY and INSTALL
QUERY -OPTIMIZE?
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INSTALL QUERY query_name is required for each GSQL query, after its initial CREATE
QUERY query_name statement and before using RUN QUERY query_name . After INSTALL
query has been executed, RUN QUERY can now be used.

Anytime after INSTALL QUERY, another statement, INSTALL QUERY -OPTIMIZE can be
executed once. This operation optimizes all previously installed queries, reducing their run
times by about 20%.

Should | run INSTALL QUERY -OPTIMIZE?

Optimize a query if query run time is more important to you than query installation time.

The initial INSTALL QUERY operation runs quickly. This is good for the development
phase.

The optional additional operation INSTALL QUERY -OPTIMIZE will take more time, but it
will speed up query run time. This makes sense for production systems.

Legal:

CREATE QUERY queryl...
INSTALL QUERY queryl
RUN QUERY queryl(...)

INSTALL QUERY -OPTIMIZE # (optional) optimizes run time performance foz
RUN QUERY queryl(...) # runs faster than before

lllegal:

INSTALL QUERY -OPTIMIZE query_name
Can multiple users install queries at the same time?

In short, yes. They will not be executed at the same time, but the installations will be
queued by the order in which they were received.
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Can | make a 2-dimensional (or multi-dimensional) array?

Yes. A ListAccum is like an array, a 1-dimensional array. If you nest ListAccums as the
elements within an outer ListAccum, you have effectively made a 2-dimensional array.
Please read Section "Nested Accumulators" in the GSQL Language Reference Part 2 -
Querying for more details. Here is an example:

CREATE QUERY nestedAccumEx() FOR GRAPH anyGraph {
ListAccum<ListAccum<INT>> @@_2d_list;
ListAccum<ListAccum<ListAccum<INT>>> @@_3d_list;
ListAccum<INT> @@_1d_list;

SumAccum <INT> @@sum = 4;

@@_1d_list += 1;

@@_1d_list += 2;

// add 1D-1list to 2D-1list as element
@@_2d_list += @@_1d_list;

// add 1D-enum-1list to 2D-list as element
@@_2d_list += [@@sum, 5, 6];

// combine 2D-enum-1list and 2d-1list
@@_2d_list += [[7, 8, 91, [10, 111, [12]1];

// add an empty 1D-list
@@_1d list.clear();
@@ _2d list += @@_1d_list;

// combine two 2D-1list
@@ _2d list += @@_2d 1list;

PRINT @@_2d list;
// test 3D-list
@@ _3d_list += @@_2d 1list;

@@_3d_list += [[7, 8, 9], [10, 11], [12]];
PRINT @@_3d_list;

Can | make nested container Accumulators?
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Yes, please read Section "Nested Accumulators" in the GSQL Language Reference Part 2 -
Querying for more details. There are seven types of container accumulators: ListAccum,
SetAccum, BagAccum, MapAccum, ArrayAccum HeapAccum, and GroupByAccum. Here
the allowed combinations:

e ListAccum can contain ListAccum.

e MapAccum and GroupByAccum can contain any container accumulator except
HeapAccum.

e ArrayAccum is always nested.

Here is an example:

CREATE QUERY nestedMap() FOR GRAPH anyGraph

1
MapAccum<String, MapAccum<int, String>> @@testMap;

@@testMap += ("m1" -> (0 -> "valuel"));
@@testMap += ("m1" -> (1 -> "value2"));
@@testMap += ("m2" -> (2 -> "value3"));

IF @@testMap.containsKey("ml1") THEN

PRINT @@testMap.get("mi");
END;

//for map, we can get it's value, and then, get the value's key.
PRINT @@testMap.get("ml").get(0Q);

Testing and Debugging

How can | validate a loading job?

To write a loading job, you must know the format of the input data files, so that you can
describe to GSQL how to parse each data line and convert it into vertex and edge
attributes. To validate a loading job, that is, to check that the actual input data meet your
expectations, and that they produce the expected vertices and edges, you can use two
features of the RUN JOB command: the -DRYRUN option and loading a specified range of
data lines.
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The full syntax for an (offline) loading job is the following:
RUN JOB [-DRYRUN] [-n [ first 1ine_num ,] last_line_num ]  job_name

The -DRYRUN option will read input files and process data as instructed by the job, but it
does not store data in the graph store.

The -n option limits the loading job to processing only a range of lines of each input
data file. The selected data will be stored in the graph store, so the user can check the
results. The -n flag accepts one or two arguments. For example,

-n 50 means read lines 1 to 50.

-n 10,50 means read lines 10 to 50.
The special symbol $ is interpreted as "last line", so -n 10,$ means reads from line 10
to the end.

Where are the logs?

The following command lists the log locations of the log files:
gadmin log

If the platform has been installed with default file locations, so that <TigerGraph_root_dir>
= /home/tigergraph/tigergraph, then the output would be the following:

GPE : /home/tigergraph/tigergraph/logs/gpe/gpel.out

GPE : /home/tigergraph/tigergraph/logs/GPE_1_1/log.INFO

GSE : /home/tigergraph/tigergraph/logs/gse/gsel.out

GSE : /home/tigergraph/tigergraph/logs/GSE_1_1/log.INFO

RESTPP : /home/tigergraph/tigergraph/logs/restpp/restppl.out

RESTPP : /home/tigergraph/tigergraph/logs/RESTPP_1_1/log.INFO

RESTPP : /home/tigergraph/tigergraph/logs/RESTPP-LOADER_1_1/1log.INFO
GSQL : /home/tigergraph/tigergraph/logs/gsql_server_log/GSQL_LOG

(3 As of v2.4, the GSQL log files have been moved in order to keep all logs in a standard
directory.
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GPE : general system performance logs.
GSE : Graph services logs.

RESTPP : REST API call logs.

GSQL : General GSQL logs.

Where are the log files of loading runs?

Each loading run creates a log file, stored in the folder
<TigerGraph_root_dir>/dev/gdk/gsql/output. The filename load_output.log is a link to the
most recent log file. This file contains summary statistics on the number of lines read, the
vertices created, and various types of errors encountered. Or, you can type a shell
command to find log paths "gadmin log".

What are in the log files?

The log files record detailed internal operations and state information in response to user
actions. They provide vital information for diagnosing and debugging your system. All log
files can be found in the /home/tigergraph/tigergraph/logs directory. Through typing the
command gadmin log, you will be given all the file paths of the most commonly used log
files.

GPE Logs - Graph Processing Engine Logs
GSE Logs - Graph Storage Engine Logs
GSQL Logs - System & Query Logs
RESTPP Logs - API call Logs

NGINX Logs - HTTP Request Logs

VIS Logs - GraphStudio Logs
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MultiGraph Overview

Version 1.2 to 2.3. Copyright © 2019. All Rights Reserved.

e Multiple Tenancy : Use one TigerGraph instance to support several completely
separate data sets, each with its own set of users. Each user community cannot see
the other user communities or other data sets.

e Fine-grained privileges on the same set of data : Role-based access control, available
on single graphs, grants permission for the privilege to run queries (include data
modification queries). In a single graph scheme, there is not a way to say "Query X can
be run by some users but not by others." Using multiple graphs defined over the same
set of data, each graph can have its own set of queries and own set of users, in effect
customizing who can run which queries.

e Overlapping graphs : Graphs can partially overlap, to enable a combination of shared
and private data.

e Hierarchical subgraphs : A Graph X can be defined to cover the domains of Graphs Y
and Z, that is, Graph X = (Graph Y) U (Graph Z). This provides an interesting way to
describe a data partitioning or parent-child structure. (This is not the same as defining
sub-classes of data types; data types are still independent.)

() MultiGraph service is available in the Enterprise Edition only.

Beginning with Version 1.2, one TigerGraph instance can manage multiple graphs, each
with its own set of user privileges. This first-of-its-kind capability, dubbed MultiGraph, is
available as an optional service in the Enterprise Edition of the TigerGraph platform.
MultiGraph enables several powerful use cases:

If you implement only one graph now, you can upgrade to MultiGraph and add additional
graphs at any time, without having to redo your existing design.

(@) While the system has the inherent capability of managing multiple graphs, the ability of users
to create more than one graph may depend on your license key.

To support the new MultiGraph capabilities, a few changes to the previous specifications are
necessary. These changes affect all users, even if only a single graph is deployed. We advise
all users to read the Concepts and Modified Specifications below.
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There are also several New Commands .

Concepts

Graphs and Graph Domains

A graph is a defined as a set of vertex types and edge types. More precisely, it is all the
vertices and edges of that collection of types. The domain of a graph is its set of vertex
types and edge types. Each graph contains its own data loading jobs and queries, which
do not affect and are not visible to other graphs.

CREATE GRAPH <gname> (<list of vertex types and edge types>)

G NEW

e Itis possible to define multiple graphs. The domains of two graphs may be completely
separate, may overlap, or may coincide exactly.

e ATigerGraph instance with a basic license key can have one graph. A TigerGraph
instance with a MultiGraph license key can create multiple graphs.

e A vertex type or edge type created by a superuser is a global type.

e A superuser can include a global vertex or edge type in one or more graphs. Global types
can be shared among multiple graphs.

e The admin users or designer users for a particular graph can add local vertex types and
edge types to their own graph.

Graph-Specific Roles and Privileges

The TigerGraph system includes several predefined roles. Each role is a fixed and logical
set of privileges to perform operations. In order to access a graph, a user must be granted
a role on that graph. Without a role, a user has no meaningful access.

CHANGES
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e User roles are granted or revoked on a per-graph basis . Each GRANT or REVOKE
statement specifies not only a role but also a graph.

e A user may be granted different roles on different graphs .

e A new top-level role is added: superuser . The superuser automatically has admin
privilege on every graph, and has additional global privileges.

Setting a Working Graph

Previously, there was only one graph, and so all users were automatically able to use that
graph.

G) NEW

e A user must set their working graph in order to access that graph.

e Users who have privileges on more than one graph (including superusers) may only work
with one graph at a time. The GLOBAL SCHEMA_CHANGE JOB stretches this rule.

Note that the CREATE commands for queries, loading jobs, and schema_change jobs have
always required that the graph name be specified, even when there was support for only
one graph. Now, it is clear that these definitions are graph-specific.

New and Modified Specifications

Modified Specifications

If you are a user of an earlier TigerGraph system (v1.1 or earlier), please note the following
specifications have changed.

1. Set the working graph in GSQL: You must always set the working graph, either using
the -g flag with the gsql command, or by using the USE GRAPH command.

2. RESTPP Endpoint changes: Endpoints which pertain to the graph data have been
modified to include the name of the graph in the request URL.
See RESTPP API User Guide .
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3. User Authentication secrets and tokens: The way in which secrets and tokens are
created and used has changed, in order to follow OAuth standards more closely.
See Managing User Privileges and Authentication.

4. Changes to privileges of certain roles: If you had been using only the single default
user with admin privilege, you will not notice any difference. That user has been
promoted to superuser status. If you are making use of users with different roles, note
the following changes in privileges:

e A new top-level role, superuser, is defined. The superuser has admin privilege on
all graphs, and is the only role who can create and modify shared vertex types,
shared edge types, and graphs.

e The architect role is renamed designer .
e The public role is renamed observer .

e The following commands are now shifted from admin and designer roles to the
superuser role:

o CREATE / DROP VERTEX|EDGE|GRAPH
o CLEAR GRAPH STORE
o DROP ALL

e Newly created users no longer automatically have the observer role. They have no
role until explicitly granted one.

5. Inthe CREATE VERTEX statement, the WITH STATS option "outdegree" is no longer
available. "outdegree_by_edgetype" is still supported and is the default.

There are many other details about using the MultiGraph feature, especially if your
application has mulitple users with different roles. In the documentation, the Multiple
Graph logo is placed next to relevant topics:

New Commands

The following commands are new. This section provides only a summary list. For full
details and examples, see the main documentation for the relevant topics.

USE GRAPH <graph_name>
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e For all users

e Sets the given graph as the user's working graph.

USE GLOBAL

e For superusers

e Must be set to have privilege to create and assign global vertex and edge types.

CREATE GLOBAL SCHEMA_CHANGE JOB

e For superusers
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TigerGraph Administrators Guide
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Hardware and Software Requirements
Version 2.2 - 2.3 Copyright © 2019 TigerGraph. All Rights Reserved.

Actual hardware requirements will vary based on your data size, workload and features
you choose to install.

Hardware Requirements

Component Minimum Recommended

Dual-socket multi-core, 2.0
1.8 GHz (64-bit processor) or .
CPU _ GHz (64-bit processors) or
faster multi-core
faster

Memory* 8 GB > 64GB

> 1TB, RAID10 volumes for
Storage* 20 GB better 1/0 throughput.
SSD storage is recommended.

10Gigabit Ethernet adapter for

Network 1 Gigabit Ethernet adapter ) o
inter-node communication

*Actual needs depend on data size. Consult our solution architects for an estimate of
memory and storage needs.

Comments:

e The TigerGraph system is optimized to take advantage of multiple cores.

e Performance is optimal when the memory is large enough to store the full graph and
to perform computations.

e The platform works excellently as a single node. For high availability or scaling, a
multi-node configuration is possible.

Certified Operating Systems
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The TigerGraph Software Suite is built on 64-bit Linux. It can run on a variety of Linux 64-
bit distributions. The software has been tested on the operating systems listed below.
When a range of versions is given, it has been tested on the two endpoints, oldest and
newest. We continually evaluate the operating systems on the market and work to update
our set of supported operating systems as needed. The TigerGraph installer will install its
own copies of Java JDK and GCC, accessible only to the TigerGraph user account, to
avoid interfering with any other applications on the same server.

On-Premises hosting Java JDK version GCC version (C/C++)
RedHat 6.510 6.9 Ves 1.8.0 141 4.8.2
(x64) .8.0_ 8.
RedHat 7.0to0 7.4 v 1.8.0.141 489
(x64) es .8.0_ .8.
Centos 6.510 6.9 v 18.0 141 4.8.2
(x64) es .8.0_ .8.
Centos 7.0to 7.4 Ves 1.8.0 141 4.8.2
(x64) .8.0_ .8.
Ubuntu 14.04 LTS
Ubuntu 16.04 LTS v 18.0 141 484
Ubuntu 18.04 LTS es o5 -
(x64)
Debian 8 (jessie) Yes 1.8.0_141 484

Additionally, we offer Amazon Machine Images (AMI) to run on Amazon EC2. Please
contact us regarding recommended configurations.

Prerequisite Software
Utilities

Before offline installation, the TigerGraph system needs a few basic software packages to
be present.
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. tar, to extract files from the offline package

curl, an alternative way to send query request to TigerGraph

crontab, a basic OS software module which TigerGraph relies on
uuidgen, a tool to creates an universally unique identifier of the server
ip, to configure the network

ssh/sshd, to connect to the server

more, a tool to display the License Agreement

netstat, a basic OS tool to check the network status

semanage, to manage SELinux context of ssh

. sshpass, if you intend to use password login method (P method) instead of ssh key

login method (K method) to install the TigerGraph platform.

If they are not present, contact your system administrator to have them installed on your

target system. For example, they can be installed with one of the following commands.

# Centos or RedHat:
sudo yum install tar curl cronie iproute util-linux-ng net-tools coreutils

# Ubuntu or Debian:
sudo apt install tar curl cron iproute util-linux uuid-runtime net-tools ¢

NTP

If you are running TigerGraph on a multi-node cluster, you must install, configure and run

the NTP (Network Time Protocol) daemon service. This service will synchronize system

time among all cluster nodes.

Firewall

If you are running TigerGraph on a multi-node cluster, you must configure the

iptables/firewall rules to make all tcp ports open among all cluster nodes.

Browser
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Browser Chrome Safari Firefox Opera
Supported

) 54.0+ 11.1+ 59.0+ 52.0+
version

In an on-premises installation, the system is fully functional without a web browser. To run
the optional browser-based TigerGraph GraphStudio User Interface or Admin Portal, you
need an appropriate browser:
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Installation and Configuration

Installation, Cluster Configuration and Scale-out, License Activation
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Installation Guide

Installing Single-machine and Multi-machine systems

This guide describes how to install the TigerGraph platform either as a single node or as a
multi-node cluster. Please use the Table of Contents to go to the appropriate section of

this guide.

e Single Node Installation

e Cluster Installation and Configuration

@ If you are installing the Developer Edition, you can also install a Docker image or a virtual
machine (VirtualBox) image. Your welcome email message will direct you to the appropriate
resources.

Preparation

/N This section is for New Installations. If you are updating from a previous version of the
TigerGraph platform, first read the section below on Upgrading an Existing Installation .

Before you can install the TigerGraph system, you need the following:

1. One or more servers that meets the minimum Hardware and Software Requirements
with regard to operating system, memory and hard disk space, as well as enough
memory and storage to store your graph data.

sudo or root privilege.

A license key provided by TigerGraph (not applicable to Developer Edition)
A TigerGraph system package .

a » WD

If your package is a *tar.gz file, you may need to install some software prerequisites.

Use a BASH shell, otherwise there may be installation issues.
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Obtaining a TigerGraph Package

If you do not yet have a TigerGraph system package, you can request one at

www.tigergraph.com/download/ .

Software Prerequisites for *.tar.gz Packages

If your package is a *tar.gz file, you also need to insure your machine has the following
software prerequisites.

1. Pre-install these basic Linux utilities on your server, if necessary:
e tar
e curl
e ip
* more
e uuidgen
e crontab
e ssh/sshd
* netstat
* semanage
2. I fyou areinstalling a cluster, you also need the following:
e ntpd
e iptables/firewalld

3. If you will use the password login method (P method) instead of ssh key login method
(K method) to install the TigerGraph platform, you will also need the following:

e sshpass

Single Node Installation
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The name of your package may vary, depending on the product edition (e.g., developer or
enterprise) and the version (e.g., 2.0.1). For the examples here, we will assume the name
is tigergraph-x.y.z.tar.gz. Substitute the name of your actual package file.

1. Extract the package:

Example: extract for <version> = x.y.z

tar -xzf tigergraph-x.y.z.tar.gz

2. A folder named tigergraph-<version>-offline (or tigergraph-<version>-
developer) will be created. Change into this folder. To Install with default settings, run
the install.sh script with commands:

Example: Default single-server installation for <version>=2.0.0

# to install enterprise edition
cd tigergraph-*/
sudo ./install.sh -s

# to install developer edition
cd tigergraph-*/
sudo ./install.sh

The installer will ask you a few questions:

e Do you agree to the License Terms and Conditions?

e What is your license key? (not applicable to Developer Edition)

e Do you want to use the default TigerGraph user name or select/create your own?
e Do you want to use the default TigerGraph user password or create your own?

e Do you want to use the default installation folder or select/create your own?

To see what are the default settings, and to see how customize the installation, read the
Installation Options section below.

/N Some license keys are long — over 100 characters long. If you copy-and-paste the license
key, be careful not to accidentally include an end-of-line character.
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3. The installer concludes by using 'su’ to switch to the tigergraph user account.
To confirm correct operation:

1. Try the command gadmin status

If the system installed correctly, the command should report that zk , kafka, dict, ts3,
nginx, gsql, and Visualization are up and ready. Since there is no graph data loaded yet,
gse, gpe, and restpp are not initialized.

2. Try the command gsql --version

4. Basic installation is now finished! Please see Post-Installation Notes below.

Installation Options

The following default settings will be applied if no parameters specified:

e The installer will create a user called tigergraph , with password tigergraph .

e The root directory for the installation (referred to as <TigerGraph.Root.Dir>) is a folder
called tigergraph located in the tigergraph user's home directory, i.e.,
/home/tigergraph/tigergraph .

The installation can be customized by running command line options with the install.sh
script:
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# Installation options of enterprise edition

Usage:

./install.sh (-s|-c) [-u <user>] [-p <password>] [-r <tigergraph_root_dir:
./install.sh -c -n

./install.sh -h

Options:
-h  -- show the help
-u -- TigerGraph user [default: tigergraph]
-p -- TigerGraph password [default: tigergraph]
-r -- TigerGraph.Root.Dir [default: <tigergraph_user_home>/tigergraph]
-1 -- TigexGraph license key
-s -- Single server option: install the tigergraph platform on a singl
-c -- Cluster option: install the tigergraph platform on a cluster
-n  -- Non-interactive option: suppress prompts, and continue installat
-a -- Advanced configuration: apply adv_config.cfg provided by user

[NOTE ]: Using option '-c -n' together will non-interactively install t
on a cluster with all configurations from config file "cluster_config.jsor
In this case, the config file should be modified before installation, and

# Installation options of developer edition

Usage:

./install.sh [-u <user>] [-p <password>] [-r <tigergraph_root_dir>]
./install.sh -h

Options:
-h  -- show the help
-u -- TigerGraph user [default: tigergraph]
-p -- TigerGraph password [default: tigergraph]
-r -- TigerGraph.Root.Dir [default: <tigergraph_user_home>/tigergraph]
-n -- Non-interactive option: suppress prompts, and continue installat

Cluster Installation and Configuration
(Enterprise Edition Only)

TigerGraph cluster configuration enables the graph database to be partitioned and
distributed across multiple server nodes in a local network (not available in the Developer

Edition). The cluster can either be a physical cluster or a network virtual cluster from a
cloud service such as Amazon EC2 or Microsoft Azure.

/\ 1. Theinstallation of TigerGraph 2.x has been validated on Amazon EC2 and Microsoft
Azure and on a physical on-premises cluster. For Amazon EC2, please make sure all tcp
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ports are open among all cluster nodes, otherwise service may not start.

2. InTigerGraph 2.x, the installation machine can be within or outside the cluster. If outside
the cluster, the installation machine should be a Linux machine.

3. Currently, every machine in the cluster must have a sudo user with the same username
and password or SSH key .

4. To install a high-availability cluster (with at least 3 nodes), please set HA.option to be
“true" for non-interactive installation or answer "yes" to HA question for interactive
installation.

5. Do not run the cluster installation script in sudo mode.

During cluster configuration, the user provides the following information:

e The IP address for each server node, e.g., 172.30.3.2

e The login credentials for the nodes.

Cluster Installation Overview

Cluster installation begins by the user downloading the TigerGraph software package to
any Linux machine in the cluster or with access to the cluster nodes (see notes above).
When the user runs the installation script with the cluster option, it will either prompt the
user for cluster configuration information described above, or if the user requests non-
interactive installation, it will read the configuration information from a file

cluster_config.json located in the same folder with the platform package. The
installer then proceeds to install the product on each of the cluster nodes and to configure
the cluster.

The two installation methods, interactive and non-interactive, are described below.

Interactive Mode Installation

In interactive mode, the installer will first ask the same basic questions it asks for single-
node installation. It will then ask how many machines are in your cluster. Then it will
prompt for the IP addresses of the machines, assigning each machine an alias m1, m2,
m3, etc. Next it will ask for sudo user name and credentials information. Last, it will ask
the user if they accept some changes to the system. (See non-interactive mode
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installation below for details about user credentials.) A screenshot of interactive
installation is shown below.

2. License, The Software and Documentotion are 1

¥ou accept the license agres

tem time among cluster nades

among cluster nodes

Non-Interactive Mode Installation

For non-interactive mode installation, the user must put all the settings into the file
cluster_config.json before running the installer. This file is in the folder with your
install.sh file and other TigerGraph package files.

the two key parameters to set are the following:
1. nodes.ip

Each machine in the cluster is defined as a key:value pair, where the key is a machine
alias m1, m2, m3, etc. NOTE: If you chose names other than m1, m2, etc., be sure to

244



5/13/25,1:39 PM TigerGraph Documentation

list them in alphanumeric order in the config file. The first machine ("‘m1") has a
special role in some cases. Use as many key:value pairs as you need, placing the
public IP addresses next to each key. The installer will auto detect the local IP
addresses and use them to configure the system. If the installer detects more than
one local IP address, it will ask the user to select one for configuration.

2. nodes.login
Two login methods are supported:

e SSH with password
e SSH with key file

For SSH with password, you must input the sudo/root user and its password. For SSH
with key file, you may specify the AWS ec2 key file or other key file. If nothing provided,
the installer will use default ssh key file such as ~/.ssh/id_rsa

3. HA.option
If enable.HA is set to "true", then the system will be configured for a replication factor
of 2. For example, if your cluster has 6 machines, 3 will be used for one copy of the
data, and 3 will be used for a replica copy of the data. More advanced configuration is
possible after initial setup. See Configuring a High Availability Cluster v2.1

Below is a sample cluster_config.json file.

/N The node names (e.g., m1, m2, etc.) MUST be given in alphanumeric order, because the first
machine has a special role in some situations. In our documentation we will refer to this
machine as m1.

cluster_config.json example
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"tigergraph.user.name": "tigergraph",
"tigergraph.user.password": "tigergraph",
"tigergraph.root.dir": "/home/tigergraph/tigergraph",
"license.key": "91583h19abhf850cee381168e0eOcd4lfcaceba2d734cd3a9e6t5£d3¢
"nodes.ip": {
"ml": "172.30.3.2",
"m2": "172.30.3.3",
"m3": "172.30.3.4",
"m4": "172.30.3.5"
£,
"nodes.login": {
"supported.methods (this is a comment)": "P. SSH with password; K. SSt

"notes (this is a comment)": "All nodes must use the same sudo user, ¢
“chosen.method": "K",
"P": §
"sudo.user.name": "sudoUserName",
"sudo.user.password": "sudoUserPassword"
5y
"K":od
"sudo.user.name": "centos",
"ssh.key.file": "/home/centos/.ssh/gsql_east.pem"
§
I
"HA.option": {
"Notes of HA.option (this is a comment)": "option to install high-avai
"enable.HA": "false"
§

Advanced Configuration

Sometimes you may want further control over configuration details, such as replication
factor of individual components, security settings, and others. You may also want to
install a new TigerGraph system to match your existing TigerGraph system's setup.
TigerGraph supports advanced configuration with the -a option. This option can be used

in either interactive mode or non-interactive mode.

Advanced configuration will override the default configuration, and the related configuration
in cluster_config.json .
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First, create a configuration file named adv_config.cfg . You can manually create this
file, or if you have an existing TigerGraph system, you can generate a file representing its
configuration, with the following command: gadmin --dump-config |grep replicas >>

adv_config.cfg)
If you manually create it, make sure it's a valid YAML file.

For example, the adv_config.cfg file below sets up TigerGraph as a 3-node cluster with
HA replications factor of 3.

dictserver.servers: ml,m2,m3
gpe.servers: ml,m2,m3
gse.servers: ml,m2,m3
kafka-loader.servers: ml,m2,m3
kafka.servers: ml,m2,m3
restpp-loader.servers: ml,m2,m3
restpp.servers: ml,m2,m3
zk.servers: ml,m2,m3
gpe.replicas: 3

gse.replicas: 3
kafka.num.replicas: 3

Second, in the installation command, add the -a option. Once the installation is done,
verify the system has the configuration as specified.

Cluster Installation Commands

/\ Do not run the cluster installation script with sudo permission.

After you have planned out your cluster configuration, you are ready to run the installer.

1. Extract the package.

Example: extract for <version> = 2.0.0

tar -xzf tigergraph-x.y.z.tar.gz

247



5/13/25,1:39 PM TigerGraph Documentation

2. Afolder named tigergraph-<version>-offline will be created. Change into this
folder. To run cluster installation in interactive mode, use the -c option:

Example: Installation with interactive cluster configuration for <version> = 2.0.0

cd tigergraph-=/

jHF Method 1. Interactive mode
./install.sh -c

To run cluster installation in non-interactive mode, using the settings in the
cluster_config.json file, use the -c and -n (or merged -cn) options:

Example: Installation with non-interactive cluster configuration <version> = 2.0.0

cd tigergraph-*/

iHF Method 2. non-interactive

# step 1: modify the config file "cluster_config.json"
# step 2:

./install.sh -cn

By default, non-interactive mode installation does not set up NTP or a firewall. To direct
the installation to set them up explicitly, using SETUP_NTP and SETUP_FILEWALL
environmental variables.

cd tigergraph-*/

iHE Method 2. non-interactive with setting up NTP, but not firewall
# step 1: modify the config file "cluster_config.json"

i# step 2:

SETUP_NTP=y SETUP_FIREWALL=n ./install.sh -cn

3. The installer concludes by prompting the user to login to node m1 of the cluster and
use 'su’ to switch to the tigergraph user account.
To confirm correct operation:

1. Try the command gadmin status from any machine in the cluster.

If the system installed correctly, the command should report that zk , kafka, dict,
nginx, gsql, and Visualization are up and ready. Since there is no graph data loaded
yet, gse, gpe, and restpp are not
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2. Try the command gsql --version

The gsql command must be run on node m1 of the cluster because the gsql server
is installed on m1 only.

4. Basic installation is now finished! Please see Post-Installation Notes below.

Post-Installation Notes

Change Your Password

If you installed with the default password, we recommend that you change it now.

Additional Customization

To perform additional customization, run gadmin --configure ( mustbe onnode m1 if
it is cluster ), followed by gadmin config-apply .The' gadmin config-apply
command must be run on node m1 if it is cluster, since only node m1 contians
pkg_poolkesources. If you configured one or more items of gpe.servers, gse.servers,
restpp.servers, kafka.servers, zk.servers, dictserver.servers, gpe.replicas, or gse.replicas,
you must reinstall the package by running command gadmin pkg-install reset on
node m1.

see the appropriate sections of the TigerGraph System Administrators Guide v2.17 .

Learning To Use TigerGraph
If you are a first-time user:

e See our GSQL language tutorial for first-timer users: GSQL 107
e Start designing, using our visual interface. see the TigerGraph GraphStudio Ul Guide .
e To see more GSQL examples, see GSQL Demo Examples .

e To get answers to common questions, see TigerGraph Knowledge Base and FAQs .
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Upgrading an Existing Installation

/N Developer Edition upgrade is not supported

The Developer Edition is not designed for upgrade from one version to another
It is not possible to upgrade a Developer Edition installation to Enterprise Edition.

If your specific versions are not listed below, please upgrade by :

1. Download the latest version of TigerGraph to your system.
2. Extract the tarball.

3. Run the TigerGraph.bin file that was extracted from the tarball.

Updating from v2.1.7 to v2.2.x

These steps are assuming that v2.1.7 is installed. To upgrade to v2.2 from a version older
than v2.1.7, please upgrade to v2.1.7 first. If the tigergraph username and password have
been changed, please have them ready as you will need them in order to update the

system.

1. Download tigergraph-2.2.x-offline.tar.gz with user “tigergraph” and extract the tarball
file.

2. Download the post_upgrade.sh script that is attached here 7.
3. Run tigergraph.bin under the same folder to upgrade to 2.2.x

4. Run the post-upgrade script that was downloaded in step 2 : post_upgrade.sh -u
<sudoUser> [-P <sudoPass> | -K <sshKey> ] -p <tigergraphUserPass>

Updating from v2.0 to v2.1

v2.0 can be upgraded to v2.1 Enterprise Edition. The data store format and GSQL language
scripts in v2.0 are forward compatible to v2.1.
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Upgrading from v1.x to v2.x

The data store format between 1.x and 2.x for single servers is forward compatible but not
backward compatible. For a single server platform, users can upgrade from 1.x to 2.x
without reloading data or recreating the graph schema. Some details of the GSQL
language have changed, so some loading jobs and queries will need to be revised and
reinstalled.

For a cluster configuration, direct upgrade from 1.x to 2.x is not supported at this time.
Users interested in migrating from 1.x to 2.x need to export their data and metadata,
install v2.x, and then reload data and metadata, with some small modifications. Please
contact support@tigergraph.com ~for assistance.

Please consult the Release Notes for all the versions between your current version and
your target version (e.g., v2.1) to see a summary of specification changes. Contain
support@tigergraph.com ~for assistance.

Workflow for Direct Upgrade

1. Verify that your data store is compatible and is eligible for direct update / upgrade.

2. Review the specification changes and how they may affect your applications (loading
jobs and queries).

3. Stop issuing new commands to your TigerGraph system and allow any operations to
complete.

4. (Recommended) Backup your data, as a precaution.

5. Follow the procedure at the beginning of this document for installing a new system.
The installer will automatically shut down your system and start it again.

/\ Be sure to specify the same username as your current installation. Otherwise, if you use a
different user name, it will be treated as a new installation, with an empty graph.

1. Pay attention to output messages during the installation process which may alert you
to additional tasks or checks you should perform.
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2. Runthe command gsql to start the GSQL shell. The first time after an update, gsq|
performs two important operations:

a. Copies your catalog from your old installation to the new installation .

b. Compares the files in the backup /dev_<datetime>/gdk/gsql/src folder to the new
/dev/gdk/gsql/src folder. Pay attention to any files residing in the old folder but
not in the new folder. Review them and copy them to the new folder if appropriate.
See the example below.

3. Revise and reinstall loading jobs and queries as needed.
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HA Cluster Configuration
Version 2.2 - 2.3 Copyright © 2019 TigerGraph. All Rights Reserved.

A TigerGraph system with High Availability (HA) is a cluster of server machines which
uses replication to provide continuous service when one or more servers are not available
or when some service components fail. TigerGraph HA service provides loading balancing
when all components are operational, as well as automatic failover in the event of a
service disruption. One TigerGraph server consists of several components (e.g., GSE, GPE,
RESTPP). The default HA configuration has a replication factor of 2, meaning that a fully-
functioning system maintains two copies of the data, stored on separate machines. In
advanced HA setup, users can set a higher replication factor.

System Requirements

e An HA cluster needs at least 3 server machines . Machines can be physical or virtual.
This is true even the system only has one graph partition.

e For a distributed system with N partitions (where N > 1), the system must have at least
2N machines.

e The same version of the TigerGraph software package is installed on each machine.

Limitations

1. HA configuration should be done immediately after system installation and before
deploying the system for database use.

2. To convert a non-HA system to an HA system, the current version of TigerGraph
requires that all the data and metadata be cleared, and all TigerGraph services be
stopped. This limitation will be removed in a future release.

Workflow
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Stop Existing Install
Enable HA Start the
Tom P @ [P PEE [P syen

]

Install the Cenfigure
Cluster Advanced HA
(A) (D)

Starting from version 2.1, configuring a HA cluster is integrated into platform installation,
please check the document TigerGraph Platform Installation Guide for detail.

(A) Install TigerGraph

Follow the instructions in the document TigerGraph Platform Installation Guide to install
the TigerGraph system in your cluster.

() Inthe instructions below, all the commands need to be run as the tigergraph OS user, on the
machine designated "m1" during the cluster installation.

(B) Stop the TigerGraph Service

Be sure you are logged in as the tigergraph OS user on machine "'m1". Before setting up

=

HA or changing HA configuration, the current TigerGraph system must be fully stopped. |
the system has any graph data, clear out the data (e.g., with "gsql DROP ALL").

Stopping all TigerGraph services
gadmin stop ts3 -fy

gadmin stop all -fy
gadmin stop admin -fy

(C) Enable HA

After the cluster installation, create an HA configuration using the following command:
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gadmin --enable ha

This command will automatically generate a configuration for a distributed (partitioned)

database with an HA system replication factor of 2. Some individual components may

have a higher replication factor .

Sample output:

Successful HA configuration

tigergraph@ml$ gadmin --enable ha

[FAB
[FAB
[FAB
[FAB
[FAB
[FAB
[FAB
[RUN
[FAB
[FAB
[FAB
[FAB
[FAB
[FAB
[FAB
[FAB

1[m3,m2]
1[m3,m2]
1[m3,m2]
1[m3,m2]
1[m3,m2]
1I[m3,m2]
1[m3,m2]

mkdir -p ~/.gium

scp -r -P 22 ~/.gium ~/
mkdir -p ~/.gsql

scp -r -P 22 ~/.gsql ~/
mkdir -p ~/.venv

scp -r -P 22 ~/.venv ~/

cd ~/.gium; ./add_to_path.sh

] /home/tigergraph/.gsql/gpe_auto_start_add2cron.sh

1[m3,m2]
1I[m3,m2]
1[m3,m2]
1[m3,m2]

mkdir -p /home/tigergraph/.gsql/
scp -r -P 22 /home/tigergraph/.gsql/all_log_cleanup /home
mkdir -p /home/tigergraph/.gsql/
scp -r -P 22 /home/tigergraph/.gsql/all_log_cleanup_add2c

1Iml,m3,m2] /home/tigergraph/.gsql/all_log_cleanup_add2cron.sh
1[ml,m3,m2] rm -xrf /home/tigergraph/tigergraph_coredump
1Iml,m3,m2] mkdir -p /home/tigergraph/tigergraph/logs/coredump
J[ml,m3,m2] 1n -s /home/tigergraph/tigergraph/logs/coredump /home,

If the HA configuration fails, e.g, if the cluster doesn't satisfy the HA requirements, then

the command will stop running with a warning.

HA configuration failure

tigergraph@ml$ gadmin --enable ha

Detect config change. Please run 'gadmin config-apply' to apply.
ERROR:root: To enable HA configuration, you need at least 3 machines.
Enable HA configuration failed.

(D) [Optional] Configure Advanced HA
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In this optional additional step, advanced users can run several "gadmin -set" commands

to control the replication factor and manually specify the host machine for each

TigerGraph component. The table below shows the recommended settings for each

component. See the later example section for different configuration cases.

Component

ZooKeeper

Dictionary Server

Kafka

GSE

GPE

REST

Configuration Key Suggested Number Sugges.ted Number
of Hosts of Replicas
zk.servers 3or5 -
dictserver.servers 3ord -
kafka.servers same as GPE same as GPE
kafka.num.replicas 2o0r3 20r3
gse.servers every host every host
gse.replicas 2 2
gpe.servers every host every host
gpe.replicas 2 2
restpp.servers every host every host

Example: There is a 3-machine cluster m1, m2 and m3. Kafka, GPE, GSE and RESTPP are
all on m1 and m2, with replication factor 2. This is a non-distributed graph HA setup.

Example: 3-machine non-distributed HA cluster

gadmin --set zk.servers ml,m2,m3
gadmin --set dictserver.servers ml,m2,m3
gadmin --set dictserver.base_ports 17797,17797,17797
gadmin --set kafka.servers mil,m2
gadmin --set kafka.num.replicas 2
gadmin --set gse.replicas 2
gadmin --set gpe.replicas 2
gadmin --set gse.servers ml,m2
gadmin --set gpe.servers mil,m2
gadmin --set restpp.servers mil,m2
(E) Install Package
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Once the HA configuration is done, proceed to install the package from the first machine
(named “m1” in the cluster installation configuration).

gadmin pkg-install reset -fy

Examples

The table below shows how to setup for the common setups. Note if convert the system
from another configuration, must stop the old TigerGraph system first.

Cluster Configuration How to
System Goal (number of servers in cluster A,B,C, etc. refer to the Steps in
is X) the section above.

e For both initial installation
and reconfiguration,
(A) > B—-C—->D—E.
While in D, set all replicas

to X,
- _ e.g,
Non-distributed graph Each server machine holds gpe.replicas = X
with HA the complete graph.

gse.replicas = X
restpp.replicas = X

e Note: (A) means A is
needed only in initial
installation
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e Note: no HA is equivalent
to replication factor 1

e For initial installation, skip

B,C,DandE.
e For reconfiguration,
Graph is partitioned among all ilai
Distributed graph without HA PR isp g B—C—D—E Whilein
the cluster servers. D, set all replicas to 1,
e.g.,

gpe.replicas = 1
gse.replicas = 1
restpp.replicas = 1
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Cluster Scale-Out

Adding machines to a TigerGraph cluster, for distributed data and/or HA

Version 2.2 - 2.3 Copyright © 2019 TigerGraph. All Rights Reserved.

Introduction

Cluster expansion allows the user to add new machine nodes to an existing cluster and to
redistribute data, while the entire system is offline.

Prerequisites

1. The current TigerGraph system must be installed in cluster mode, not single-node
mode.

2. The total graph data storage space for the expanded cluster should be at least 3 times
as large as the current Gstore disk usage.

a. During the expansion process, a backup copy of all the graph data files is created,
plus additional working space is needed.

b. To check your existing gstore disk space:

3. The new nodes are available.

Configure GBAR

Cluster Expansion Workflow

The GBAR utility is used for cluster expansion. If this is your first time using GBAR, you
must first run gbar config . See the Backup and Restore guide. For a large system one
of the key parameters is backup_core_timeout . The default value is 5 hours. The config
script gives guidance on estimating an appropriate value.
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Set Up Environment in New Nodes

From the command line, switch to the <tigergraph_root_dir>/pkg_pool/syspre_pkg
directory under the TigerGraph root directory ( ~/tigergraph/pkg_pool/syspre_pkg by
default). In this directory, a utility script set_syspre.sh is used to setup environment:

Run ./set_syspre.sh -h to see the usage:

./set_syspre.sh -h

Usage:
./set_syspre.sh -i <IP address/host name> -u <sudo user> (-P <password> |
./set_syspre.sh -h

Options:

-h  -- show the help

-i -- the IP address of the new machine

-u -- sudo user [default: $USER]

-P  -- sudo user password [default: empty]

-K -- sudo user ssh key [default: empty]

-p -- tigergraph user password [default: tigergraph]
[NOTE ]: This script must be run under tigergraph user.

For example, to set up the environment on a new node 192.168.1.6 with sudo user
called ubuntu and login key ubuntu_rsa , run the following command:

Set Environment in New Nodes

./set_syspre.sh -i 192.168.1.6 -u ubuntu -K ~/.ssh/ubuntu_rsa

Firewall check

The firewall configuration on new node must be the same as that on existing nodes.
Otherwise, the TigerGraph instances on new nodes may not work properly.

/N For users using TigerGraph 2.2 with Ubuntu, you must comment out the following block at
the beginning of .bashzxc in the tigergraph user's home directory, on every node.
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# If not running interactively, don't do anything
case $- in
*1ix)

T
*x) return;;
esac

When done, the environment including system-prerequisites and ssh keys for the
TigerGraph system will be set up on the new nodes.

Add New Nodes to Cluster

To expand the cluster, run gbar expand with a list of new nodes in the following format:
gbar expand <node_alias_1>:<ip_1>,<node_alias_1>:<ip_2>,...,<node_alias_n:
For example, the following command adds two nodes to the cluster:
gbar expand m6:192.168.1.6,m7:192.168.1.7

The command above will redistribute the data on all nodes including m6 and m7, so that
each node has about the same amount of data.

(i) GBAR will run the following checks for each new node:

1. The number of new nodes must be an integer multiple of max(gpe.replicas,
gse.replicas).

2. Each new node alias must be a valid identifier.

3. Each new node's IP address must be accessible via ssh from the node where gbar
expand is being run.

Error Handling

If the system does not have a schema or data, it will report a data integrity check error. You
may ignore this warning.
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Advanced Expansion Mode

Advanced expansion configuration options are possible. Contact TigerGraph Support for
guidance.

Should any errors occur, GBAR will roll back to the state before node expansion started.

As a failsafe, a backup copy of the data is kept, until expansion either succeeds or finishes
rollback.

262



5/13/25,1:39 PM TigerGraph Documentation

System-Specific License Activation
Version 2.2 - 2.3 Copyright © 2019 TigerGraph. All Rights Reserved.

This guide provides step-to-step instructions for activating or renewing a TigerGraph
license, by generating and installing a license key unique to that TigerGraph system. This
document applies to both non-distributed and distributed systems. In this document, a
cluster acting cooperatively as one TigerGraph database is considered one system.

A valid license key activates the TigerGraph system for normal operation. A license key
has a built-in expiration date and is valid on only one system. Some license keys may
apply other restrictions, depending on your contract. Without a valid license key, a
TigerGraph system can perform certain administration functions, but database operations
will not work.

To activate a new license, a user first configures their TigerGraph system. The user then
collects the fingerprint of the TigerGraph system (so-called license seed) using a
TigerGraph-provided utility program. Then the collected materials are sent to TigerGraph
or an authorized agent via email or web form. TigerGraph certifies the license based on
the collected materials and sends a license key back to the user. The user then installs the
license key on their system using another TigerGraph command. A new license key (e.g.,
one with a later expiration) can be installed on a live system that already has a valid
license; the installation process does not disrupt database operations.

() If your system is currently using an older string-based license key which does not use a
license seed, please contact support@tigergraph.com ~for the procedure to upgrade to the
new system-specific license type .

Step-by-Step Guide

Note: Before beginning the license activation process, the TigerGraph package must be
installed on each server, and the TigerGraph system must be configured with gadmin.

e Collect the fingerprint of the whole TigerGraph system using the command tg_
lic_seed, which can be executed on any machine in the system. The command
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tg_lic_seed packs all the collected data into a local file (named tigergraph_seed).
When tg_lic_seed has completed successfully, it outputs the path of the collected data
to the console.

Collect Fingerprint of TigerGraph System

$ tg_lic_seed
seed file is ready at /home/tigergraph/tigergraph/tigergraph_seed

e Send the tigergraph_seed file to TigerGraph, either through our license activation web
portal (preferred) or by email to license@tigergraph.com. #If using email, please
include the following information:

o Company/Organization name

o Contract number. If you do not know you contract number, please contact your
sales representative or sales@tigergraph.com. »

e |f the contract and license seed are in good order, a new license key file will be
certificated and sent back to you.

e Copy the license key file to a directory on the TigerGraph system where the TigerGraph
linux user has r ead permission .

e To install the license key, run command tg_ lic_install , specifying the path to the
license key file.

Install License

$ tg_lic_install
Usage: tg_lic_install <license_path>

If installation is completed successfully, the message "install license successfully" will be
displayed in the console. Otherwise, another message "failed to install license" will be
displayed.

Checking License Information

After a license key has been installed successfully on a TigerGraph system, the
information of the installed license is available via the following REST API:

Get License Information
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$ curl -X GET "localhost:9000/showlicenseinfo"

)
"message": "",
"error": false,
"version": {
"edition": "developer",
"schema": 0O,
"api": "v2",
$
“code": "",
"results": [
]
"Days remaining": 10160,
"Expiration date": "Mon Oct 2 04:00:00 2045\n"
$
]
$
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User access management

User Privileges and Authentication, LDAP, Single Sign-on
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User Privileges and Authentication

Version 2.2 - 2.3 Copyright © 2019 TigerGraph. All Rights Reserved.

(@) Creation and management of multiple users and roles is available in the Enterprise Edition
only.

Overview

The TigerGraph platform provides a complete and robust feature set to manage and
control user privilege and authentication of GSS operations:

e Creation and management of multiple TigerGraph users

e Granting to each user a role on a particular graph, each role entailing a set of
privileges

e (Qauth 2.0-style user authentication

e Extensible framework, so that additional security- and user- related capabilities can be
added in future releases

F‘-_-_-_--h
~
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Users and Credentials

@ TigerGraph's role-based access control system naturally extends to a multiple graph
system: A user is granted a role on a particular graph. The superuser role (new in
TigerGraph 1.2) is defined for administration of the entire unified supergraph.

TigerGraph users exist only with the TigerGraph platform; they are different than operating
system users . When the system is first installed, an initial user is automatically created.
The default name for this initial user is tigergraph , with password tigergraph . This user
has full administrative privilege and can create additional users and can set their
privileges (see Roles and Privileges ). For simplicity, we will refer to this initial superuser
as the tigergraph user.

If user authentication is enabled (see the section Enabling and Using User Authentication),
the TigerGraph system will execute a requested operation only if the requester provides
credentials for a user who has the privilege to perform the requested operation.

The TigerGraph system offers two options for credentials.

1. username-password pair

2. atoken: aunique 32-character string which can be used for REST++ requests, with an
expiration date.

Enabling and Using User Authentication

When the TigerGraph platform is first installed, user authentication is disabled. The
installation process creates a gsql superuser who has the nam e tigergraph and password
tigergraph . As long as user tigergraph's password is tigergraph, gsql authentication
remains disabled. This is designed for user convenience in single-user configurations or
installations which do not require security, such as demo and training installations. The
behavior is compatible with early TigerGraph versions which did not support multiple roles
or multiple graphs.

Because there are two ways to access the TigerGraph system, either through the GSQL
shell or through REST++ requests, there are two steps needed to set up a secure system
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with user authentication for both points of entry:

1. To enable user authentication for GSQL: change the password of the tigergraph user
to something other than tigergraph.

2. To enable Oauth 2 authentication for REST++, use the gadmin program to configure
the RESTPP.Authentication parameter. See details below.

More details about each of these two steps are below.

/N User authorization for the browser-based GraphStudio Ul is in development.

GSQL Authentication

To enable user authentication for GSQL: change the password of the tigergraph user to
something other than tigergraph. See ALTER PASSWORD below.

To run a single GSQL command or command file, the user must provide their username
and password. To specify the username in the command line, use the -u option. The user
can also provide their password with the -p option. If the password is not provided on the
command line, the system will then prompt the user for their password, so this method is
only appropriate for interactive use. If -u not used, then the system will assume that the
request is coming from the default tigergraph user. It will then prompt for tigergraph's
password (assuming GSQL authentication is enabled). Note that if -u is not used and
authentication is disabled, then the system simply responses to all requests, as it did in
earlier versions (unprotected administrative mode).

® @ Starting with version 1.2 which can support multiple graphs, the user also needs t o
specify a graph in order to run any commands pertaining to a particular graph. For command
line mode, the graph can be specified with the -g option:

Running one GSQL command or command line, with username, graph name, and password

$ gsql [-u username] [-p pasword] [-g gname] <commmand>
Password: *xkkkkkxsk
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To enter the GSQL interactive shell, simply omit the <command> from the command line.
The user does not need to provide credentials again inside the shell. The example below
show s two users entering the shell with their passwords. T he user does not need to
specify a graph to enter the interactive shell.

Examples: entering with interactive shell

$ gsql
Password for tigergraph: xxxxxxxx
Welcome to GSQL Shell version: 1.2

GSQL > SHOW USER
Users:
- Name: tigergraph
- Roles: admin, observer

GSQL > EXIT

$ gsql -u frank
Password for frank: kxxkxxx*
Welcome to GSQL Shell version: 1.2

GSQL > SHOW USER
- Name: frank
- Secret: jiokmfqqfu2f95qs6ug85089rpkneib3
- Roles: designer, observer

GSQL > EXIT

REST++ Authentication

The REST++ server implements OAuth 2.0-style authorization as follows: Each user can
create one or more secrets (unique pseudorandom strings). Each secret is associated
with a particular user and the user's privileges for a particular graph. Anyone who has this
secret can invoke a special REST endpoint to generate authorization tokens (other
pseudorandom strings). An authorization token can then be used to perform TigerGraph
database operations via other REST endpoints. According to OAuth 2.0 protocol, each
token will expire after a certain period of time. The TigerGraph default lifetime for a token
is T month.
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Each REST++ request should contain an authorization token in the HTTP header. The
REST++ server reads the header. If the token is not valid, REST++ will refuse to run the
query and instead will return an authentication error.

Enabling REST++ Authentication
The token authentication of REST++ can be turned on by using the following commands:

Enabling REST++ OAuth Authentication

gadmin --configure RESTPP.Authentication
gadmin config-apply
gadmin restart restpp nginx vis -y

Creating Tokens

e secret (required): the user's secret

* lifetime (optional): the lifetime for the token, in seconds. The default is one month,
approximately 2.6 million seconds.

Example: REST++ Request to Generate a Token

curl -X GET 'localhost:9000/requesttoken?secret=jiokmfqqfu2f95qs6ug85089xy

A user must have a secret before they create a token. Secrets are generated in GSQL (see
CREATE SECRET below). The special endpoint
GET /requesttoken is used to create a token. The endpoint has two parameters:

Using Tokens
Once REST++ authentication is enabled, a token should always be included in the HTTP
header. If you are using curl to format and submit your REST++ requests, then use the

following syntax:

curl GSQL request, with authorization token in header

curl -X GET -H "Authorization: Bearer <token>" 'http://localhost:9000/ques

271



5/13/25,1:39 PM TigerGraph Documentation

(@) When you use the RUN QUERY command in the GSQL language, this triggers a curl
command within the GSQL system. GSQL will automatically use (and generate, if necessary)
a token in the curl request for an authorized user.

/N Authorization for gadmin

Currently, authorization for the gadmin program comes from Linux, and is not related GSQL
authorization. In short, only the Linux TigerGraph user can run gadmin.

Details: During installation, the user selects a name and password for the TigerGraph Linux
user. The default user and password are tigergraph and tigergraph, respectively. This useris a
Linux user; the installer will create a Linux account if needed. Only the TigerGraph Linux user
can run gadmin. This Linux user is unrelated to the TigerGraph default user mentioned in the
GSQL Authentication section.

Roles and Privileges

® @ v1.2 adds the superuser role and shifts some privileges, to provide a more logical
foundation for multiple graphs. Roles are now granted on a per-graph basis. Please pay
careful attention to the table of privileges.

The TigerGraph system includes six predefined roles — superuser, admin, designer,
querywriter, queryreader, and observer. Each role has a fixed and logical set of privileges to
perform operations. These roles form a hierarchy, with superuser being at the top. Broadly
speaking,

e An observer (formerly "public’) can log on, view the schema and other catalog details
for its designated graph, and change their own password.

e A queryreader has all observer privileges, and can also run existing loading jobs and
queries for its designated graph.

e A querywriter has all queryreader privileges, and can also create queries and run data-
manipulation commands on its designated graph.

* Adesigner (formerly "architect") has all querywriter privileges, and can modify the
schema, create loading jobs for its designated graph.

e An admin has all designer privileges, and can also create or drop users and grant or
revoke roles for its designated graph. That is, an admin can control the existence and
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privileges of other users on its graph.

* A superuser automatically has admin privileges on all graphs, and can also create
global vertex and edge types, create multiple graphs, and clear the database.

The detailed permissions for each role are listed in the following table. Except for the
superuser, the scope of privilege is always limited to one's own graph. In some cases, the
behavior of the operation depends on one's privilege level. More detailed descriptions of
the User Management commands are given later in this document. For details about the
Graph Definition, Loading, Querying, and Modification commands, see the GSQL Language
Reference documents.

Command . super- . _ query- quer
Operations admin designer )
Type user writer read

Status Ls X X X X X

User

Create/Dro
Manageme X X
nt p User

Show User X X X X X

Alter
(Change) X X X X X
Password

Grant/Revo X X
ke Role

Create/Dro
p/Show X X X X X
Secret,

Create/Dro

p/Show/Ref

resh Token X X X X X
(Deprecate

d)

Create/Dro
Schema p
Design Vertex/Edg
e/Graph

273



5/13/25,1:39 PM

Loading
and
Querying

Data
Modificatio
n

/N\ Commands not listed above are by default accessible with at least observer).

Clear Graph
Store

Drop All
Use Graph
Use Global

Create/Run
Global
Schema_Ch
ange Job

Create/Run
Schema_Ch
ange Job

Create/Dro
p Loading
Job

Create/Inter
pret/Install/

Drop Query
Typedef

Offline to
Online Job
Translation

Run Query

Run
Loading
Job

Upsert/Dele
te/Select
Commands
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X X
X X
X X
X X
X X
X X
X X
X X
X X
X X
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Creating and Managing Users

The TigerGraph installation process creates one user called tigergraph who has the
superuser role. The superuser role has full privilege to perform any action, included
creating or removing other users, and assigning roles to the other users. An superuser
can create other superusers, who would also have full privilege.

® % An admin user is similar to a superuser whose scope is limited to a designated graph. An
admin can create and manage other users for that graph alone.

(G) The user tigergraph is permanent. It cannot be dropped by another admin user.

Most of the commands in this section, can be run only by a superuser or an admin user.
The exception is SHOW USER. Any user can display their own profile.

User Management Commands

CREATE USER

DROP USER <userl>,...<userN>

SHOW USER

ALTER PASSWORD [<user1>]

GRANT ROLE admin [ON GRAPH <gname>] TO <userl>,...<userN>
REVOKE ROLE admin [ON GRAPH <gname>] FROM <userl>,...<userN>

CREATE USER

Required privilege: superuser, admin
Create a new user. GSQL will prompt for the user name and password.

Example: Create user

tigergraph:GSQL > CREATE USER
User Name : frank

New Password : skkkkkkkkdkkk
Re-enter Password : skkkkkkkkhik
The user "frank" is created.
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DROP USER

DROP USER <userl>,...<userN>

Required privilege: superuser, admin
Delete the listed users.

/\ The command takes effect with no warning and cannot be undone.

Example: Drop two users

tigergraph:GSQL > DROP USER hermione, jk
Password: #xkxkxkxk

The user "hermione" is dropped.

The user "jk" is dropped.

SHOW USER

Required privilege: any
Display user's name, role, secret, and token. Non-admin/superuser users see only their
own information. Admin/superuser users see information for all users.

Example: admin user showing profile information for all users

tigergraph:GSQL > SHOW USER
Users:
- Name: tigergraph
- Roles: admin, observer

- Name: frank
- Secret: 3ridhimp5icllq04qgtOrlfgddvihige

- Token: j13nv837thrrl9u@ahjr8mOis2dedébkk expire at: 2017-09-13 15:1

- Roles: designer, observer

- Name: jk
- Roles: observer

- Name: hermione
- Roles: observer
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ALTER PASSWORD

ALTER PASSWORD [<userl>]

When an admin/superuser user creates a new user, the admin/superuser user sets the
user's initial password. Afterward, a user can change their own password.

Example: Admin user changing his/her own password

herminone:GSQL > ALTER PASSWORD
Password: *kkkkkk

New Password : ***kkkxkkkkxk*
Re-enter Password : skxkkkkkkkrkk
Password has been changed.

Moreover, an admin/superuser user can revise any user's password. For example, to
change hermione's password, the command is ALTER PASSWORD hermione .

Example: Admin user changing another user's password

tigergraph:GSQL > ALTER PASSWORD hermione
Password: #xkkkkk

New Password : xkkkkkkkkdkkrk

Re-enter Password : #wkkkkkkkkrik

Password has been changed.

GRANT/REVOKE ROLE

GRANT ROLE <username> [ON GRAPH <gname>] TO <userl>,...<userN>
REVOKE ROLE <username> [ON GRAPH <gname>] FROM <userl>,...<userN>

Required privilege: superuser, admin
Grant a role (or revoke a role) for a user, which add s (or removes) privileges.

® @ The ON GRAPH clause is required unless the role being granted/revoked is superuser.
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The example below grants the queryreader role to two users, revokes it from one of the
them (jk), and then grants the querywriter role to both users.

Example: Granting and Revoking Roles

GSQL > GRANT ROLE queryreader ON GRAPH Hogwarts TO jk,hermione
Role "queryreader" is successfully granted to user(s): jk, hermione

GSQL > REVOKE ROLE queryreader ON GRAPH Hogwarts FROM hermione
Role "queryreader" is successfully revoked from user(s): hermione

GSQL > GRANT ROLE querywriter ON GRAPH London TO hermione, jk
Role "querywriter" is successfully granted to usexr(s): hermione, jk

GSQL > SHOW USER
Users:
* - Name: tigergraph

- Roles: superuser

- Name: hermione
- Roles:
- GraphName: London
- Roles: querywriter

- Name: jk
- Roles:
- GraphName: Hogwarts
- Roles: queryreader
- GraphName: London
- Roles: querywriter

® @ A user can have more than one role. For example, jk can be a queryreader on the
Hogwarts graph and a querywriter on the London graph.

Creating and Managing Proxy Groups

Proxy groups are used for LDAP Authentication. The CREATE / SHOW / DROP GROUP
commands require the superuser or admin privilege.

CREATE GROUP
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CREATE GROUP <groupname> PROXY "<attributename>=<value>"

Required privilege: superuser, admin
Create a proxy group whose membership is defined as those users who have an attribute
satisfying the rule <attributename>=<value>.

After a group has been defined, roles can be granted to (or revoked from) the group, as in

the example below:

CREATE GROUP and GRANT ROLE example

CREATE GROUP developers PROXY "role=engineering"
GRANT ROLE querywriter ON GRAPH computerNet TO developers

SHOW GROUP

SHOW GROUP <groupname>

Required privilege: superuser, admin. Display information about a group.

DROP GROUP

DROP GROUP <groupname>

Required privilege: superuser, admin. Delete the named group definition. The users in the
group will lose this proxy association but are otherwise unaffected.

Managing Credentials

When user authentication is enabled, the TigerGraph system will execute a requested
operation only if the requester provides credentials for a user who has the privilege to
perform the requested operation.

The TigerGraph system offers two options for credentials.
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1. user name and password pair.

2. atoken: aunique 32-character string which can be used for REST++ requests. A
token expires 3 months from the date of creation.

The following set of commands are used to create and manage passwords,
authentication secrets, and authentication tokens.

GSQL Commands for Managing Credentials

ALTER PASSWORD [userl]
CREATE SECRET [aliasl]
SHOW SECRET

DROP SECRET <secretl>
CREATE TOKEN

SHOW TOKEN

DROP TOKEN <tokenl>
REFRESH TOKEN <tokenl>

(@) Like any other GSQL commands, the user must supply credentials to run these commands.
In order to create a secret or create a token, the user must supply their password.

CREATE / SHOW / DROP SECRET

These commands create and manage a user's secrets, unique strings which can serve as
a user's credentials in certain circumstances. A user can have multiple secret strings.
Each time that CREATE SECRET is executed, a new secret string is created. Therefore,
when running DROP SECRET, the user must specify which secret is to be dropped. The
following example shows a series of commands: log into the GSQL shell with a password,
create two secrets, one for each of two graphs, then drop one of the secrets.

® @ A secret represents more than just the user's identity but also the user's role for a
particular graph. If user's role is revoked, the secret becomes invalid.

Example of CREATE / SHOW / DROP SECRET commands
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$ gsql -u jk -g Hogwarts
Password for jk : skxkkkx
Welcome to GSQL Shell version: 1.2

GSQL > CREATE SECRET HH
The secret: 4sjmnlgl3vp2klgb7v3tl5lvac9db2am has been created for user "ti

GSQL > SHOW SECRET
- Secret: 4sjmnlql3vp2klgb7v3tl51lvac9db2am
- Alias: HH
- GraphName: Hogwarts

GSQL > USE GRAPH London
Using graph 'London'

GSQL > CREATE SECRET LL
The secret: 7578kf75g545mgc24mefsijmliic7m9i2 has been created for user "ti

GSQL > SHOW SECRET
- Secret: 4sjmnlql3vp2klgb7v3tl51lvac9db2am
- Alias: HH
- GraphName: Hogwarts
- Secret: 7578kf75g545mgc24mefsimliic7m9i2
- Alias: LL
- GraphName: London

GSQL > USE GRAPH Hogwarts
Using graph 'Hogwarts'

GSQL > DROP SECRET 4sjmnlq13vp2klgb7v3ti5lvac9db2am
Secret 4sjmnlgl3vp2klgb7v3tl51vac9db2am has been removed.

GSQL > SHOW SECRET
- Secret: 7578kf75g545mgc24mefsjmliic7m9i2

- Alias: LL
- GraphName: London

CREATE / SHOW / DROP / REFRESH TOKEN (deprecated)

/N The TOKEN commands in GSQL are deprecated. The recommended procedure to create
tokens is to use the REST++ endpoint GET /requesttoken.
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These commands create and manage a user's tokens, unique strings which can be used
as credentials when making a REST++ request. In fact, tokens are the only credentials that
can be used for REST++ requests. In order to create a token, a user must first have a
secret. A user can have multiple tokens, but each token is associated with its secret. Each
token is given a lifetime and expiration date when it is created; the default lifetime is 3
months. However, the clock can be reset, giving 3 months from the current time, by using
the REFRESH TOKEN command.

The following example shows a series of commands: log into the GSQL shell, create a
second secret, create a token for one secret, create another token for another secret, and
drop one token.

Example of CREATE / SHOW / REFRESH / DROP TOKEN commands
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$ gsql -u jk -g London
Password for jk : skxkkkx

GSQL > CREATE SECRET
The secret: mv88grasoidc7fenklffl6hnll8f2apf has been created for user "jk

GSQL > SHOW SECRET
- Secret: 33bt4086c33nauhhipaenh9pluun86po
- GraphName: London
- Secret: mv88grasoidc7fenklffl6hnll8f2apt
- GraphName: London

GSQL > CREATE TOKEN
Secret : 33bt4086c33nauhhipaenh9pluun8épo
The access token: knlhlplaé6b9lugg2mkqohsd8i®ht2tt3 is created and it will

GSQL > SHOW TOKEN
- Secret: 33bt4086c33nauhhipaenh9pluun86po
- Token: knlhlpla6b9lugq2mkqohsd8iOht2tt3 expire at: 2018-05-03 18::
- GraphName: London
- Secret: mv88grasoidc7fenklffl6hnll8f2apt
- GraphName: London

GSQL > CREATE TOKEN
Secret : mv88grasoidc7fenklffl6hnll8f2apt
The access token: ieec6bodigmja@lrkt3gmgOnardiufsvq is created and it will

GSQL > SHOW TOKEN
- Secret: 33bt4086c33nauhhipaenh9pluun86po
- Token: knlhlpla6b9lugq2mkqohsd8iOht2tt3 expire at: 2018-05-03 18::
- GraphName: London
- Secret: mv88grasoidc7fenklffl6hnll8f2apt
- Token: ieecébodigmja@lrkt3gmgOnardiufsvq expire at: 2018-05-03 18::
- GraphName: London

GSQL > DROP TOKEN knlhlpla6h9lugg2mkqohsd8i0Oht2tt3
Token knlhlpla6b9lugg2mkqohsd8i0Oht2tt3 has been removed.

GSQL > SHOW TOKEN
- Secret: 33bt4086c33nauhhipaenh9pluun86po
- Alias: LL
- GraphName: London
- Secret: mv88grasoidc7fenklffl6hnll8f2apt
- Token: ieecbodigmja0lrkt3gmgOnardiufsvg expire at: 2018-05-03 18::
- GraphName: London
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LDAP

Version 2.0 to 2.3. Copyright © 2019 TigerGraph. All Rights Reserved.

The Lightweight Directory Access Protocol ( LDAP ) is an industry-standard protocol for
accessing and maintaining directory information services across a network. Typically,
LDAP servers are used to provide centralized user authentication service. The Tigergraph
system supports LDAP authentication by allowing a TigerGraph user to log in using an
LDAP username and credentials. During the authentication process, the GSQL server
connects to the LDAP server and requests the LDAP server to authenticate the user.

Supported Features

GSQL LDAP authentication supports any LDAP server that follows LDAPv3 protocol.
StartTLS/SSL connection is also supported.

SASL authentication is not yet supported. Some LDAP server are configured to require a

client certificate upon connection. Client certificate is not yet supported in GSQL LDAP
authentication.

Mapping Users From LDAP to GSQL

In order to manage the user roles and privileges, the TigerGraph GSQL server employs two
concepts—proxy user and proxy group.

Proxy User

A proxy user is a GSQL user created to correspond an external LDAP user. When operating
within GSQL, the external LDAP user's roles and privileges are determined by the proxy
user.

Proxy Group
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A proxy group is a GSQL user group that is used to manage a group of proxy users who
share similar properties/attributes in LDAP.

An existing LDAP user can log in to GSQL only when the user matches at least one of the
existing proxy groups' criteria. Once the criteria are satisfied, a proxy user will be created
for the LDAP user. The roles and privileges of the proxy user are at least as permissive as
the proxy group(s) he belongs to. It is also possible to change the roles of a specific proxy
user independently. When the roles and privileges of a proxy group changes, the roles and
privileges of all the proxy users belonging to this proxy group change accordingly.

Configure GSQL LDAP Authentication

To configure a TigerGraph system to use LDAP, there are two main configuration steps:

1. Configure the LDAP Connection.

2. Configure GSQL Proxy Groups and Users.
In order to choose and specify your LDAP configuration settings, you must understand

some basic LDAP concepts. One reference for LDAP concepts is
https://www.ldap.com/basic-ldap-concepts 7.

Step 1 - Configure the LDAP Connection

To enable and configure LDAP, run three commands.

1. Configure LDAP:
gadmin --configure ldap

The gadmin program will then prompt the user for the settings for several LDAP
configuration parameters.

2.Apply the configuration:
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gadmin config-apply

3.Restart the gsql server:

gadmin restart gsql -y

An example configuration is shown below.

Example of gadmin --configure Idap

TigerGraph Documentation
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$ gadmin --configure ldap

i# Enable LDAP authentication: default false
security.ldap.enable [False]: true

True

# Configure LDAP server hostname: default localhost
security.ldap.host [ldap.tigergraph.com]: ldap.tigergraph.com
ldap.tigergraph.com

# Configure LDAP server port: default 389
security.ldap.port [389]: 389
389

# Configure LDAP search base DN, the root node to start the LDAP search fc
security.ldap.base_dn [dc=tigergraph,dc=com]: dc=tigergraph,dc=com
dc=tigergraph,dc=com

# Configure LDAP search base DN, the root node to start the LDAP search fc
security.ldap.search_filter [(objectClass=x)]:
(objectClass=x)

# Configure the username attribute name in LDAP server: default uid
security.ldap.username_attribute [uid]: uid
uid

# Configure the DN of LDAP user who has read access to the base DN specifi
security.ldap.admin_dn [cn=Manager,dc=tigergraph,dc=com]: cn=Manager,dc=t]
cn=Manager,dc=tigergraph,dc=com

# Configure the password of the admin DN specified above. Needed only wher
security.ldap.admin_password [secret]: secret
secret

J## Enable SSL/StartTLS for LDAP connection [none/ssl/starttls]: default nor
security.ldap.secure.protocol [starttls]: none
none

# Configure the truststore path for the certificates used in SSL: default
security.ldap.secure.truststore_path [/tmp/ca_server.pkcsl2]:
/tmp/ca_server.pkcsil2

# Configure the truststore format [JKS/PKCS12]: default JKS
security.ldap.secure.truststore_format [pkcsl2]:
pkcsl12

# Configure the truststore password: default changeit

security.ldap.secure.truststore_password [test]:
test
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# Configure to trust all LDAP servers (unsafe): default false
security.ldap.secure.trust_all [False]: false

Below is an explanation of each configuration parameter.

security.ldap.enable

Set to "true" to enable LDAP; "false" to disable LDAP.

security.ldap.host

Hostname of LDAP server.

security.ldap.port

Port of LDAP server.

security.ldap.base_dn

Base DN (Distinguished Name), in order for GSQL to perform the LDAP search.

security.ldap.search_filter

A search filter is optional. When configured, the search is only performed for the LDAP
entries that satisfy the filter. The filter must strictly follow LDAP filter format, i.e., the
condition must be wrapped by parentheses, etc. A description of the different types of
filters is available at https://www.ldap.com/Idap-filters 7. The official specification for
LDAP filters is available at https://docs.ldap.com/specs/rfc4515.ixt 7.

security.ldap.username_attribute

This specifies the LDAP attribute to search when the GSQL server looks up the usernames
in the LDAP server upon login. For example, in the configuration shown above, when a user
logs in with the "-u john" option, the GSQL server will search the "uid" attribute in LDAP to
find "john" and check the credentials only after "john" is found.
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security.ldap.admin_password & security.ldap.admin_dn
These options are needed when the LDAP server is not publicly readable. In this case, the

admin DN and corresponding password need to be specified in order for the GSQL server
to connect to the LDAP server.

security.ldap.secure.protocol

When set to "none’, TigerGraph uses insecure LDAP connection. This can be changed to a
secure connection protocol: "starttls" or "ssl".

security.ldap.secure.truststore_path &
security.ldap.secure.truststore_password

When starttls or ssl is used, a truststore path as well as its password needs to be
configured.

security.ldap.secure.truststore_format

Currently, the TigerGraph system supports two trustore formats: pkcs12 and jks.

security.ldap.secure.trust_all

When specified, the GSQL server will blindly trust any LDAP sever.

Step 2 - Configure GSQL Proxy Groups and Users

This section explains how to configure a GSQL proxy group in order to allow LDAP user
authentication.

Configure Proxy Group

A GSQL proxy group is created by the CREATE GROUP command with a given proxy rule.
For example, assume there is an attribute called "role" in the LDAP directory, and
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"engineering" is one of the "role" attribute values. We can create a proxy group with the
proxy rule "role=engineering". Different roles can then be assigned to the proxy group. An
example is shown below. When a user logins, the GSQL server searches for the user's
entry in the LDAP directory. If the user's LDAP entry matches the proxy rule of an existing
proxy group, a proxy user is created to which the user will login in.

CREATE GROUP command

{# create a proxy group
CREATE GROUP developers PROXY "role=engineering" // Any user in LDAP with

# grant role to proxy group
GRANT ROLE querywriter ON GRAPH computerNet TO developers

The SHOW GROUP command will display information about a group. The DROP GROUP
command deletes the definition of a group.

SHOW GROUP and DROP GROUP commands

# show the current groups
SHOW GROUP

i# delete a proxy group
DROP GROUP developers

/N Only users with the admin and superuser role can create, show, or drop a group.

Proxy User

Nothing needs to be configured for a proxy user. As long as the proxy rule matches, the
proxy user will be automatically created upon login. A proxy user is very similar to a
normal user. The minor differences are that a proxy user cannot change their password in
GSQL and that a proxy user comes with default roles inherited from the proxy group that
they belong to.

Frequently Asked Questions
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What is security.ldap.admin_dn?

Admin_dn is the "distinguished name" of an LDAP entry. In LDAP, "distinguished name" is
often abbreviated as dn. When configuring this field, a dn entry with read permission on
the Idap directory is expected. Configuring a dn with no read permission will result in an
error. Not configuring this field will likely result in an error since the LDAP server is
typically not publicly readable. Please note that only the dn field will be accepted for this
entry. All other entries will result in an authentication error. The corresponding password
for the configured dn should also be set correctly in the configured entry
"security.ldap.admin_password ".

What protocol should I use for security.ldap.secure.protocol?

It depends on what type of protocol your LDAP server uses. SSL/TLS is very common in
enterprise use today. When SSL is used, the port is typically 636 instead of default port
389.

Should I configure the truststore and how?

You need to configure the truststore when SSL/TLS is used in the LDAP server. The
truststore's path, password, and format need to be configured accordingly. We support
two formats—JKS and PKCS12. The JKS is Java KeyStore. The corresponding certificates
for the LDAP server need to be imported to the JKS for successful authentication.
Different truststore formats are typically interchangeable.

What if | just want to test the LDAP login without any
certificate?

This might be the case if SSL/TLS is enabled from the LDAP server side but you don't have

a certificate. You can set "security.ldap.secure.trust_all" to true to bypass the SSL/TLS
certificate checking.
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What does it mean when I try to login but got "parameter
error'? Can | see a more detailed error message?

"Parameter error" means some of the LDAP configurations are not set properly. Most often
it is because admin_dn, admin_password, or the login username and password are not set
correctly. Unfortunately, we cannot know exactly what field is wrong because the LDAP
server side does not respond back with such detail.

What does it mean when | see error "User does not match
any proxy rule"?
Congratulations! This means the LDAP is working. However, TigerGraph cannot find a

matching rule for the login user. Please create a proxy group for the user. See documents
for creating a proxy group here.
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Single Sign-0On
Version 2.0 to 2.3. Copyright © 2019 TigerGraph. All Rights Reserved.

The Single Sign-On (SSO) feature in TigerGraph enables you to use your organization's
identity provider (IDP) to authenticate users to access TigerGraph GraphStudio and Admin
Portal UL If your IDP supports SAML 2.0 protocol, you should be able to integrate your
identity provider with TigerGraph Single Sign-On .

Currently we have verified following identity providers:

e (QOkta ~
e AuthQ ~

In order to use Single Sign-On, you need perform four steps :

1. Configure your identity provider to create a TigerGraph application.

2. Provide information from your identity provider to enable TigerGraph Single Sign-On .
3. Create user groups with proxy rules to authorize Single Sign-On users.
4

. Change the password of the tigergraph user to be other than the default, if you haven't
done so already.

We assume you already have TigerGraph up and running, and you can access
GraphStudio Ul through a web browser using the URL:

@ http://tigergraph-machine-hostname: 14240

If you enabled SSL connection, change http to https. If you changed the nginx port of the
TigerGraph system, replace 14240 with the port you have set.

Configure Identity Provider

Here we provide detailed instructions for identity providers that we have verified. Please
consult your IT or security department for how to configure the identity provider for your
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organization if it is not listed here.

After you finish configuring your identity provider, you will get an Identity Provider Single
Sign-On URL, Identity Provider Entity Id , and an X.509 certificate file idp.cert . You need
these 3 things to configure TigerGraph next.

Okta

After logging into Okta as the admin user, click Admin button at the top-right corner.
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+ Add Apps Admin

Click Add Applications in the right menu.
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Click Create New App button in the left toolbar.
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In the pop up window, choose SAML 2.0 and click Create .
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Create a New Application Integration

Platform Wab -
[
I Sign on method ) Secure Web Authentication (SWA)
] £ & ! [} f i 1T =
@) SAML 2.0
E | ML protocol 1o log usars | he app. This 1 I
1 A, [T ihe g I I

) OpeniD Connect

Input TigerGraph (or whatever application name you want to use) in App Name, and click
Next . Upload a logo if you like.

Ef} Create SAML Integration

o Gararsl Saiige ' , Crenllgis HANL BB Primhach

o Ganaral Settings

App nvme TigerGsaph

Apo lage’ [nolional
]

wipioad Logo

App wizhity Olo net dinplay apolicatian icon to isara

Do ret display apphcadion pon @ tha Okds Mobe apo

Enter the Assertion Consumer Service URL / Single sign on URL , and SP Entity ID .
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Both are URLs in our case. You need to know the hostname of the TigerGraph machine. If
you can visit GraphStudio Ul through a browser, the URL contains the hostname. It can be
either an IP or a domain name.

The Assertion Consumer Service URL , or Single sign on URL, is

(@) http:/tigergraph-machine-hostname:14240/sso/saml/acs

The SP entity id URL is:

@ http://tigergraph-machine-hostname:14240/sso/saml/meta

5 Create SAML Integration

a Configure SAML

e SAML Ssttings

Wital dogs Ehis form doy

Single slign on LRL It el -naehing Nustn e Where do i fnd the indo 1his form needs?

Bendlenes LUR 5P Eaiity 109 Igtd e epl-machine-hostneerie 142 400n 0 sarmbimmis

Defgull RalaySaata ) D1 Coniificate

Mama# iD formar LnspEr ron +  UDowmigad Ode Cortificats

Applicoton username £ Oin userrame

Shaw Aovancod Sotlings

LEADN MORE

Scroll to the bottom for Group Attribute Statements. Usually you want to grant roles to
users based on their user group. You can give a name to your attribute statement; here we
use group . For filter, we want to return all group attribute values of all users, so we use
Regex .* as the filter. Click Next after you set up everything.
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ATTRIBUTE STATEMENTS [OPTIONAL) LEARN MORE
Nama MName format (optional Value
Unspecifled - = "
Add Another

GROLIP ATTRIBUTE STATEMENTS (OPTIONAL)

Name MName farmat (ootional Filter
group Unspecified . Regex .|t =
Add Another

e Preview the SAML assertion generated from the information ebove

€ 3 Preview the SAML Asserdion

This shows you the XML that will b csed 0 the sesartion - dseit o venfy the info/vou enared above

EyEs Cﬂm‘:El “

In the final step, choose whether you want to integrate your app with Okta or not. Then

click Finish .
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Now your Okta identity provider settings are finished. Click View Setup Instructions button
to gather information you will need to setup TigerGraph Single Sign-On.
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Here you want to save |dentity Provider Single Sign-On URL and Identity Provider Issuer
(usually known as Identity Provider Entity Id ). Download the certificate file as okta.cert,
rename it as idp.cert, and put it somewhere on the TigerGraph machine. Let's assume you
put it under your home folder: /home/tigergraph/idp.cert. If you installed TigerGraph in a
cluster, you should put it on the machine where the GSQL server is installed (usually it's

the machine whose alias is m1).
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Haow to Configure SAML 2.0 for TigerGraph Application
The following is needed to configure TigerGraph

@ 1dentiy Provider Single Sign-On URL:

nttps://tigargraph okta. com/appitigergragh, Ligergraph. 1 (e Bfs50/saml

Finally, return to previous page, go to the Assignments tab, click the Assign button, and
assign people or groups in your organization to access this application.
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@ © TigerGraph

Acthyg = | - Weirw Lgn

FICTERS Pergon Tyoe

AuthO

After logging into AuthO, click Clients in the left navigation bar, and then click CREATE

CLIENT button.

Fropl *
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:J Auth0
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{ CHEATE CLIENT

In the pop-up window, enter TigerGraph (or whatever application name you want to use) in

the Name input box. Choose Single Page Web Application, and then click the CREATE

button.
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Create Client

TigerGraph

Choose a client type

Mative

Maobile er Desktop,
apps that run natively

in a device.

= 105 SDK

o »

Single Page Web Regular Web
Applications Applications
A JavaScript frent-end Traditional web app
app that uses an APL (with refresh).
e rdS -+ eg: Java ASPNET

CREATE

>

MNon interactive

Clients

CLI, Daemons or
Services running on
your backend.

e Shell Sanpt

Click Clients again. In the Shown Clients list, click the settings icon of your newly created

TigerGraph client.
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Scroll down to the bottom of the settings section, and click Show Advanced Settings .

Warning! Cnce confinmad, this oparation can't bo undone!
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Click the Certificates tab and then click DOWNLOAD CERTIFICATE. In the chooser list,
choose CER. Rename the downloaded file as idp.cert, and put it somewhere on the

TigerGraph Documentation

TigerGraph machine. Let's assume you put it under your home folder:

/home/tigergraph/idp.cert. If you installed TigerGraph in a cluster, you should put it on the

machine where the GSQL server is installed ( usually it's the machine whose alias is m1).

Advanced Settings

Application Matadata Maobile Settings Cduth Grant Types WE-Faderation Certificates Endpaints

Signing Certificate

Signing Certificate

Fingerprint

Signing Certificate
Thumbprint

MICATCCAdZgAw BAgIJEIDFtyj20hUMADGCSqGSIEADGEBCWUAMBgx
FjALIBgNY

BAMTDENYYyShdXRoMC 5ibZ0wHheNMTexMTMwMTCOMDAXWheNMzEwW
DODAEMTEOMDAX

WIAY MRYWFAYDVQQDEW1zemMu YV OaDAuY2ZStMIIBRANBakahkiGHw0B
AQEFAAGT
AQEBAMIBCgKCAQEAsSWQgVuLOWENUg24s0fi4Bij+Bvaslgtav0ZHAICS M
oL

YE0uxH I 7EhSIEESSDAEm Derza P nen MW TWVZwm SVIY IUCB0gywiwki VW

H1xRIN £

FEE41EN5:01BE 44 AR 40 53 FT-9E14.C3: DA YD-DE:SE: DT 4B o

FG641E15D1BB4AAB4953ET9E14C3DATDDBEBD T4 0

&, DOWNLOAD CERTIFICATE

Click the Endpoints tab, and copy the text in the SAML Protocol URL text box. This is the

Identity Provider Single Sign-On URL that will be used to configure TigerGraph in an

upcoming step.
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Advanced Settings

Appheation Metadata

OAuth

QAuth Authorization URL

OAuth Token URL

QAuth User Infa URL

OpenlD Configuration

JSON Web Key Set

SAML

SAML Protocaol URL

SAML Metadata URL

WS-Federation

WsFederation Metadata
URL

WsFederation Sign-in URL

Mabile Settings

TigerGraph Documentation

DAuth Grant Types

https:/fsre.authO.comiauthorize

https:/ sroauthl.comioauth/taken

https:d fsre authD comuserinfo

https://src.authl.com/well-known/openid-c

https:/ src.authO.comdwell-knowndjwiks:json

https://sre authD.com/GamipiECES5fwy.C

https://srcauthG.comsamip/metadata/JGCE

hitps://src.authD.com/wsfed JBCEIShayJCY

hitps://are.authl.comAwsled VBCEI5 vy CY

SAVE CHANGES

WS-Federation

o

o

]

o

m)

Certificates

Endpoints

Scroll up to the top of the page, click the Addons tab, and switch on the toggle at the right

side of the SAML2 card.
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In the pop-up window, enter the Assertion Consumer Service URL in the Application

Callback URL input box:

() http:/tigergraph-machine-hostname:14240/sso/saml/acs

310



5/13/25,1:39 PM TigerGraph Documentation

Addon: SAML2 Web App

Settings Usage

You need to configure your settings before being able to enable this addon.

Application Callback URL
http://tigergraph-machine-hostname:14240/sso0/saml/acs

SAML Response will be POSTed to this URL.

Settings

Scroll down to the end of the settings JSON code, click the DEBUG button, and log in as
any existing user in your organization in the pop-up login page.
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DEBUG

SAML Protocol Settings

* audience( string ) The audience of the SAML Assertion. Default will be the Issue
r on SAMLReguest .

= recipient{ string ): The recipient of the SAML Assertion (SubjectConfirmationData).

Defaultis AssertionConsumerUrl on SAMLRequest or Callback URL if no
SAMLReguest was sent.

= mappings( object ): The mappings between the Auth( user profile and the output
attributes on the SAML Assertion. Each "name" (left side) represents the property
name on the Auth0 user profile. Each "value" (right side) is the name (including
namespace) for the resulting SAML attribute in the assertion. Default mapping is

If login in successfully, the SAML response will be shown in decoded XML format. Scroll

down to the attributes section. Here you will see some attribute names, which you will use

to set proxy rules when creating groups in an upcoming configuration step.
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1"=Username-Pas. Authentications/sam

‘=Fri Mar 16 24

Return to the previous pop-up window and click the Usage tab. Copy the Issuer value. This
is the Identity Provider Entity Id that will be used to configure TigerGraph in an upcoming
step.
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Addon: SAML2 Web App

Settings Usage

You need to configure your settings before being able to enable this addon.

SAML Protocol Configuration Parameters
* SAML Version: 2.0
# Issuer: urn:src.auth®.com
¢ |dentity Provider Certificate: download AuthO certificate

» |dentity Provider SHAL fingerprint: F6:64:1E:15:D1:BB:4A:A8:49:53:F7:9E:14:
C3:DA:7D:DB:58:D7:4B

s |dentity Provider Login URL:

httme =t e arrdkRAl aamfeamTaVIEADASFime P a5kl DADL oL k.

Click the Settings tab, scroll to the bottom of the pop-up window, and click the SAVE
button. Close the pop-up window.
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used (google, adfs, ad, etc.) and the access_token if available. Defaultis true .
signatureAlgorithm: Signature algorithm to sign the SAML Assertion or response.
Defaultis rsa-shal anditcouldbe rsa-sha256 .
digestAlgorithm: Digest algorithm to calculate digest of the SAML Assertion or
response. default shal . ltcould be sha256 .
destination: Destination of the SAML Response. If not specified, it will be Assertion
ConsumerUrl of SAMLReguest or Callback URL if there was no SAMLRequest,
lifetimeinSeconds ( int ): Expiration of the token, Defaultis 36808 seconds (1 hour).
signResponse ( bool ): Whether or not the SAML Response should be signed. By
default the SAML Assertion will be signed, but not the SAML Response. If true ,
SAML Response will be signed instead of SAML Assertion.
nameldentifierFormat ( string ): Defaultis urn:oasis:names:tc:SAML:1.1:name
id-format ;unspecified .
nameldentifierProbes ( Array ): AuthO will try each of the attributes of this array in
order. If one of them has a value, it will use that for the Subject/NamelD. The order is:
http://schemas.xmlsoap.org/ws/28085/85/identity/claims/nameidentifier
(mapped from user_id ), http://schemas.xmlsoap.org/ws/2085/85/1dentity/
claims/emailaddress (mappedfrom email ), http://schemas.xmlsoap.org/w
5/2885/85/identity/claims/name (mapped from name ).
authnContextClassRef( string ): Defaultis urn:casis:names:tc:SAML:2.8:ac:c
lasses:unspecified .
typedAttributes ( bool ) Defaultis true . When setto true ,we inferthe xs:type of
the element. Types are xs:string , xs:boolean , xs:double and xs:anyType .
Whensetto false allxsitypeare xs:anyType .
includeAttributeNameFormat ( bool ): Defaultis true . Whensetto true ,we
infer the NameFormat based on the attribute name. NameFormat values are urn:oas
is:names:tc:SAML:2.8:attrname-format:uri , urn:oasis:names:tc:SAML:2.
@:attrname-format:basic and urn:oasis:names:tc:SAML:2.@:attrname-form
at:unspecified ,Ifsetto false ,the attribute NameFormat is not set in the
assertion.
logout ( cbject ): An object that controls SAML logout. It can contain two properties:
callback (oftype string ), that contains the service provider (client application)'s
Single Logout Service URL, where AuthO will send logout requests and responses,
and slo_enabled (boolean)that controls whether AuthO should notify service
providers of session termination. The default value is true (notify service providers),
binding ( =tring ): Optionally indicates the protocol binding used for SAML logout
responses. By default AuthO uses HTTP-POST , but you can switchto HTTP-Redire
ct bysetting "binding” to "urn:oasis:names:tc:SAML:2.@:bindings:HTTP-R
edirect” .

end of AuthQ configuration instructions. Jump to Step 2: Enable Single Sign-On for

TigerGraph =
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Enable Single Sign-On in TigerGraph

Prepare certificate and private key on TigerGraph machine

According to the SAML standard trust model, a self-signed certificate is considered fine.
This is different from configuring a SSL connection, where a CA-authorized certificate is
considered mandatory if the system goes to production.

There are multiple ways to create a self-signed certificate. One example is shown below.

First, use the following command to generate a private key in PKCS#1 format and a X.509
certificate file. In the example below, the Common Name value should be your server
hostname (IP or domain name).

Self-Signed Certificate generation example using openssl

$ openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /home/tigerg

Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DM
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:California

Locality Name (eg, city) []:Redwood City

Organization Name (eg, company) [Internet Widgits Pty Ltd]:TigerGraph Inc.
Organizational Unit Name (eg, section) []:GLE

Common Name (e.g. server FQDN or YOUR name) []: tigergraph-machine-hostnan
Email Address []:support@tigergraph.com

Second, convert your private key from PKCS#1 format to PKCS#8 format:
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openssl pkcs8 -topk8 -inform pem -nocrypt -in /home/tigergraph/sp-pkcsl.ke

Finally, change the certificate and private key file to have permission 600 or less. (The
tigergraph user can read or write the file; no other user has any permission.)

chmod 600 /home/tigergraph/sp.x*

Enable and configure Single Sign-On Using Gadmin
From a TigerGraph machine, run the following command: gadmin --configure sso.saml

Answering the questions is straightforward; an example is shown below.

() Inv2.3, the requirements for the security.sso.saml.sp.url parameter changed. The url must be
a full url, starting with protocol (such as http) and ending with port number.

configure sso.saml example
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$ gadmin --configure sso.saml
Enter new values or accept defaults in brackets with Enter.

Enable SAML2-based SSO: default false
security.sso.saml.enable [False]: true
True

TigerGraph Service Provider URL: default http://127.0.0.1:14240
security.sso.saml.sp.url [http://127.0.0.1:14240]: tigergraph-machine-gray
tigergraph-machine-graphstudio-url

Path to host machine's x509 Certificate filepath: default empty
security.sso.saml.sp.x509cert: /home/tigergraph/sp.cert
/home/tigergraph/sp.cert

Path to host machine's private key filepath. Require PKCS#8 format (start
security.sso.saml.sp.private_key: /home/tigergraph/sp.pem
/home/tigergraph/sp.pem

Identity Provider Entity ID: default http://idp.example.com
security.sso.saml.idp.entityid [http://idp.example.com]: http://identity.f
http://identity.provider.entity.id

Single Sign-0On URL: default http://idp.example.com/sso/saml
security.sso.saml.idp.sso.url [http://idp.example.com/sso/saml]: http://ic
http://identity.provider.single-sign-on.url

Identity Provider's x509 Certificate filepath: default empty
security.sso.saml.idp.x509cert: /home/tigergraph/idp.cert
/home/tigergraph/idp.cert

Sign AuthnRequests before sending to Identity Provider: default true
security.sso.saml.advanced.authn_request.signed [True]:
True

Require Identity Provider to sign assertions: default true
security.sso.saml.advanced.assertions.signed [True]:
True

Require Identity Provider to sign SAML responses: default true
security.sso.saml.advanced.responses.signed [True]: false
false

Sign Metadata: default true
security.sso.saml.advanced.metadata.signed [True]:

True

Signiture algorithm [rsa-shal/rsa-sha256/rsa-sha384/rsa-sha512]: default 1
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security.sso.saml.advanced.signature_algorithm [rsa-sha256]:
rsa-sha256
Authentication context (comma separate multiple values)

security.sso.saml.advanced.requested_authn_context [urn:oasis:names:tc:SAM
urn:oasis:names:tc:SAML:2.0:ac:classes:Passwoxrd

Test servers with supplied settings? [Y/n] y

Success. All settings are valid
Save settings? [y/N] y

Done.

The reason we change security.sso.saml.advanced.responses.signed to false is because
some identity providers (e.g., Auth0) don't support signed assertion and response at the
same time. If your identity provider supports signing both, we strongly suggest you leave it
as true.

After making the configuration settings, apply the config changes, and restart gsql.

$ gadmin config-apply
$ gadmin restart gsql -y

Create user groups with proxy rules to authorize
Single Sign-On users

In order to authorize Single Sign-On users, you need create user groups in GSQL with proxy
rules and grant roles on graphs for the user groups.

In TigerGraph Single Sign-On, we support two types of proxy rules. The first type is nameid

equations; the second type is attribute equations. Attribute equations are more commonly
used because usually user group information is transferred as attributes to your identity
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provider SAML assertions. In the Okta identity provider configuration example, it is
transferred by the attribute statement named group . By granting roles to a user group, all
users matching the proxy rule will be granted all the privileges of that role. In some cases
if you want to grant one specific Single Sign-On user some privilege, you can use a nameid

equation to do so.

Single User Proxy

For example, if you want to create a user group SuperUserGroup that contains the user
with nameid admin@your.company.com only, and grant superuser role to that user, you
can do so with the following command:

GSQL > CREATE GROUP SuperUserGroup PROXY "nameid=admin@youzr.company.com"
GSQL > GRANT ROLE superuser TO SuperUserGroup
Role "superuser" is successfully granted to user(s): SuperUserGroup

User Group Proxy

Suppose you want to create a user group HrDepartment which corresponds to the identity
provider Single Sign-On users having the group attribute value "hr-department’, and want
to grant the queryreader role to that group on the graph HrGraph:

GSQL > CREATE GROUP HrDepartment PROXY "group=hr-department"
GSQL > GRANT ROLE queryreader ON GRAPH HrGraph TO HrDepartment
Role "queryreader" is successfully granted to user(s): HrDepartment

Change Password Of Default User

Don't forget to enable User Authorization in TigerGraph by changing the password of the
default superuser tigergraph to other than its default value. If you do not change the
password, then every time you visit the GraphStudio Ul, you will automatically log in as the
superuser tigergraph.
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GSQL > change passwozxd

New Password : *kkkkkkk
Re-enter Password : *xkkxkik
Password has been changed.
GSQL > exit

Testing Single Sign-On
Now you have finished all configurations for Single Sign-On. Let's test it.

Visit the GraphStudio Ul in your browser. You should see a Login with SSO button appear

on top of the login panel:

Clicking the button will navigate to your identity provider's login portal. If you have already
logged in there, you will be redirected back to GraphStudio immediately. After about 10
seconds, the verification should finish, and you are authorized to use GraphStudio. If you
haven't login at your identity provider yet, you will need to log in there. After logging in
successfully, you will see your Single Sign-On username when you click the User icon E
at the upper right of the GraphStudio Ul.

322



5/13/25,1:39 PM TigerGraph Documentation

€ one-user@your.company.c..

5]  Sign out

If after redirecting back to GraphStudio, you return to the login page with the error
message shown below, that means the Single Sign-On user doesn't have access to any

graph. Please double check your user group proxy rules, and roles you have granted to the
groups.
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usemame

password

If your Single Sign-On fails with error message show below, that means either some
configuration is inconsistent between TigerGraph and your identity provider, or something
unexpected happened.
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username

password

You can check your GSQL log to investigate. First, find your GSQL log file with the
following:

$ gadmin log | grep GSQL_LOG
GSQL : /home/tigergraph/tigergraph/dev/gdk/gsql/logs/GSQL_LOG

Then, grep the SAML authentication-related logs:

cat /home/tigergraph/tigergraph/dev/gdk/gsql/logs/GSQL_LOG | grep SAMLAutt

Focus on the latest errors. Usually the text is self-descriptive. Follow the error message
and try to fix TigerGraph or your identity provider's configuration. If you encounter any
errors that are not clear, please contact support@tigergraph.com .
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Data Encryption

Encryption for Data at Rest and Data in Motion
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Encrypting Connections
Version 2.0 to 2.3 Copyright © 2019 TigerGraph. All Rights Reserved.

TigerGraph supports secure data-in-flight communication, using SSL/TLS encryption
protocol. This applies to any outward-facing channel, including GSQL clients, RESTPP
endpoints, and the GraphStudio web interface. When SSL/TLS is enabled, HTTPS takes
the place of HTTP for RESTPP and GraphStudio connections.

Prerequisites

You should have basic knowledge about how SSL works:

1. What the SSL certificate and key are used for
2. That a SSL certificate is bound to a domain

3. How a SSL certificate chain works

A good primer on SSL is available to htips://httpd.apache.org/docs/2.4/ssl/ssl_intro.html

A

Nginx-Based

TigerGraph uses the Nginx web server, so SSL configuration makes use of some built-in
support in Nginx.

http://nginx.org/en/docs/http/configuring_https_servers.html »

Step 1. Obtain a SSL Certificate

The two main options for obtaining a SSL Certificate are to generate your own self-signed
certificate or to purchase a certificate from a trusted Certificate Authority. Regardless of
which method you choose, your certificate should be chained to a trusted root certificate
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embedded in your browser. The options and details for producing a trusted SSL certificate
are beyond the scope of this document. The focus of this document is how to use a
configure your TigerGraph system to use the certificate to enable SSL.

Option 1: Using a Certificate From A Trusted Agent

First, obtain a SSL certificate from a trusted agent of your choice. Certificate vendors will
provide clear instructions for ordering a certificate and then for installing it on your
system.

Then you can configure the certificate with gadmin --configure ssl

Option 2: Create a Self-Signed Certificate

There are multiple ways to create a self-signed certificate. One example is shown below.

/\  For simplicity, the method below will use the root certificate directly as the HTTPS server
certificate. This method is satisfactory for testing but should not be used for a production
system.

(@ Inthe example below, the Common Name value should be your server hostname, since
HTTPS certificates are bound to domain names.

Self-Signed Certificate generation example using openssl
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$ openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout ~/nginx-seli

Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DM
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:California

Locality Name (eg, city) []:Redwood City

Organization Name (eg, company) [Internet Widgits Pty Ltd]:TigexrGraph
Organizational Unit Name (eg, section) []:GLE

Common Name (e.g. server FQDN or YOUR name) []: my.ip.addr.num

Email Address []:engineer@tigergraph.com

Change the Certificate Permission

For security reasons, the certificates can only be used with permission 600 or less .

$ chmod 600 ~/nginx-selfsigned.*

Step 2: Configure SSL with gadmin

With the self-signed certificate successfully generated, you can configure it with gadmin,
so that all the HTTP traffic will be protected with SSL.
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$ gadmin --configure ssl
Enter new values or accept defaults in brackets with Enter.

Enable SSL with all HTTP responses (SSL Cert required): default False
Nginx.SSL.Enable [False]: True
True

Path to SSL cert bundle (domain cert, intermediate cert and root cert)
Nginx.SSL.Cert []: /home/tigergraph/nginx-selfsigned.crt
/home/tigergraph/nginx-selfsigned.crt

Path to SSL key
Nginx.SSL.Key []: /home/tigergraph/nginx-selfsigned.key
/home/tigergraph/nginx-selfsigned.key

Test servers with supplied settings? [Y/n] Y
Success. All settings are valid
Save settings? [y/N] vy

After saving the settings, apply the configuration settings.

$ gadmin config-apply

[FAB ]1[2017-12-12 18:48:16] check_config

[FAB ]1[2017-12-12 18:48:16] update_config_all

Local config modification Found, will restart dict server and update confi
[FAB ]1[2017-12-12 18:48:21] launch_zookeepezrs

[FAB ]1[2017-12-12 18:48:31] gsql_mon_alert_on

[FAB ]1[2017-12-12 18:48:31] launch_zookeepezrs

[FAB ]1[2017-12-12 18:48:42] launch_gsql_subsystems:DICT

[FAB ][2017-12-12 18:48:42] gsql_mon_alert_on

Local config modification sync to dictionary successfully!

Then restart the external-facing services: gsql, nginx, and vis.

$ gadmin restart gsql nginx vis -y

Testing Your SSL Connection
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Now you may test the connection.

A direct curl request to the server will fail due to certificate verification failure:

$ curl https://localhost:14240

curl: (60) server certificate verification failed. CAfile: /etc/ssl/certsy
More details here: http://curl.haxx.se/docs/sslcerts.html

curl performs SSL certificate verification by default, using a "bundle"
of Certificate Authority (CA) public keys (CA certs). If the default
bundle file isn't adequate, you can specify an alternate file

using the --cacert option.

If this HTTPS server uses a certificate signed by a CA represented in
the bundle, the certificate verification probably failed due to a
problem with the certificate (it might be expired, or the name might
not match the domain name in the URL).

If you'd like to turn off curl's verification of the certificate, use
the -k (or --insecure) option.

/N Inv1.2, the default TCP/IP port for Nginx has changed from 44240 to 14240, to avoid
possible port conflicts with Zookeeper.

You may use the -k option to turn off the verification, but it is unsafe and not
recommended.

To successfully make requests with curl, you will need to specify the certificate by using
the --cacert parameter:

$ curl --cacert /home/tigergraph/nginx-selfsigned.crt https://localhost:1<

<!doctype html><html lang="en"><head><meta charset="utf-8"><title>GraphStt
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Encrypting Data At Rest

Encryption Levels
Version 2.0 to 2.3. Copyright © 2019 TigerGraph. All Rights Reserved.

The TigerGraph graph data store uses a proprietary encoding scheme which both
compresses the data and obscures the data unless the user knows the
encoding/decoding scheme. In addition, the TigerGraph system supports integration with
industry-standard methods for encrypting data when stored in disk ("data at rest").

Data at rest encryption can be applied at many different levels. A user can choose to use

one or more level.

Encryption Level Description TigerGraph Support

Use specialized hard disks
which perform automatic
Hardware encryption on write and Invisible to TigerGraph
decryption on read (by
authorized OS users)

Use Linux built-in utilities to
Kernel-level file system encrypt data. Invisible to TigerGraph
Root privilege required.

Use Linux built-in utilities and

customized libraries to
User-level file system Invisible to TigerGraph
encrypt data.

Root privilege is not required.

Kernel-level Encryption

File system encryption employs advanced encryption algorithms. Some tools allow the
user to select from a menu of encryption algorithms. It can be done either in kernel mode
or user mode. To run in kernel mode, superuser permission is required.
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Since Linux 2.6, device-mapper has been an infrastructure, which provides a generic way
to create virtual layers of block devices with transparent encryption blocks using the
kernel crypto API.

In Ubuntu, full-disk encryption is an option during the OS installation process. For other
Linux distributions, the disk can be encrypted with dm-encrypt 7.

A commonly used utility is eCryptfs 2, which is licensed under GPL, and it is built into
some kernels, such as Ubuntu.

User-Level Encryption

If root privilege is not available, a workaround is to use FUSE (Filesystem in User Space) to
create a user-level filesystem running on top of the host operating system. While the
performance may not be as good as running in kernel mode, there are more options
available for customization and tuning.

Example 1: Kernel-mode file system encryption
with dm-crypt

In this example, we use dm-crypt to provide kernel-mode file system encryption. The dm-
crypt utility is widely available and offers a choice of encryption algorithms. It also can be
set to encrypt various units of storage — full disk, partitions, logical volumes, or files.

The basic idea of this solution is to create a file, map an encrypted file system to it, and
mount it as a storage directory for TigerGraph with R/W permission only to authorized
users.

Prerequisites

Before you start, you will need a Linux machine on which

e you have root permission,

e the TigerGraph system has not yet been installed,
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e and you have sufficient disk space for the TigerGraph data you wish to encrypt. This
may be on your local disk or on a separate disk you have mounted.

Instructions

¢ |Install cryptsetup (cryptsetup is included with Ubuntu, but other OS users may need to
install it with yum).

¢ Install the TigerGraph system.
e Grant sudo privilege to the TigerGraph OS user.

e Stop all TigerGraph services with the following commands:
gadmin stop -y
gadmin stop admin -y

e Acting as the tigergraph OS user, run the following export commands to set variables.
Replace the placeholders enclosed in angle brackets <...> with the values of your
choice:

# The username for TigerGraph Database System, for example: tigergraph
export db_user='<username>'

# The path of encrypted file to be created for TigerGraph storage, for exc
export encrypted_file_path='<path-to-encrypted-file>'

# The size of encrypted file to be created (used by dd command), for examy
export encrypted_file_size=<storage-size>

# The password for the encrypted file, for example: DataAtRe5tPa55wOrd
export encryption_password='<password>"'

# The root directory for tigergraph, for example: $HOME/tigergraph
export tigergraph_root="<tigergraph-root>"

# Set the first available loop device for encrypted file mapping
export loop_device=$(losetup -f)

e C(Create a file for TigerGraph data storage.

dd of=$encrypted_file_path bs=$encrypted_file_size count=0 seek=1
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e Change the permission of the file so that only the owner of the file (that is, only the
tigergraph user who created the file in the previous step) will be able to access it:

chmod 600 $encrypted_file_path

e Associate a loopback device with the file:

sudo losetup $loop_device $encrypted_file_path

e Encrypt storage in the device. cryptsetup will use the Linux device mapper to create, in
this case, Sencrypted_file_path . Initialize the volume and set a password interactively
with the password you set to Sencryption_password :

sudo cryptsetup -y luksFormat $loop_device

If you are trying to automate the process with a script running with root TTY session, you
may use the following command:

echo "$encryption_password" | cryptsetup -y luksFormat $loop_device

e Open the partition, and create a mapping to Sencrypted_file_path :

sudo cryptsetup luksOpen $loop_device tigergraph_gstore

If you are trying to automate the process with a script running with root TTY session, you
may use the following command:

echo "$encryption_password" | cryptsetup luksOpen $loop_device tigergraph_

e (Clear the password from bash variables and bash history.

The following commands may clear your previous bash histories as well. Instead, you may
edit ~/.bash_history to selectively delete the related entries.
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unset encryption_password
history -c
history -w

e Create a file system and verify its status:

sudo mke2fs -j -0 dir_index /dev/mapper/tigergraph_gstore

e Mount the new file system to /mnt/secretfs:

sudo mkdir -p /mnt/secretfs
sudo mount /dev/mapper/tigergraph_gstore /mnt/secretfs

¢ Change the permission to 700 so that only Sdb_user has access to the file system:

sudo chmod -R 700 /mnt/secretfs
sudo chown -R $db_user:$db_user /mnt/secretfs

e Move the original TigerGraph files to the encrypted filesystem and make a symbolic
link. If you wish to encrypt only the TigerGraph data store (called gstore), use the
following commands:

mv $tigergraph_root/gstore /mnt/secretfs/gstore
In -s /mnt/secretfs/gstore $tigergraph_root/gstore

There are other TigerGraph files which you might also consider to be sensitive and wish to
encrypt. These include the dictionary, kafka data files, and log files. You could selectively
identify files to protect or you could encrypt the entire TigerGraph folder. In this case,
simply move Stigergraph_root instead of Stigergraph_root/gstore.

mv $tigergraph_root /mnt/secretfs/tigergraph
1n -s /mnt/secretfs/tigergraph $tigergraph_root

The data of TigerGraph data is now stored in an encrypted filesystem. It will be
automated decrypted when the tigergraph user (and only this user) accesses it.

To automatically deploy this encryption solution, you may
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1. Chain all the steps as a bash script
2. Remove all "sudo" since the script will be running as root.

3. Run the script as root user after TigerGraph Installation.

The setup scripts contain your encryption password. To follow good security procedures, do
not leave your password in plaintext format in any files on your disk. Either remove the setup
scripts or edit out the password.

Performance Evaluation

Encryption is usually CPU-bound rather than 1/0-bound. If CPU usage reamains below
100%, encryption should not cause much performance slowdown. A performance test
using both small and large queries supports this prediction: for small (~1 sec) and large
(~100 sec) queries, there is a ~5% slowdown due to filesystem encryption.

GSE Cold Start (read) Load Data (write)
original 45s 809s
encrypted 47s 854s
% slowdown 4.4% 5.8%

We used the TPC-H dataset with scale factor 10 ( http:/www.tpc.org/tpch/ 7). The data
size is 23GB after loading into TigerGraph..The write test (data loading) was done by
running a loading job and then killing the GPE with SIGTERM (to exit gracefully) to ensure
that all kafka data is consumed.The read test (GSE cold start) measures the time from
"gadmin start gse" until "online" appears in "gadmin status gse".

Example 2: Encrypting Data on Amazon EC2

Major cloud service providers often provide their own methodologies for encrypting data
at rest. For Amazon EC2, we recommend users start by reading the AWS Security Blog:
How to Protect Data at Rest with Amazon EC2 Instance Store Encryption 7.
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In this section, we provide a simple example for configuring file system encryption for a
TigerGraph running on Amazon EC2. The steps are based on those given in How to
Protect Data at Rest with Amazon EC2 Instance Store Encryption », with some additions
and modifications.

The basic idea of this solution is to create a file, map an encrypted file system to it, and
mount it as a storage directory for TigerGraph with permission only to authorized users.

/N Angle brackets <...> are used to mark placeholders which you should replace with your own
values (without the angle brackets).

Prerequisites

Make sure you have installed and configured AWS CLI ~with keys locally.

Create an S3 Bucket

from Amazon Data-at-Rest blog

Sign in to the S3 console and choose Create Bucket .
In the Bucket Name box, type your bucket name and then choose Create .
You should see the details about your new bucket in the right pane.

Configure IAM roles and permission for the S3 bucket

from Amazon Data-at-Rest blog

338


https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/

5/13/25,1:39 PM TigerGraph Documentation

1.Sign in to the AWS Management Console and navigate to the IAM console .

)
"Version": "2012-10-17",
"Statement": [
)
"Sid": "VisualEditor0",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<your-bucket-name>/LuksInternalStoz:
§
]
£

The preceding policy grants read access to the bucket where the encrypted
(The following instructions have been updated since the original blog post

."Select type of trusted entity: Choose AWS service .

."Select the service that will use this role": Choose EC2 then choose Ne»
.Choose the policy you created in Step 1 and then choose Next: Review.
.0n the Create role page, type your role name , a Role description, and ¢
.The newly created IAM role is now ready. You will use it when launching

ook WN

Create a KMS Key (optional)

If you don't have a KMS key, you can create it first:

1. From the IAM console 7, choose Encryption keys from the navigation pane.
2. Select Create Key, and type in <your-key-alias>

3. For Step 2 and Step 3, see
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html afor

advice.
4. In Step 4 : Define Key Usage Permissions, select <your-role-name>

5. The role now has permission to use the key.
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st (N. Viginla

GiniA Create Alias and Description

Step 1 : Create Alias and Description Provids an slias and a description for this key. These properties of tha key can ba changed later. Learm mon.

Alisa (required) pac—tdata-at—rest
v Lizags Par W Description
= Advanced Options

Key Materal Origin B KMS Extarna

Help me choosa

Step 2. Create Key

Encrypt a secret password with KMS and store it in the S3
bucket

from Amazon Data-at-Rest blog

Next, use KMS to encrypt a secret password. To encrypt text by using KMS,
To encrypt a secret password with KMS and store it in the S3 bucket:

From the AWS CLI, type the following command to encrypt a secret password
aws --region <your-region> kms encrypt --key-id 'alias/<your-key-alias>'

aws s3 cp LuksInternalStorageKey s3://<your-bucket-name>/LuksInternalStoze
The preceding commands encrypt the password (Base64 is used to decode the

Configure EC2 with role and launch configurations

In this section, you launch a new EC2 instance with the new IAM role and a bootstrap
script that executes the steps to encrypt the file system.

/N\ The script in this section requires root permission, and it cannot be run manually through an
ssh tunnel or by an unprivileged user.
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1. Gronne AW 2. Gnnoas Instance Tipe 3. Gonfigura Instance 4. A Slorage 5. Add Tega 6. Gorfigure Seaurty Groun T. Review

Step 3: Configure Instance Details

Configure the Instance to suit your requirements. You can faunch multiple irstances from the same AMI, requesi Spot insiances to take sdvantage of the o

Number of instances (i) 1 Launch into Auto Scaling Group (1)
Purchasing optlon | ~ Request Spot instances
Network (i1 | ync-Deod5567 idefaull 2| C Creatensw VPC
Subnet (! | Ne preferancs (defadl aubnet (n any Avaliabity Zan $ | Craate mew subnet
Auto-assign Public IP () | Lins subnst setting (Enabig) |
IAMrolo. (i) | poc-data-at.rest-roie
Shutdown behavior (i) | Stop :
Enable termination protection () ~ Protect against accidental termination
Monitoring (i) ~ Enable CloudwWatch detailed meonitoring

Adgitional chargas apply.

Tanancy (i) | Sharad = Aun a shared hardware instance H|
Additianal charges will apply far dedicated tenancy.

T2 Unlimited (" ~ Enable
Additiang| changes may apply

* Advanced Details

O 45 tenit As il Input s aready haseEd encodad

#l/binsbash

#2 Initial satup o be avacuted on boot

2 Create an ampty fila. This file will ba usad to host the fils
£ In this exampla wa create a 60 GB flie called sacratfs {Sacret Flle System).
ddl ef=aecretls be=R0G count=0 sagk=1

# Look down normal ascess to the file.
chmaod 600 secretfa

# Agsocisie a loopbacy device with the fils,
lasstup fdav/ioopd secretfs

#Copy encrypted password file fram 53, The password is wsed to configurs LUKE
astar on,
aws 83 cp 53 fyour-bucket-names/LuksimernaiStoragekiay .

# Decrypt the password from the file with KMS, save the secret pesaward in
LuksGlaarTextkeay
LukaClaarTextikey=S{aws --region us-aast-1 kme decrypt —ciphertaxd-hlob

1. Inthe EC2 console 7, launch a new instance (see this tutorial »for more details).
Amazon Linux AMI 2017.09.1 (HVM), SSD Volume Type (If NOT using Amazon Linux
AMI, a script the installs python, pip and AWS CLI needs to be added in the beginning).

2. In Step 3: Configure Instance Details
a. Inl1AMrole, choose <your-role-name>

b. In User Data, paste the following code block after replacing the placeholders with
your values and appending TigerGraph installation script
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Encryption bootstrap script
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#!/bin/bash
db_user=tigergraph
jHF Initial setup to be executed on boot

# Create an empty file. This file will be used to host the file system.
# In this example we create a <disk-size> (for example: 60G) file at <pa